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Intellectual Property Rights (IPR) Information

Copyrights © All rights reserved. This publication contains information that is protected by
copyright. No part may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language without written permission from the copyright
holders.

Trademarks The following trademarks are used in this document:
®  Microsoft is a registered trademark of Microsoft Corp.
®  Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7, 8 and Explorer are
trademarks of Microsoft Corp.
®  Apple and Mac OS are registered trademarks of Apple Inc.
®  Other products may be trademarks or registered trademarks of their respective

manufacturers.

Safety Instructions and Approval

Safety ®  Read the installation guide thoroughly before you set up the router.

Instructions ®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

Warranty We warrant to the original end user (purchaser) that the router will be free from any
defects in workmanship or materials for a period of two (2) years from the date of
purchase from the dealer. Please keep your purchase receipt in a safe place as it serves
as proof of date of purchase. During the warranty period, and upon proof of purchase,
should the product have indications of failure due to faulty workmanship and/or
materials, we will, at our discretion, repair or replace the defective products or
components, without charge for either parts or labor, to whatever extent we deem
necessary tore-store the product to proper operating condition. Any replacement will
consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is
modified, misused, tampered with, damaged by an act of God, or subjected to abnormal
working conditions. The warranty does not cover the bundled or licensed software of
other vendors. Defects which do not significantly affect the usability of the product will
not be covered by the warranty. We reserve the right to revise the manual and online
documentation and to make changes from time to time in the contents hereof without
obligation to notify any person of such revision or changes.

Be a Registered Web registration is preferred. You can register your Vigor router via

Owner http://www.draytek.com.

Firmware & Tools Due to the continuous evolution of DrayTek technology, all routers will be regularly
Updates upgraded. Please consult the DrayTek web site for more information on newest

firmware, tools and documents.

http://www.draytek.com
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European Community Declarations
Manufacturer:  DrayTek Corp.

Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu County, Taiwan
303
Product: Vigor2960

DrayTek Corp. declares that Vigor2960 of routers are in compliance with the following essential requirements
and other relevant provisions of EC, Directive 2004/108/EC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class A and EN55024/Class A.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

@ Increase the separation between the equipment and receiver.

@  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

C€

More update, please visit www.draytek.com.
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Chapter 1: Introduction

The Vigor2960 Series integrates a rich suite of functions, including NAT, firewall, VPN,
load balance, and bandwidth management capability. These products are very suitable for
providing multi-integrated solutions to SME markets.

A Virtual Private Network (VPN) is an extension of a private network that encompasses
links across shared or public networks like an Intranet. A VPN enables you to send data
between two computers across a shared public Internet network in a manner that emulates
the properties of a point-to-point private link. The DrayTek Vigor2960 Series VPN router
supports Internet-industry standards technology to provide customers with open,
interoperable VPN solutions such as X.509, DHCP over Internet Protocol Security (IPsec)
up to 500 tunnels, and Point-to-Point Tunneling Protocol (PPTP).

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

= Apply Save and apply current settings.
@ cancel Cancel current settings and recover to the previous saved settings, or
discard the settings configured in the page.

B MNes Go to next page.

W Previous Return to the previous page.
= Finish Complete the setting configuration.

oie Remove the setting if you are not satisfied with it.

(1] Remove the selected entry.
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explanation.

Note: For the other buttons shown on the web pages, please refer to Chapter 4 for detailed

1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors first.
The displays of LED indicators and connectors for the routers are different slightly.

Description for LED

Draly 1ek

Vigor2960

Duol-WAN Security Firswall

.
Fastery VPN WAN2 USE2
=

GigaWan » 1

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running
normally.
Off The router is powered off.
CSM On The profile(s) of CSM (Content Security
Management) for IM/P2P, URL/Web Content
Filter application can be created and enabled
from Firewall >>Filter Setup.
VPN On The VPN tunnel is active.
Off No VPN tunnel is active.
DoS On The DoS/DDosS function is active.
Blinking It will blink while deleting an attack.
WAN1/2 On The WAN1 or WAN2 connection is ready.
Blinking It will blink while transmitting data.
QoS On The QoS function is active.
Off The QoS function is disabled.
USsB1/2 On The USB device is connected and ready for
use.
Blinking The data is transmitting.
LED on Connector
Left LED On The port is connected.
GigaWAN 172 | (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is connected with 10/200Mbps.
_ Left LED On The port is connected.
GigaLAN (Green) Off The port is disconnected.
17213/4 Blinking The data is transmitting.
Right LED On The port is connected with 12000Mbps.
(Green) Off The port is connected with 10/200Mbps.
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Connectors

GigaWan » 1

Interface Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

GigaWAN 1/2 Connecters for remote networked devices.
GigaLAN 1/2/3/4 Connecters for local networked devices.
UsSB1/2 Connecter for Mobile HDD, 3G Modem or printer.

Connecter for a power cord.
ON/OFF - Power switch.
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1.3 Hardware Installation

1.3.1 Network Connection
Before starting to configure the router, you have to connect your devices correctly.
1.  Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of Vigor2960s.

2. Connect the other end of the cable (RJ-45) to the Ethernet port on your computer (that
device also can connect to other computers to form a small area network). The LAN
LED for that port on the front panel will light up.

3. Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router
with Ethernet cable (RJ-45).

4.  Connect the power cord to Vigor2960’s power port on the rear panel, and the other side
into a wall outlet.

5. Power on the device by pressing down the power switch on the rear panel. The PWR
LED should be ON.

6.  The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

Below shows an outline of the hardware installation for your reference.

5
4—| =
| Power cable I

DrayTek 6

Vigor2960

Dual WAN Sacurity Frawell

foko

ok
bk

AL

]
Fadiory

Rt

=
#o
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1.3.2 Wall-Mounted Installation
The Vigor2960 Series can be mounted on the wall by using standard brackets shown below.

Choose a flat surface (on the wall) which is suitable for placing the router. Make the screw
holes on the short side of the bracket aim at the screw holes on the router. Next, fasten both
the bracket and the router with two screws; and fasten both the wall and the bracket with
another two screws. Refer to the following figure.

(-]

L]
nw:'ﬁ //_
“a,.h ?

Then, continue to fasten the screws on the other side of the router and the wall with other
SCrews.

When you finished about procedure, the router has been mounted on the wall firmly.
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Chapter 2: Initial Configuration

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP
dynamically from the router or set up the IP address of the computer to be
the same subnet as the default IP address of Vigor router 192.168.1.1.
For the detailed information, please refer to the later section - Trouble
Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type default values on the window for
the first time accessing. The default value for user name is admin and the password is
admin. Next, click Login.

Dr ay Tek Vigor2960 Series

User : admin
Password | seeee

Englizh ~ || Login

Vigor2960 Series User's Guide 15

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



3. Now, the Main Screen will pop up.

4.  Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password =,

Administrator Password

Original Password ; =
New Password: — swmm
Confirm Password ; === |

Mote: Passwaords can be up to 100 characters in length, and only the fallowing characters are allowed: 3-7

= Apply

5. Enter the login password (admin, in default) on the field of Original Password. Type a
new one in the field of New Password and retype it on the field of Confirm Password.

Then click Apply to continue.

6. Now, the password has been changed. Next time, use the new password to access the
Web User Interface for this router.
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2.2 Quick Start Wizard

Quick Start Wizard is a wizard which is designed for configuring your router accessing
Internet with simply steps. In the Quick Start Wizard group, you can configure the router to
access the Internet with different modes such as Static, DHCP, PPPoE, or PPTP modes.

For most users, Internet access is the primary application. The router supports the Ethernet
WAN interface for Internet access.

Click Quick Start Wizard from the home page. Quick Start Wizard will guide the user to
establish LAN interface profile, WAN interface profile and select proper protocol for
connection. The following will explain in more detail for the various broadband access
configurations.

2.2.1 Step 1 - Specifying the WAN Profile

In the first page of Quick Start Wizard, please choose a WAN profile and specify IPv4
protocol.

Quick Start Wizard

Step 1
Profile : wani »
IPv4 Protocol Static W

b 7| K Next mm \3 Cancel
Available parameters are listed as follows:
Item Description
Profile Use the drop down list to choose one of the WAN profiles
for modifying.
WA W
WA
Wan2
ushb1
ush2
IPv4 Protocol Use the drop down list to choose the type for the IPv4
protocol for such profile.
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Satic v
Satic

DHCP

PPPoE

PPTP

When you finish the above settings, please click Next to go to next page.

2.2.2 Step 2 - Configuring the Selected Protocol
This page will be changed according to the IPv4 Protocol Type selected on last page.

If Static is selected

If Static is selected, the following screen will appear. You can manually assign a static IP
address to the WAN interface and complete the configuration by applying the settings and
rebooting your router. Please type in values for Static IP address, Static Mask, Static
Gateway and Static DNS specified by your ISP, and then click Next.

Quick Start Wizard
Step 2

IP Address :
Subnet Mask
Gateway IP Address

172163130

256.265.256.0024
1721631
2 Add [E] save Profile Mumber Limit: G4

DNS Server IP Address

DNS Server IP Address ;| 8.8.5.5 il

% Previous & =] Finish &3 Cancel

Available parameters are listed as follows:

ltem

Description

IP Address

Type a public IP address for such WAN profile.

Subnet Mask

Choose the static mask from the drop down list.

Gateway IP Address Type a public gateway address for such WAN profile.

DNS Server IP

Add - Click this button to display the IP address field for

Address adding a new IP address. Type the IP address on the tiny boxes
one by one.
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Ty add [5] save Prafile Mumber Limit: 64
DHS Server IP Address

8585 iiii
168.95.1.1 i

Save — After finished the IP address configuration, click Save
to save the setting onto the router.

€3 add | [2] Save Profile Mumber Limit ; 64
DNS Server IP Address
8.8.8.8 i}
168.95.1.1 i1}
Previous Click it to return to previous setting page.
Finish Click it to finish the configuration.
Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.

Vigor2960 Series User's Guide 19

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



If DHCP is selected

DHCP allows a user to obtain an IP address automatically from a DHCP server on the
Internet. If you choose DHCP mode, the DHCP server of your ISP will assign a dynamic IP
address for Vigor2960 automatically. It is not necessary for you to assign any setting. (Host
Name is required for some ISPs).

Quick 5tart Wizard

Step 2

Host Hame : (Optiona

S Previous | K [ Finizh &3 cancal

Available parameters are listed as follows:

Item Description

Host Name (Optional) | Type a name as the host name for identification.

Previous Click it to return to previous setting page.
Finish Click it to finish the configuration.
Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.

If PPPoOE is selected

PPPoOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point Protocol over Ethernet) connection,
please select PPPOE for this router to get the following page. Enter the username and
password provided by your ISP on the web page.
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Quick 5tart Wizard

Username :

Password :

%l FPrevious | I B Finigh Q Cancel

Available parameters are listed as follows:

Item Description

Username Type in the username provided by ISP in this field.
Password Type in the password provided by ISP in this field.
Previous Click it to return to previous setting page.

Finish Click it to finish the configuration.

Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.
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If PPTP is selected

This mode lets user get the IP group information by a DSL modem with PPTP service from
ISP. Your service provider will give you user name, password, and authentication mode for a
PPTP setting. Click PPTP as the protocol. Type in all the information that your ISP provides
for this protocol.

If your ISP offers you PPTP (Point-to-Point Tunneling Protocol) mode, please select PPTP
for this router. Next, enter the settings provided by your ISP on the web page.

Quick Start Wizard
Step 2

PPTP Over Static

Server Address : 0.0.0.0

Username :

Password ;

IP Address : 172.16.3.130

Subnet Mask 255.256.255.0024

Gateway IP Address : 172.16.31
@ Add B Save Frofile Mumber Limit: 64
DHS Server IP Address

DNS Server IP Address ;| 0.0.8.8 ifii

% Previous & [ Finish & Cancel
Available parameters are listed as follows:
Item Description
PPTP Over Usually ISP dynamically assigns IP address to you each time

you connect to it and request. In some case, your ISP provides

service to always assign you the same IP address whenever you
request. In this case, you can fill in this IP address in the Fixed

IP field. Please contact your ISP before you want to use this
function.

Static w

Static

DHCP

Static — specify the IP address.
DHCP - obtain the IP address automatically.
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Quick Start Wizard

Step 2

PPTP Over : DHCP b

Server Address: 0.0.0.0

Username :

Password :
Server Address Type a remote IP address of PPTP server.
Username Type in the username provided by ISP in this field.
Password Type in the password provided by ISP in this field.
Previous Click it to return to previous setting page.
IP Address Type a public IP address for such WAN profile.
Subnet Mask Choose the static mask from the drop down list.

Gateway IP Address Type a public gateway address for such WAN profile.

DNS Server IP To add a new IP address, simply place the mouse cursor on this
Address filed. The following dialog will appear.

Add - Click this button to display the IP address field for
adding a new IP address.

Ty add [5] save Prafile Mumber Limit : 64
DNS Server IP Address

8.8.8.8 i
168.95.1.1 ]

Save — After finished the IP address configuration, click Save to
save the setting onto the router.

Ty add B save Profile Mumber Limit: 64
DNS Server IP Address
8888 i
168.95.1.1 1]
Previous Click it to return to previous setting page.
Finish Click it to finish the configuration.
Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish. Later, you can surf the Internet at
any time.
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Quick Start Wizard
Step 1

Profile : wani
IPv4 Protocol . pHcp

Note X

i ) Thepracessis running inthe background, changes
will take effect after a while.

. B Net B @ cancel
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2.3 Register Vigor Router

Please follow the steps below to register the router.

1  Before using such function, please register your router online first. Log into the Web
User Interface of Vigor2960 and click Product Registration.

External Devices

Product Registration

2 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Please take a moment to register.
Membership Registration entitles you to upgrade firmware for your
purchased product and receive news about upcoming products and

sernvices!

Once you receive the DrayTek membership, welcome your further login to advise us of your opinion about
DrayTek product. Your precious suggestions will be of further help for innovation and enhancement.

By joining MyWigor, your data will be handled carefully and not passed onto any 3rd party unrelated
organizations. Your data will only be used/accessed by DrayTek Corp and regional offices/agents within your
oWn country.

LOGIN
Language ;| English v

UserMame : |james_fae |

Passward : | .........

Auth Code _
[3307 ‘,, ( :m.mm
‘e

Forgotten passward? Login

Don't have a Mywigor Account ? Create an account now

Become the MyVigor member, you can receive the e-newsietier Update.
Flease join customer suney affer you are a member! Your opinion Is very appreciated.

Notice: If you haven’t an accessing account, please create a new one first. Please
read the articles on the Agreement regarding user rights carefully while
creating a user account.
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3 The following page will be displayed after you logging in MyVigor. From this page,
please click Add.

DrayTek

D My Information
About Us Welcome james_fae
& Product Last Login Time : 2011-08-24 09:39:13
- Last Login From : 123.110.144.220
Q@ My Information Current Login Time : 2011-08-24 23:01:15

Current Login From : 114.37.142.184

RowNo : PageNo :E

7. VigorACS Sl

= Vigor Series

e Management

Serial Number { D N
& Product Host ID evice Name

AEgsiie 104001703857  Vigor2710  Vigor2710 -
0 Customer Survey 200807100001 VigorPro5300 VigorPro5300 -
200911030001 ryan VigorProh300 =

4 When the following page appears, please type in Nick Name (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the
box of Registration Date). After adding the basic information for the router, please click

Submit.
DrayTek My Vigo
Search GO

D About Us My Product Search for this site
@ Product
@ My Information Registration Device
7. VigorACS SI Serial number : 2214320301
= Vigor Series Nickname : * wvigor2960
X Management Registration Date : ™| 08-24-2011
. Product Usage : - Select-
Reqgistration

Product Rating : — Select— ~ i
& Cestumer Survey ing | Your opinion so far)

No. of Employees : = Select— ¥ [ In total within your company |

Supplier : [ Where you bought it from |

Date of Purchase : [ mm-dd-yyyy ]

Internet Connection : *

[ Cable [ aDSL [ vosL O Fiber
[ 3G [ wiMax [ LTE
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5  Now, your router information has been added to the database. Click OK to leave this
web page and return to My Information web page.

Your device has heen successfully added to the database.

oK)

6  Take a look at the page of My Information, the new added Vigor2960 is listed under
Your Device List.

Dray Tek
(A, 7/ ————————ewaava

D avout us Welcome, draytekiae

& Praduct Last Login Time : 2011-08-24 09:39:13
Last Login From : 123.110.144.220

& My Information Current Login Time : 2011-08-24 23:01:15

r VigortACS SI Current Login From : 114.37.142.184
RowMo: % % PageNo: 2 ¥

- Vigor Series

o Management

B Customer Survey

201007071 44807 Vigor3300V Vigor3300 -
1007081 1 Vigor2820 Vigor2820
2010710051 04801 Vigor2T10vn Vigor2710
2010121 707335201 Vigor2920 Vigor2320
2011082214320301 vigor2960 Vigor2960
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Chapter 3: Application and
Tutorial

3.1 How to Build SSL VPN with RDP Service in the Browser via
Logging in Router's HTTPS Server?

Remote Desktop Protocol (RDP) is a protocol designed for secure communications in
networks using Microsoft Terminal Services. An easy way is provided to establish
connection between the router and the RDP Server via any browser.

1. Open the Web User Interfaceof Vigor2960.

2.  Enable the HTTPS service from System Maintenance >> Access Control by clicking
Enable for HTTPS Allow and type 443 as the value of HTTPS Port.

. - - .
Dl"ay’.n?k V;gor2960 Series 11:05:26 Login: Admin
System Maintenance >> Access Control
Auto Logout : |Shlin v [ R—
Vieb Allow () Enable (%) Disable
e ——
[ Web Port: &
L e Telnet Allow (O Enable (&) Disable
il S— Telnet Port: 2
SSH Allow (O Enable (%) Disable
d Remote Access |
Cert : eme; L SSH Port: 2z
| Ereae enegerent [re—
I HTTPS Allow @ Enable () Disable
e HTTPS Port: 443
| System Maintenance | - -
User Define - Enable Disable
TR-069 o @
Administrator Password 0 0 0 0
Configuration Backup
- 0 0 0 0
Syslog / Mail Alert |
Time and Date 7 o ] |
Access Control ™ Refresh U Lpply
SHNMP Setup =
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3. Open SSL VPN >> SSL Application and click the RDP tab to create a profile named
“Win7”. Type IP address, Port number, and Screen Size based on the actual RDP server
information, then click Apply to save the settings.

B 2oply 3 cancel

4.  Open User Management >> User Profile to create a new profile named “7788”. Set
the Password as 7788 and choose the profile of Win7 as SSL Application (RDP).
Click Apply.

Username
Enable This Profile

Password:

Idle Timeout {sec): 300

Usage Time (min): 480

System User v
Group User

PPTP (O Enable (3)Disable
LaTe: (O Enable (&) Disable

DHCP from lan -

Static IP Address [ |  (Ootiona)|

Use mOTP
mOTP PIN Code

mOTP Secre
n . 4
[l ][]
‘ =) 2eoty @ cancal

5. Logout Vigor2960.
6. Login Vigor2960 HTTPS Server with 7788 for both Username and Password.

DrayTek gl tioill R ue

User: 7788
Password: |esee
oo [/ [toai
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7. Ascreen like the following figure will appear. Simply click the SSL Application link.

DrayTek

Foeered SELVFN
SSL Web Proxy | 550 Application 1 t]

INFOQ

Mgt Page:

® 7788 ,
- -

(L. 10% ] You have successhully lagged in!
wWielcome to the You are granted the fallowing privileges
DrayTek S5LWPHNI

G4l Web Proxy

® GO Applicatign

Tirneoul ater 5 minules

8. Inthe following screen, click Connect for connecting to Win7, the RDP server.

DrayTek

Powened S5L VPN

Home S50 Webh Proxy [SSLC ipp:ar_ﬂ.n. k]
INFQ
L@ SSL Appheatd:

=550 Application s p

=Chek "Connect” to I. RD#

establish an S5L -

application! B Win7 192.168.2,10:3369, fullscreen Conrect

Tireout ader § minutes

IE |
Loy
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9.  After that, you can access into Windows 7 via a browser. Note the message below the
window. In which, TLS means Transport Layer Security.

-p Yigor 331 ¥YPN - RDF Application - Google Chrome .-i = O x
(¢ baa®.1114.44 53 194/:slvpriedp htmPappname=Win7 &cookie=2:1 DAEABSE105E 2ABZB0ADCOBESY
Py
(( @
<= N
Java @
T \e
——
NMote: If you are using Sun JEE 6.0 or newer versions. Please go to the Java
Control Panel and disable TLS 1.0 m Advanced==>Secur ton. o

% Windows 7 mes
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Troubleshooting

If you have installed Java Runtime Environment edition 6 but still cannot establish the
connection, please make sure you have disabled “Use TLS 1.0” in the Java Control Panel
as figure shown below. Then, try to connect again.
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3.2 How to Configure OSPF?

OSPF (Open Shortest Path First) uses the algorithm of SPF (Shortest Path First) to calculate
the route metric. It is suitable for large network and complicated data exchange. Both
Vigor3900 and Vigor2960 support up to OSPF version 2(only for I1Pv4).

The autonomous system (AS) used in OSPF indicates the largest entity and can be divided
into several areas. Usually, Area 0 will be used as OSPF backbone which distributing the
routing information among areas.

When you need faster convergence than distance vector, want to support much larger
networks or want to have less susceptible to bad routing information, you can enable OSPF
feature to fit your request. Note that both routers must support OSPF function at the same
time to build the OSPF connection.

In the following example, a PC can go 192.168.2.0/24 and 192.168.4.0/24 without setting
any Static Route. Refer to the OSPF topology diagram listed below.

Area 11

Vigor3900 A

Vigor2960

192.168.4.0/24

192.168.3.3/24

192.168.3.1/24

192.168.1.1/24

S e 192.168.2.0/24

IP: 192.168.1.10/24 .
Gateway: 192.168.1.1 Vigor3900 B

OSPF can place each router (e.g., Vigor3900A, Vigor3900B and Vigor2960 shown above) at
the root of a tree and calculate the shortest path to each destination according to the
cumulative cost to reach the destination.

Each router has its own view of the topology and calculates its own SPF tree, even though all
the routers build a shortest-path tree using the same link-state database.
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Configuration for Vigor3900 A,

1. Open Routing >> General Setup to create a LAN (192.168.1.1/24) profile named lanl
with the settings shown below.

General Selup

Profile; tant
74| Enliie Thks Profile
Dascription
VLANE 1]
Dredalt MAC Address . (& Enable 7 Desable

Pad Prodocol static
Bode NAT

P Adliess 192 168 1 1

Suibived Mask I55.255.255.0
Gatewiy P Addvess
3 Ada [ s
P Bubnet Mask Wode

Mo itarns o shiw.

Ened Fribivst

1 App f @ cancel

2. Next, continue to create a LAN (192.168.3.1/24) profile named lan2 with the settings
shown below.

General Setup
Piolie: a2
< Enable This Profile
Drescniption
VLANID: 11

Drofauit MAC Addsess . (@ Enable (O Disable

B Protocal Hatic
Mode AT

P Addiess 192 168 k) 1
Subpet Mask 155.255.2950 >
Gateway IP Addioss
O agd [ Save
P Subnet Mask Wode

Mo itarn 8o sheiw.

= N @ Cancel

3. Open LAN >> Static Route Setup and click the Inter-LAN Route tab to enable this
profile.

Auko Logout ™' off M) Static Route | IPv6 Static Route | Inter-LAN Route

Quick Start Wizard E
Online Status
WAN
T —
General Setup
IP Routing

Switch
Bind IP to MAC

RID ¢ anfirmr atinmn

[v] Enable This Profile
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4. Open LAN >> OSPF Configuration to enable this profile. Click Add to make the LAN
Profiles lan2 area setting as 11 and lanl area as 11. (As shown in the topology diagram.)

LAN >> OSPF Configuration

Skl | (o M OSPF Configuration

Quick Start Wizard I -
Online Status |

&w & | 5 Add

'v/|Enable This Profile

General Setup LAN Profile Area
IP Roanting _Ian2 1
Static Route Profile : lan1 "
Switch

Bind IP to MAC
RIP Configuration A

| OSPF Configuration __ |
Configuration for Vigor3900 B,

S8

1. Open LAN >> General Setup to create a LAN (192.168.2.1/24) profile named lanl

with the settings shown below.

Gimer al Setup

Profibe fani
| Enable This Profile

Description (Qptionaly
VLANID: 1o

Detoult MAC Addiess | (3 Enable () Disable

P Protocel static
Wode MNAT *

® Rddress [T R AL
Suibinet Mask 256265 255.0 =
Gateway IP A ass ) =
£ add [ save
P CSubntMask  Mode

o itemneg 10 shiw.

2. Next, continue to create a LAN (192.168.3.2/24) profile named lan2 with the settings

shown below.

General Setup

Profibe: lan2
14 Enable This Profile

Desciiption (Optionaly
VLANID: 1"

Defailt MAC Addiess G Enable (O Disable

i Protoced Salic
Moda AT
B Ak 655 192 188 3 2
Subret Mask 1553853550 >

Gateway P Addiess

o ana [ saw

P Subnet Mask

Mo ftems b show

36

Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



3. Open LAN >> Static Route Setup and click the Inter-LAN Route tab to enable this

profile.
i _Off v . Static Route | IPv6 Static Route  Inter-LAN Route
Quick Start Wizard 4
0" I_".'e Sis [7]Enable This Profile

General Setup

IP Routing

Switch

Bind IP to MAC

RID I anfirmratinmn

4. Open LAN >> OSPF Configuration to enable this profile. Click Add to make the LAN
Profiles lan2 area setting as 11 and lanl area as 11. (As shown in the topology diagram.)

Auto Logout : Off

Quick Start Wizard

B

Online Status |

='|'|':'i'|’=

General Setup

IP Routting

Static Rowte

Switch

Bind IP to MAC

RIP Configuration

OSPF Configuration

LAN => OSPF Configuration

OSPF Configuration

v|Enable This Profile

| Add

LAN Profile Area
lan2 1 ﬂ‘]]
Profile : lan1 1M m_]

Configuration for Vigor2960,

1. Open LAN >> General Setup to create a LAN (192.168.4.1/24) profile named lanl
with the settings shown below.

DrayTek

Auto Logowt © | Off
Quick Start Wiz
Online Status
WAN
LAN

General Sety

PPPoE Serve

Switch
~ BindIPto Mt
 LANDNS
Routing
NAT
Firewrall
Objects Setti
User Manage
Applications
¥PMN and Rem
Certificate Mg
SSL VPN
Central ¥PN
Bandwidth M
USB applicati
System Maing
Diagnostics
External Device

Product Registration [

Vigor2960 Series User’s Guide

General Setup

Profile (max length:7) :
[“Enable

Description :
VLANID:
Priority(802.1p)
Default MAC Address
MAC Address

IPv4 Protocol

Mode

IP Address :

Subnet Mask

Gateway IP Address

7Vl. gor 2960 Series

16:09:59

lant

(Optional)
10
o [l
(®Enable ()Disable

(o2 J[id J:fea J:fab Jifre J:fon ]

static

MAT Lllfchaose ROUTING made, packets will not do NAT aperation at any WAN sid
192 168 41 L

1255.255.255.0024 Ll
‘E| (Optional)

_| LinkLocal B

umber Limit: 20

IPVG Pr...

DHCP Server (®Enable ()Disable
DHCP Start IP : a2 188 110
DHCP End IP @1 s 120
5 add [E] save Frofile Mumber Limnit: 64
DHCP DNS
DHCP DNS Mo items to show.
3
[l n | ]
| 1 Apply @ cancel
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2. Next, continue to create a LAN (192.168.3.3/24) profile named lan2 with the settings
shown below.

DrayTek

——Gcneral Setup

Vigor2960 Series

Auto Logout - | Off Profile (max length:7):  lan2
Quick Start Wiz [/JEnable

urnber Limit: 20

Online Status Description : (Qptianaly

waN VLANID: 0 PGP
N Priority(802.1p) 0 u . LinkLocal
EUEEELL Default MAC Address @Enable ()Disable
Switch IPv4 Protocol static
BB Mode : MNAT u\fchaose ROUTING mode, packets will not do MAT aperation at any WAN sid

S P dess: e e 33 "

NAT Subnet Mask 245.255.245.0/24 \Ll

Firewall Gateway IP Address 10 17 _@ (Optianaly

CLILESEEE  DHCP Server (@Enable ()Disable

User Manage| DHCP Start 1P : —

Applications —

VBN and Rem| LY

Certificate M n Add E Save Profile Nurmber Limit - B4

SSL VPN DHCP DNS

Central VPN iRy e
Bandwiidth Mg
USB Applicati
System Maind
Diagnostics
T

Mo itemns to show.

[E
[l n |
B apply @ cancel

DrayTek Vigor2960 Series

| |LAN>> General Setup >> Inter-LAN Route =)

Auto Logout : |on’ ‘v|
Quick Start Wizard
Online Status
WanN
LaN
General Setup
PPPoE Server
Switch
Bind IP to MAC
LAN DNS
Routing
NAT
Firewall
Objects Setting
User Management
Applications
VYPN and Remote Access

| Beneral Setup | DHCP Relay | Inter-LaN Route | RADVD | DHCPyg

Enable Routing Between Internal LANS

Certificate Management

S5L VPN
"Central VPN Management |
"“Bandwidth Management |

USB application

System Maintenance

Diagnostics
External Devices | = apply @ cancel
Product Registration |
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4. Open Routing >> OSPF Configuration to enable this profile. Click Add to make the
LAN Profiles lan2 area setting as 11 and lanl area as 11. (As shown in the topology
diagram.)

Drdy Tek Vigor2960 Series

Routing >> OSPF Configuration =]

Auto Logout : |off fa ‘ OSPF Configuration ‘

Quick Start Wizard
Online Status Enable

LA T Add Prafile Mumber Limit - 64
LAN

—
Routing Profile Area

Static Route Profile lan1 11 @

RIP Configuration lan2 " Lm/

OSPF Configuration

BGP Configuration
NAT

Firewa
““Objects Setting |
““User Management |
“Rpplications
VPN and Remote Access |
"Certificate Management

SSL VPN
"““Central VPN Management |
““Bandwidth Management
TUSB Application
System Maintenance
Diagnostics
External Devices
Product Registration | B apply @ Cancel |

5. After setting, check the routing information (marked with red line) which is created by
OSPF.

Routing information for Vigor3900 A

Diagnostics >> Routing Table >> Routting Table
Rowuting Table | IPv6 Routing Table
&N Refresh
Destination Gateway Genmask Flags Metric Iface
If192‘_1 68.4.0 192.168.3.3 255.255.255.0 UG 20 lan-lan2 I
1192.168.3.0 0.0.0.0 255.255.255.0 u 0 lan-lan2
|f192_1 68.2.0 192.168.3.2 255.255.255.0 UG 20 lan-lan2 |
192.168.1.0 0.0.0.0 255.255.255.0 u 0 lan-lant

Routing information for Vigor3900 B

Diagnostics >> Routing Table >> Routing Table

Rowting Table | IPv6 Rauting Table

| &5 Refresh

Destination Gateway Genmask Flags Metric Iface

|192_1 68.4.0 192.168.3.3 255.255.255.0 UG 20 lan-lan2 |
192.168.3.0 0.0.0.0 255.255.255.0 U ] lan-lan2
192.168.2.0 0.000 255.255.255.0 U 1] lan-lan1

l 192.168.1.0 192.168.3.1 255.255.255.0 UG 20 lan-lan2 I

Routing information for Vigor2960
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Diagnostics >> Routing Table >> Routing Table

Routing Table | |Pv6 Routing Table

M Refresh

Destination Gateway Genmask Flags I-nmtric Iface
192.168.4.0 0.0.0.0 255.255.255.0 U 1] lan-lan1
192.168.3.0 0.0.00 255.255.255.0 U 0 lan-lan2
192.168.2.0 192.168.3.2 255.255.255.0 UG 20 lan-lan2
192.168.1.0 192.168.3.1 255.255.255.0 uG 20 lan-lan2
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3.3 How to Configure LAN to LAN IPsec Tunnel between
Vigor2960 and Other Router

Here provides an example about LAN to LAN IPsec tunnel established between Vigor2960
and Vigor2710.

Configuring Vigor2960

1. Access into the Web User Interfaceof Vigor2960 and open VPN and Remote Access
>> VPN Profiles to add a new VPN configuration.

IPsec —|(x

Profile : 2710
7| Enable
Type: (@ IPsec () PPTP Dial-Owt () PPTP Dial-In
Basic Advanced GRE Proposal
For Remote Dial-In User © () Enable (%) Disable
Dial-Out Through : war =2 | (@ Default WAN IP () WAN Ahas IP
Failover to : ~ |
Local IP / Subnet : 192 168 28 O 255.2565.255.0/24 |~ |
Local Next Hop : . . . (0.0.0.0: default gateway)
Remote Host : 111.243176.145
i Remaote IP / Subnet : 192 168 2 L 255255550024 ¥ |
\ T oadd B save Profile Murber Limit: 16 |
P Subnet Mask

More Remote Subnet : Mo itermns to show.

1 IKE Phase 1 : (=) Main Mode () Aggressive Mode
Auth Type : PSk v
Preshared Key: ~  ssoessss ({If Aggressive mode is disabled and Remote Host IP is 0.0.0.0 then the Pres -

E spply & Cancel

Type the Pre-shared key and choose a WAN Profile. Specify Local IP/Subnet Mask
with 192.168.29.0/24. The Remote Host should be Vigor 2710's WAN IP address; And
the Remote IP/Subnet Mask should be192.168.2.0/24.

2. Click Apply to save the settings and return to previous page.
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Configuring Vigor2710

1. InVigor2710, it is necessary to build two VPN connections (for two WANS) to connect
with Vigor2960. Please open the Web User Interface of Vigor2710 and open VPN and
Remote Access >> LAN to LAN.

[ ]

[ 1

®  First, please type the name of such VPN connection in the field of Profile Name
(e.g., 2960).

®  Check the box of Enable this profile.
® Choose Dial-Out as Call Direction and check the box of Always on.

2. For Dial-Out Settings, please choose IPsec Tunnel and type WAN IP address of
Vigor2960 in the field of Server IP/Host Name for VPN (e.g., 1.169.162.1). Type the
same IKE Pre-Shared Key configured in Vigor2960.
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3. For the role of Vigor2710 is dialing-out, please skip Dial-In setting. Type the Remote
Network IP and Remote Network Mask of Vigor2960 to complete configuration.

4.  Please check if the VPN connection is built successfully in both devices respectively.
For Vigor2960, open VPN and Remote Access>>IPsec>>Status for viewing the
result.

As to Vigor2710, please open VPN and Remote Access>>Connection Management
to confirm the result.
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3.4 CVM Application - How to manage the CPE (router) through
Vigor29607?

To manage CPEs through Vigor2960, you have to set URL on CPE first and set username
and password for Vigor2960. For this section, we use Vigor2830 series as the example. The
firmware upgrade for the CPE can be done through Vigor2830 series.

3.4.1 Configure Settings on Vigor2960

1. Access into the web user interface of Vigor2960.

2. Open System Maintenance>>Access Control. Check Enable for Web Allow and
type the value for Web Port. Then click Apply to save the settings.

System Maintenance >> Access Control

Access Control

Web Allow (s)Enable () Disable
Web Port : 20

Telnet Allow : (=)Enable (" Disable
Telnet Port : 23

SSH Allow : (%)Enable (" Disable
SSH Port: 22

HTTPS Allow : (%)Enable () Disable
HTTPS Port : 443

Server Certificate : Default o
User Define () Enable () Disable

3. Open Central VPN Management>>CPE Management. On the page of CPE
Maintenance, there is no CPE managed by Vigor2960.

Central VPN Man == CPE Man == CPE Maintenance

CPE Maintenance “PMN Managernent hap

iiiManaged Devices Status
# Edit = Detail [l Delete &5 Refresh ™% Recycle Bin Total number of devices: : 0

4.  Open Central VPN Management>>General Setup.

Central ¥YPN Management

General Setup
CPE Management
Log ! Alert
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5. Click the General Setup tab. Check the Enable box. Specify the WAN interface from
the WAN Profile drop down list. Type the values for Port, Username, and Password
respectively. Remember the values configured in this page.

Central VPN Management >> General Setup >> General Setup

General Setup | YPK General Setup

[# Enable
WAN Profile :  wan1 i
Port : 000
Username : acs
Password : s

Polling Status :  (%)Enable (")Disable
Polling Interval ;: 800

6. Click Apply to save the settings.

3.4.2 Configure Settings on CPE

To manage CPEs through Vigor2960, you have to set ACS URL on CPE first and set
username and password for Vigor2960.

1. Connect one CPE (e.g., Vigor2830 series) and get ready to access into the web user
interface of the CPE.

2. Open a web browser (for example, I1E, Mozilla Firefox or Netscape) on your computer
and type http://192.168.1.1.

3. Please type username and password on the window. If you don’t know the correct
username and password, please consult our dealer to get them.

4.  Open System Maintenance >> TR-069.

System Maintenance
3

= TR-DG9

5. Inthe field of ACS Server, type the URL (IP address with port number) of Vigor2960:
“http://{IP address of Vigor296}:{CVM port}/ACSServer/services/ACSServlet”
and type the same Username and Password defined on the page of Central VPN
Management>>General Setup in Vigor2960. Then, click Enable for CPE Client and
then click OK to save the settings.
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System Maintenance > TR0O69 Setting

ACS and CPE Settings

ACS Server On [Intemet =
(ACS Server )
LIRL |http:ff1?2.1?.1 . 182:9000
Username Iacs
Password | --------
CPE Client
\* Enable Disable "/
LRL Ihttp:m F2.17 .1 2088069/ cwm/CREM. html
Port 059
Username Iuigor
Password | --------
Periodic Inform Settings
Disable
*' Enable
Tnterval Time En sernndis)

3.4.3 Invoke Remote Management for CPE
1. Login the web user interface of the CPE.
2. Open System Maintenance>>Management Setup.

3. Check Allow management from the Internet to set management access control.

System Maintenance == Management

IPv4 Management Setup IPv6 Management Setup

Router Name | | |Management Port Setup
@ User Define Ports O Default Ports

Telnet Port (Default: 23)
v
Allow management from the Internet HTTP Port (Default: 80)

L FTP Server
HTTPS Port (Default: 443)

HTTP Server
HTTPS Server FTP Port (Default: 21)

Telnet Server S5H Port (Default: 22)

[ ssH server
Disable PING from the Internet

Access List

List P Subnet Mask
| | | A
2| | | o
3| | | 3
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3.4.4 Enable WAN Connection on CPE
1. Login the web user interface of the CPE.

2. Open WAN>>Internet Access. Use the drop down list of Access Mode on WANL to
select MPoA (RFC1483/2684). Then, click Details Page.

3. Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway
IP address for your CPE. Then click OK.

WAN == Internet Access

WAN 1
PPPoE / PPPoA MPoA (RFC1483/2684) IPV6
@ Enable O Disahle WAN IP Network Settings [ YWAN IP Alias

DSL Modem Settings © Obtain an IP address automatically

Multi-PwC channel [ Channel 2 v|| router Mame |\"a'9°r |
*

Encapsulation

[ 1483 Bridged IP LLC ~|| Domain Name

WP l:l . Bequired for some ISP
WICT _ & Specify an IP address

*

i

Maodulation IP Address 172.16.3.229
Subnet Mask 266.265.0.0

WAN Connection Detection

Gateway IP address 172.16.3.4

.
Fing IP I:I ® Default MAC Address
TTL: O Specify a MAC Address
RIP Protocol MAC Address: - -: - -
[ Enable RIP DNS Server IP Address
Bridge Mode Pritnary IP Address I:I
L Enable Bridge Mode Secondary IP Address I:I

[ Ok ] [ Cancel ]

Note: Reboot the CPE device and re-log into Vigor2960. CPE which has registered
to Vigor2960 will be captured and displayed on the page of Central VPN
Management>>CPE Management.
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3.4.5 Check CPE Maintenance Page
1.  Return to the web user interface of Vigor2960.
2. Open Central VPN Management>>CPE Management.

3. Now there is one CPE managed (Vigor2830) by Vigor2960 on the page of CPE
Maintenance.

Central VPN M. == CPE M == CPE Maint: e

CPE Maintenance “FM Management Map

::iManaged Devices Status
% Edit = Detail [l Delete <% Refresh M Recycle Bin Total number of devices: : 0

2830
172.17.1.208

@
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3.5 CVM Application - How to build the VPN between remote
devices and Vigor29607?

When a remote device is managed by Vigor2960 series, it is easy to build VPN between
these two devices.

1. Access into the web user interface of Vigor2960 series.

2. Open Central VPN Management>>CPE Management. The icons displayed on the
screen means the remote devices are ready for building VPN with Vigor2960.

Central VPN Management >> CPE Management >> VPN Management

CPE Maintenance Map

L PPTP B Psec K Advanced 4 Refresh i1l Keep VPN Settings

€y Add  [[] Delete &M Refresh

Profile Device Hame
\-\ st ’ No items to show.
SH_Data Eric Test
218.24213018 220128228218
< <@
i Connected Devices M Refresh
VPN Type Remote IP Virtual Networ Up Time RX{Packets) TX{Packets) Disconnect

Mo items to show.

3. Click the device icon (marked with & ) and click the PPTP or IPsec button.

Central VPN Management >> CPE Management >> VPN Management

CPE Maintenance VPN Management Map

%Z PrTP B Psec K Advanced G Refresh

SH_Data Eric_Test
218.242130.18 220.128.228.219

& \ @ ;
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4.

Or click Advanced to open the following page for specified the CPE you want. Click
Connect after finished the settings.

ndvan::red . _ -><

Device : DrayTek_00507F_Vigo »
Name : Eric_Test(220.128.228.214)
Dial Type : FFTF w
PPP Awuthentication . PAP_or_CHAP w
VJ Compression : QM v

|

| £ Connect (3 Cancel

A confirmation dialog will appear. Click OK and wait for a moment.
Confirm ®

Are you sure establishing a IPsec tunnel with
DrayTek_00507F_Wigor2920%n_00507FCC148F07

OK Cancel

If VPN is built successfully, related information will be displayed on Connected
Devices.

Central VPN >>CPE >>VWPN

L]
CPE Maintenance | VPN Management Map
TE PPTP 2= Psec 4 Advanced &% Refresh i1i Keep VPN Settings
%3 Add [l Delete &5 Refresh
Profile Device Name
No items to show.
\ Ll
N\GB=
SH_Data Eric_Test
218.24213018 220128.228.218
@ @
¥ Connected Devices &M Refresh
VPN Type Remote IP Virtual Network Up Time RX{Packets) TX(Packets) Disconnect
1 CVM_CC19F0 IPsec/3DES_HMAL 220.128,228.219 192,168.20.0/24 00:00:15 1 0 b
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6. A LAN to LAN profile for such VPN will be generated automatically. You can access
into VPN and Remote Access>>LAN to LAN of the remote device for viewing the
detailed information.

VPN and Remote Access >> LANto LAN

LAN-to-LAN Profiles:

View: @an O Trunk

Index Name Active Status Index HName Active Status
1. CVM_CC19F0 online 17. 77 | -

Profile Index : 1 l

1. Common Settings

Profile Name cvm_CC19FD Call Direction  © Both © Dial-out & Dial-in
Enable this profile [0 always on

Idle Timeout 0 sacond(s)
VPN Dial-Out Through WANT First -

[ Enable PING to keep alive

. . ) ~
Metbios Maming Packet ) Pass (UBlock PING to the IP

Multicast via VPN Opass @plock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

3. Dial-In Settings

Allowed Dial-In Type UJsername 70000

[=l=ay=] Password(Max 11 char) #0008 ®
[ 1psec Tunnel V1 Compression ® on O off
[ L2TP with IPsec Policy

IKE Authentication Method

Note: The profile name is created automatically by the system. Do not modify any
value in such page to avoid VPN error.
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3.6 CVM Application - How to upgrade CPE firmware through
Vigor29607?

3.6.1 Import firmware file from your PC to Vigor2960

1. Suppose the newest firmware file is located on your PC. You can upload it from your
PC to Vigor2960.

2. Log into the web user interface of Vigor2960.

3. Open System Maintenance>>Access Control. Check Enable for Web Allow and
type the value for Web Port. Then click Apply to save the settings.

System Maintenance >> Access Control

| Access Control

Web Allow (=)Enable (" Disable
Wehb Port : 80

Telnet Allow (%)Enable (" Disable
Telnet Port : 23

SSH Allow (%)Enable () Disable
SSH Port: 22

HTTPS Allow : (s)Enable () Disable
HTTPS Port : 443

Server Certificate : Default ~
User Define () Enable () Disable

4.  Open Central VPN Management>>CPE Management. Click CPE Maintenance. In
the Maintenance area, click File Explorer.

Auto Logout : |Off > 7§ Management Wap

Quick Start Wizard [
Online Status

111 Managed Devices Status

¥ Edt [T Detail  [[] Delete  &® Refresh 7 Recycke Bin T A a0

e —
e —
—
\\ ent
e — p—
2830
= - 172171208
| @
-ll I. ‘Iii 0 i ii-..i-=
- Certificate Management | #* Maintenance
- SsLven @y add & edt  [[[] Delete &M Refresh] 3] File Explorer
R e e Profile Device Hame Action Schedule Weekdays Filename Status
General Setup
[T . B ot
Log / Alert
" Bandwidth Management |
e
__ Dmgnoshies g

5. Inthe File Explorer dialog, click Upload.
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File Explorer
Upload| []] Delete & Download ©3 Createfolder &% Refresh
Filename Property Size LastModify Directory
Directary 224 201 3/05/077 09:4 fovmifiles/00507F
Directory 1248 2013085077 09:4 fovmifiles
test file a620 201 3/05/077 09:4 fovmifiles/00507F

[ celect (9 Cancel

6. Inthe Upload dialog, click the Browse.. button to find out the firmware (e.g.,
2830_0508 in this case) you want to upload from PC to Vigor2960. Then, click

Upload.

Upload

Select File: | J¥F#sE |2030_0503

¥ Upload (3 Cancel
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7. When the file is uploaded successfully, later you will find the one in the File Explorer

dialog.
icisl S T N =Y =TT PR =T T=Yy=] B s HRIFR=n
File Explorer = (3¢
® Upload | [} Delete 5 Download ) Createfolder M Refresh

Filename Property Size LastModify Directory

Directany 432 2013105509 16:4 Sevmifilesi00a07
. Directony 1248 201308/07 094 fovmifiles
test file 160 2013105509 16:3 Sevmifilesi00a0T
2830_0508 file BEEOET 2013105509 16:3 Sevmifilesi00a0T
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3.6.2 Set a new firmware upgrade profile

To create a new firmware upgrade profile, one CPE (e.g., 2830 in this case) must be
managed by Vigor2960 at least. Otherwise, the profile cannot be created successfully.

1.  Open Central VPN Management>>CPE Management. Click CPE Maintenance. In
the Maintenance area, click Add.
Central VPN Management >> CPE Management >> CPE Maintenance

Auto Logout: |OFf v | ¥ Management Map

Quick Start Wizard (<] TTTIRage] DevIees Status

e Y& et T3 Detsi [ Delete 4™ Refrssh T Recycls Bin Total number of devices: : 0
s
Comee
| ,
Frewall =
L smmesenens -
| 172171.200
- I‘, .l i 0 i ii‘i-s

S [ Delele &% Refresh (=] File Explorer
__ Central VPN Management | Name: Action Schedule Vieekdays Filename Status

General Setup
_ No items to show.
Log ! Alert
| USBApplication [
" System Maintenance |
A
2. Inthe following dialog, type the name for the new profile; specify the vigor router the

file will be applied to; choose Firmware Upgrade as the Action, choose Now as the
Schedule (it means the firmware upgrade will be performed after clicking Apply); and

type the string of the firmware filename or click @ to choose a correct one.

Maintenance

Profile : FW_2830
Device: DirayTek_00807F_Wigo | w»
Action : Firmware Upgrade w

Schedule : |Mow

Filename : Jjcvmifilesf00507FO0O0

E Apply Q Cancel

File Explorer

i ol

Property
Directory

Filename

Directory
test
2830_0508

file
f

=]
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3. When you finished the above settings, click Apply to save them. The new maintenance

profile has been created and displayed on the Maintenance area.

+* Maintenance
@y add & Edit [ Delete % Refresh  [55] File Explarer

Profile Device Action Schedule Weekdays Filename Status

F'_2830 DrayTek_00507F_ Firmware Upgrad MNow Jdevmifilesf00507F

4. Now, the new firmware will be loaded into the CPE immediately (based on the

schedule setting — now).

Note that a red icon, < wil appear during the period of firmware upgrading.

CPE Maintenance PN Managemsnt Map
::: Managed Devices Status

& edit S Detai  [JJ] Delste ™ Refresh  Jf Recyck

LA

2830
172.17.1.208

v

-

«* Maintenance

€3 add Y& Edit  [[[) Delete  &™ Refresh  [Z5] File Explo

And, in the web user interface of client’s CPE, the system will show you that firmware
upgrade is on going.

fw upgrade on going

Fumware upgrade on gomg, please wait for a moment.
Tpgrade last for 19 seconds.
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5. Please wait for a moment. Later, open Central VPN Management>>Log/Alert>>Log
page to check the result. If [Finished] is displayed, it means the firmware upgrade of

specified CPE has completed.

——
Central VPN Management >> Log / Alert >> Log @,
Log Alert
5 Reirash Auto Refresh ; |10 Seconds |+
D Time Device Name Type Description
1 2013-05-1T7 14:58:20 UTC DrayTek_00S07F_Vigor_[ Firmware Upgrade [Frocessing][1] Request CPE to download firn
2 201 3-05-17 14:58: 31 UTC DrayTek_D0507F _Wigor_{ Firmware Upgrade [Frocessing][1] CPE start to download firmmar
o
3 20130517 15:01:42 UTC DrayTek_00507F_Wigor_[ Firmware Upgrade [Finished] Profile: W2830_Tast, CPE firmware

3.6.3 Check the Device Information

1. Open Central VPN Management>>CPE Management. In the Managed Devices
Status area, choose the router (representing Vigor2830) and click Detail.

2.  Check the software version field.

Dendice Informeation

Model Mame ;
Device Name !
Mame
Manufacturer
(n1N] 8

Product Class
Mac Address
Location
Lating

IF:

Port .

LRI :

Daccripton ;

Hardware Version

Wigor2 830y
DrayTek_00507F _Vigor2830W_0D01DAAARZ 238

DrayTek
00507k
Yigor2g30y

001 DAAARZ23E

172171208

80649

fewmiCRMN html
DrayTek Vigor Router
101

Software Version .

3.3.6.1db

Modem Firmware Version :
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3.7 How to use High Availability for Vigor routers?

This document introduces how to set up HA in Hot-Standby mode and here is the scenario:
LAN1 and LAN2 have Internet Access through the Master device. When Master detects
LAN or WAN fails, both LAN1 and LAN2 will have Internet Access through the Backup
device. Before configuring High Availability, we need to setup LAN profiles and the LAN
VLAN ID configurations on each router by following rules:

® The LAN profile name and LAN VLAN ID of corresponding LAN between different
routers must be the same.

® The LAN profile IP address of HA LAN on each router must NOT be the same.

® The LAN profile IP address except HA LAN on each router must be the same.

Example:
Router_A: LAN1(HA-LAN)-192.168.166.1 LAN2-10.10.10.1
Router_B: LAN1(HA-LAN)-192.168.166.2 LAN2-10.10.10.1

‘ [ester] *closed by HA
‘ l HA-LAN
LANT

Lan2 192.168.166.1 LangTEAN ) e
18.10.10.1 ¥IF 192.168.166.99 192.168.166.2 10.10.10.1
closed by HA
\I.tg,; L IS |
\@'; R S
closed by Im)L:I [iaster] ‘
‘ ’ HA-LAN
LAN HA-LAN
LAHZ 192.168.166.1 LA LAN2
16.16.16.1 192.168.166 2 168.18.18.1
VIP 192.168.166.99
closed by HA
\I.’:gj . -S|
Wy I “in
\Itg_-, I =S
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Note: Make sure the WAN interfaces for both Router A and Router B are well
connected. Both routers can be used to access into Internet.

Note: For advanced applications, please refer to FAQ/Application Notes on
www.draytek.com.

Vigor2960-Master Setup
1. Go to Applications >> High Availability >> Hot-Standby Profile Setup page.

Applications == High Availability => Hot-Standby Profile Setup

Auto Logout | off - High Availability Global Setup | Hot Standby Profile Setup | Active-Standby Profile Setup
Quick Start Wizard E
Gnineistatus HA LAN Profile ant -
Priority ID : 1 1 has highest priorty
Virtual IP for Gateway: 159216816995
Group 1D : 100
HA Status :

Dynamic DNS

GVRP
IGMP Proxy
UPnP

Wake on LAN
e  Select lanl for HA LAN Profile.

e Input Priority ID as 1 which is the highest priority.

e Input192.168.166.99 as Virtual IP for Gateway. (Virtual IP should be an IP in
lanl network)

e Input Group ID 100. (The other Vigor2960 should have same Group ID), then
click Apply.

2. Go to Applications >> High Availability >> Hot-Standby Global Setup page.

Applications >> High Availability >> High Availability Global Setup

Auto Logout | oif iz [ High Availabilty Slobal Setup | Hot-Standay Profile Setup | Active-Standby Profile

Quick Start Wizard
Online Status | B

Enable High Availability

Redundant Method : Hat Standby v
Authentication Key : 654321
Advance Preemption Mode : Irmrmediate v
WaN Connection Status Detection © @ Enable Disable
LAN Port Status Detection (MLeastoneUp v

Dymamic DNS

GYRP |

IGMP Proxy |

UPnP

High Availability

Wake on LAN

CRAC { MAail Nlart CoanArn

e  Check to Enable High Availability.
e  Select Hot-Standby as the Redundant Method.
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e Input Authentication Key (The other Vigor2960 should have same Authentication
Key, otherwise the configuration synchronization will fail.)

e  Select Immediate as the Advance Preemption Mode.
e  Select Enable for WAN Connection Status Detection.
e  Select At Least One Up for LAN Port Status Detection.

Vigor2960-Slave Setup

3. Goto LAN >>General Setup >>lanl profile (the HA LAN profile) to change the IP
Address first, the LAN IP should be different from Vigor2960-Master.

General Setup

Profile {max length:7) : lani
¥/ Enable
Description : (Dptional)
VLANID: 10
Priority{B02.1p) : i] v
Default MAC Address : = Enable . Disable
IPvd4 Protocol : static
Moile MNAT v [Ifchoose ROUTIMNG mode, packets will not do NAT aperation at any WAN £
IP Address : 192.168.166.2|
Subnet Mask : 156.255.255.0/24 |
Connection Detection Mode | |pjgne v
DHCP Server : = Enable Disable
DHCP Start IP : 192.168.1.10
DHCP EndIP : 192.168.1.254
- TR o =T Prafile Bimbar | imit - 54

4. Go to Applications >> High Availability >> Hot-Standby Profile Setup page.

Applications == High Availability >> Hot-Standby Profile Setup

Auto Logout - | ot " High Availability Glabal Setup | Hot-Standby Prafile Setup | Active-Standby Pr
Quick Start Wizard
2nlineiEkats HA LAN Profile - an .
Priority 1D : 2 1 has highest priority
Virtual IP for Gateway: 192 168.166.95
Group ID 100
HA Status :
Dynamic DHNS
GVRP
IGMP Proxy
UPhP
Wake on LAN

e  Select lanl for HA LAN Profile.

e Input Priority ID as 2 since we already have the other Vigor2960 configuring with
Priority ID 1.

e |nput 192.168.166.99 as Virtual IP for Gateway. (Virtual IP should be the same
as the Virtual IP set up on the other Vigor2960.)
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e Input Group ID 100 (should be the same as the Group ID on the other Vigor2960)
then click Apply.

5. Go to Applications >> High Availability >> Hot-Standby Global Setup page.

Applications == High Awvailahility => High Availability Global Setup

Auto Logout - | orf “ High Availability Glabal Setup | Hot-Standby Profile Setup | Active-Standby Prafile Setup | HA S
Quick Start Wizard
Online Status
| Enahle High Availahbility
Redundant Method : Hot Standby v
Authentication Key e
Advvance Preemption Mode Immediate v
WAN Connection Status Detection : Enable = Disable
LAN Port Status Detection : Disahle v
Dynamic DHNS
GVRP
IGMP Proxy
uPnp
Wake on LAN

e Check to Enable High Availability.
e  Select Hot-Standby as the Redundant Method.

e Input Authentication Key (The Authentication Key should be the same as the
other Vigor2960, otherwise the configuration synchronization will fail.)

e  Select Immediate as the Advance Preemption Mode.

e Select Disable for WAN Connection Status Detection. (Because in Hot-Standby
mode, Master and Slave router share the same Internet connection. This is to ensure
Slave device will keep Inter-LAN working when WAN connection is really failed.)

e Select Disable for LAN Port Status Detection.

6. After completing above configurations, we can connect Vigor2960 Slave's LAN to
Vigor2960 Master's LAN. Then configuration synchronization will start. Slave will
backup and restore the whole Master configurations except for LAN IP, HA
configurations, Administrator Password, and Router Name. Please do not connect the
WAN on the Vigor2960 Slave at the moment.

7. After configuration synchronized, Slave will do a restart. We can check HA Status via
Applications >> High Availability >> HA Status page.

Applications >> High Availability >> HA Status

High Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup HA Status
Auto Refresh : 10 Seconds | v | & Renew
Group ID Pricrity 1D P Router Name Redundant Method HA Status Detail
1 100 1 192.168.166.1 2960_vivian_1 Hot-Standby Master 3
100 2 192.168.166.2 2960_vivian2 Hot-Standby Backup |
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8. By clicking Detail button, we can see more device information.

Applications >> High Availability >> HA Status
High Availabilty Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup HA Status

Auto Refresh : 10 Seconds |v | &% Renew

Group ID Priority 1D P Router Name Redundant Method HA Status Detail

1 100 1 Detail X Hot-Standby Master e
2 100 2 Hot-Standby Backup [

Group ID 1 100

Priority ID 2

P 192.168.166.2

Router Name : 2960_vivian2

Redundant Method : Hot-Standby

HA Status : Backup

MAC : 00:50:71.7.39:12

Firmware Revision : 5616

HA-LAN Profile < lan1

Virtual IP : 192.168.166.99

Sync Status Equal

WAN Status : AlVWANS Down

oK

9. When Master meets WAN or LAN Fail Event, or be powered off, the Vigor2960 with
Priority 1D 2 will become Master.

Applications >> High Availability >> HA Status

High Availabilty Global Setup | Hot-Standby Profie Setup | Active-Standby Profile Setup HA Status

Auto Refresh : 10 Seconds |+ &% Renew

Group ID Priority 1D P Router Name Redundant Method HA Status Detail
1 100 1 192.168.166.1 2960_vivian_1 Hot-Standby WAN_Failed (]
2 100 2 192.168.166.2 2960_vivian_2 Hot-Standby Master ]

10. When upgrading the firmware version of the Master Vigor2960, Backup router will
upgrade to same firmware version automatically. The process is:

e  Master reboots for applying new firmware.

e  Master is up and exchanges HA information with the backup router.

e  Backup router finds firmware version is not equal.

e  Backup router will download the firmware from Master router, and then upgrade
itself automatically.

Confirm *

change now?

[High Availakility]

Backup router will upgrade to this Firmware automatically after
Master reboot

@ Firmware upgrade success, reboot system for applying firmware

OK Cancel
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3.8 How to Configure DNS Inbound Load Balance on Vigor
29607

Vigor2960 can offer the mapped IP address to respond the DNS query coming from the
remote end through the designate domain to reduce the loading of the network traffic.

WANL1 IP Address: 1.1.1.1
WANZ2 IP Address: 2.2.2.2

Inbound Load Balance allows Vigor2960 acting as a DNS Server to separate the traffic for
each WAN interface according to the DNS query time. Follow the steps listed below to
Configure DNS Inbound Load Balance.

Enabling Web service on the Router

1.  Open NAT >> Port Redirection to set up Port Redirection rules for the Web server.
Click Apply to save the settings.

Port Redirection —|[3
Profile : WehSerer
/| Enable
WAN Profile : All w
Private IP : 192 163 1 10
Protocol TCRIUDP w
Port Redirection Mode | One-to-One w
Public Port : an
Private Port : ga

= spply @ Cancel
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2. Open WAN >> Load Balance and click the tab of Inbound Load Balance to enable the
service. Click Add.

WAN >> Load Balance >> Inbound Load Balance

Pool Rule Inbound Load Balance
[/|Enable Gp Add| € Edit [] Delete ¢
Enable Domain Name

3. Add a profile named “yourdomain.com”. Define WAN1 weights 1 and WAN2 weights 2.
It means the total DNS query time will be three, one will pass through WANL; two will

pass through WAN2.
Inbound Load Balance = [3¢
1 Basic Detail
I —
[¥| Enable
‘ Domain Name : yourdomain.com
' " To) Load Barance [ F r

€y add | 2] save Profile Mumber Limit : 16

ning Weinht
Interface Mapping/Weight | wan1 1 ]
wran2 2 ]

%y Add [E) Save Alias From: (5)WAN Interface () Manualnput  Profile Mumber Limit : 18

Alias Interface Alias Weight

Mo itemns to show.
Alias Setting

= Apply @ Cancel

4.  Click the Detail tab and locate Additional A Record. Type “www” as the name of the
Host, and type “192.168.1.10” as the IP Address.

Inbound Load Balance =[x
Basic Detail
o add [ save Profile Mumkber Limi
Host IP Address
AR 172.16.1.10

Additional A Record :

o add [ save Profile Mumber Limi

Host IPV6 Address

Mo items to show.
AAAA Record :

3 add [ save Prafile Mummber Limi -

4 m »

B Apply (3 Cancel
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5. Then click Apply to save the settings.

WAN >> Load Balance >> Inbound Load Balance

Faoal Rule Inbaund Load Balance
[7] Enable ©p Add & Edit [[] Delete &5 Refresh Frofile Mumber Limit: 10
Enable Domain ... Mode IP Mapping Weight Alas Inte... IP Alias Wei. ..
P true yvourdama... Load Bala... wanlwan2 1,2

Now, make a test for inbound load balance.
Click Start>> Run and type cmd. Execute the command, nslookup, for DNS query test.
First DNS query

>www.yourdomain.com

Server: [google-public-dns-a.google.com]
Address: 8.8.8.8

Name: www. yourdomain.com
Address: 1.1.1.1

Second DNS query

> www.yourdomain.com

Server: [google-public-dns-a.google.com]
Address: 8.8.8.8

Name: www.yourdomain.com

Address: 2.2.2.2

Third DNS query

> www.yourdomain.com

Server: [google-public-dns-a.google.com]
Address: 8.8.8.8

Name: www.yourdomain.com

Address: 2.2.2.2

Note: It is recommended to clear cache before executing “nslookup” for DNS query.
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Chapter 4: Advanced
Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 3.

4.1 WAN

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the General Setup link.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
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via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.

WAN
General Setup
Inbound Load Balance
Switch

4.1.1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN profiles in details.

This router supports multi-WAN function. It allows users to access Internet and combine the
bandwidth of the WAN profiles to speed up the transmission through the network. Each
WAN port can connect to different ISPs, even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation.

Note: Some menu items (e.g., Bridge VLAN) are available only under Advance Mode.

Web Page in Basic Mode

WAN => General Setup >> General Setup =

Auto Logout | 5pin General Setup | USE WAN

Quick Start Wizard

T Y Edit ¢ Refresh Mode : gagic v | Switch Made : [ yormal v Profile Number Limit: 20

Profile (max Enable Description Port IPvd Protocol  IPv6 Protocol  VLAN Tag WLAN 1D Priority(802.1p)

General Setup 1 want false WARNT Mane Link Local Disable 10 o

Inbound Load Balance 2 wan2 false WANZ MNane Link Local Dizahle " 0
Switch

Central Management

Web Page in Advance Mode
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WAN >> General Setup >> General Setup @

(UL | ol % General Setup | USBWAN | Bridge VLAN
Quick Start Wizard = = = p
Online Status 3 Add £ Edit [lll Delete &% Refresh Mode : |agvance w | Bwitch Mode © pormal v Frafile Nurmber Limit: 20
Profile imax Enable Cescription Port 1Pv4 Protocol  IPv6 Protocol  VLAN Tag WLAN 1D Priority(802.1p)
General Setup 1 wanl false WWANT None Link Local Dizahle 10 1)

Inbound Load Balance 1 wanl false WAN2Z None Link Local Disahle 11 0
Switch

Central Management

Each item will be explained as follows:

Item Description
Add Add a new WAN profile.

Such function is available in Advance mode only.
Edit Modify the selected WAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected WAN profile. Such function is
available in Advance mode only.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Mode Specify the mode for adding /editing (Advance) new WAN
profile or just editing (Basic) existing WAN profile.

Advance b

Basic

Advance
I WA

Switch Mode This mode determines a WAN interface can be set with
single or double VLAN ID values.

MHormal s
Harmal
Couble Tag

)

Normal — It means only one VLAN ID value can be
configured for the WAN interface.

Double Tag — It means two VLAN ID values (802.1q in q)
can be configured for a WAN interface.

Profile Number Limit Display the total number (50) of the profiles to be created.
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Profile (max length:7)

Display the profile name.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Description

Display a brief explanation for such profile.

Port

Display the physical WAN interface for such profile.

IPv4 Protocol Type

Display the 1Pv4 protocol selected by the profile.

IPv6 Protocol Type

Display the IPv6 protocol selected by the profile.

VLAN Tag

If the data transmitted with tag, Enable will be displayed in
this field. Otherwise, Disable will be shown instead.

VLAN ID

Display the VLAN ID of the profile.

Priority(802.1p)

Display the level of the priority for such profile.

4.1.1.1 Ethernet WAN Profiles
How to add a new WAN profile:

1. If the router is under Basic mode, you have to switch into Advance mode. If the router
is under Advance mode, go to Step 4 directly.

WAMN == General Setup == General Setup

General Setup | LISB WAk

& Edit

Profile (ma Enable
WAl false
WA false

&n Refresh  mMaode : |Basic - |
- Basic e
DescriptilM
ptit Advance ity
] VAT
Dizsable 11 1]

2. A confirmation dialog will appear. Click OK to apply the related settings for Advance

mode.

¥ —
Confirm
-

@ Change to advance mode and re-login’?

Re-login the system.

(1] 4 | Cancel

4.  Open WAN>>General Setup. Click the Add button to open the following dialog.
Different protocol type selected will bring up different configuration web page.
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General Setup
Glohal

Profile {max length:7) :
Enahle

Description (Optional)

Port : WYANT

Default MAC Address = Enable ) Disahle

IPv4 Protocol Mone

Mode : MAT v MAT operation to packetis only applied when they come from an MAT mode LAN
IPvi Protocol Link Laocal

Enable Schedule Reconnect : ) Enable = Disable

VLAM Tay : Enable = Disable cnahle it anly when your ISP requires tagged YLAN

I apply @ Cancel

Available parameters for global configuration are listed as follows:

Item Description
Profile (max Type a name (less than 7 characters) for such profile.
length:7)
Enable Check this box to enable such profile.
Description Give the brief description for such profile.
Port Display the physical WAN interface for such profile.
AN 1 v
AN 1
AN 2
Default MAC Enable - Click it to enable the default MAC address for
Address such profile.
Disable — Click it to type the MAC address manually for
such profile.

MAC Address - Specify the MAC address for such profile if
you click Disable for Default MAC address. In default, the
system will determine it automatically.

IPv4 Protocol There are four connection modes for you to specify for IPv4
protocol type. Each mode will bring up different web page.

Mone W

Maone
Static
DHCP
FFPFoE
FPTF

Mode Determine such profile will be used for NAT or routing.
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ROUTIMG w

MAT
ROUTIMNG

IPv6 Protocol

There are five connection modes for you to specify for IPv6
protocol type. Each mode will bring up different web page.

Link-Local -

Link-Local
Static

FFP
DHCP-IA_MA
CHCP-IA_FPD

Enable Schedule
Reconnect

Enable — Click it to enable the function of reconnecting the
network automatically within the time schedule.

® Schedule Time Object - Choose the time object profile
to be applied by such WAN.

Disable — Click it to disable the schedule reconnect function.

VLAN Tag

Enable — Click it to enable the function of VLAN Tag. Data
transmitted through the router will be tagged with specified
number for identification.

Disable — Click it to disable the function of VLAN Tag.
Data transmitted through the router will not be tagged with
any number.

VLAN ID

Type the VLAN ID number for such profile.

Priority(802.1p)

Type the packet priority number for such VLAN. The range
is from 0 to 7.

B =2 B o S R Ny e L
|

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

Global configuration allows you to enable the profile, give a brief explanation for such
profile, specify the VLAN ID, specify MAC address, choose IPv4 and IPv6 protocol,
and specify the mode of the data transmission (NAT or Routing).

72 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



Different IPv4 and IPv6 protocol types specified will bring up different configuration

web page.

® If you choose Static as IPv4 protocol type, click the Static tab to open the following

page:

General Setup

Global Static

IP Address :
Subnet Mask
Gateway IP Address :

DHNS Server IP Address

IP Alias

MTUMRLU :
Connection Detection Mode

0.0.0.0
255.255.256.0/24 g
(Cptionaly
© add ] save
DNS Server IP Address
5.8.8.8

© add H save
P

Moitems to shaw.

1500
ARP v

Connection Detection Interval: 10

Connection Detection Retry :

3

Available parameters are listed as follows:

Profile Mumber Limit : 64

i

Profile Mumber Limit: 254

B Apply @ Cancel

Iltem

Description

IP Address

profile.

Type the IP address (e.g., 192.168.1.x) specified for such

Subnet Mask

profile.

Use the drop down list to choose the subnet mask for such

Gateway IP
Address

Type a public gateway address for such WAN profile.

DNS Server IP
Address

boxes one by one.

@ Add [E] Save

DNS Server IP Address
5888

Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny

Frofile Mumber Limit ; &4

m

168.95.1.1

Ty add [B] save
DNS Server IP Address
3888

168.95.1.1

i

Save — After finished the IP address configuration, click
Save to save the setting onto the router.

Profile Mumber Limit : 64

IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
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NAT>>Port Redirection/DMZ Host).

Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny
boxes one by one.

Ta add [E] save Profile Mumber Limit: 254
IP
0.0.0.0) fil

0.0.0.0

Save — After finished the IP address configuration, click
Save to save the setting onto the router.

(% Add | save Profile Mumber Lirmit: 254
P
192.168.1.85 i

MTU/MRU

Type the value of MTU/MRU. The default value is 1500.

Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
three ways ARP, PING and HTTP supported in Vigor
router for you to choose to send the request out.

FIMNG w

Mone
ARP

FIMG
HTTF

Connection
Detection Host

Assign an IP address or Domain name as a destination to be
detected whether the host is active (sending reply to the
router) or not. If not, the connection of WAN interface will
be regarded as breaking down. This function is available
when Connection Detection Mode is set with PING or
HTTP.

Connection Detection Mode :  |PING v

Cy add [ save
Connection Detection Host
Connection Detection Host 192.168.1.28

Add - click this button to have a field for adding a new IP
address.

Save - click this button to save the setting.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
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reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose DHCP as IPv4 protocol type, click the DHCP Tab to open the
following page:

. General Setup

Glabal DHCP

Host Name : (Optional)
A s add B save Frofile Mumber Limit: 254
|
- P

IP Alias : Mo items to show

MTUMRL 1500

Connection Detection Mode :  spp v
Connection Detection Interval : 10
Connection Detection Retry: 3

Vendor Class ID {option 60) : (Optional)
DHCP Client ID {option 61) :

Username : (Optional)
Password : (Cptianal)
Specify DNS : Enahle = Disable

A [ apply @ Cancel

Available parameters are listed as follows:

Item Description

Host Name Type a name as the host name for identification.
(Optional)

IP Alias Type other IP addresses to be bound to this interface. This

setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection.

Add - To add a new IP address, click Add. Type the IP
address and use the drop down list to specify the subnet
mask. Next, click Save. The new one will be added and
displayed on the field under the box.

|5 add | B Save Profile Mumber Limit: 254
P
192.168.1.85 1]

Save — Click this button to save the setting.

MTU/MRU It means Max Transmit Unit for packet. The default setting
is 1500.
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Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
three ways ARP, PING and HTTP supported in Vigor
router for you to choose to send the request out.

FIMG w

Mane
ARP

PIHG
HTTFP

Connection
Detection Host

Add - click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down. This function is
available when Connection Detection Mode is set with
PING or HTTP.

Ty add [E] save

Connection Detection Host

192.168.1.28 m

Connection Detection Host

Save — Click this button to save the setting.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Vendor Class ID
(option 60)

Type a string for identification of vendor. It is required for
the mode, DHCP (option 60).

DHCP Client ID
(option 61)

Type a string (in the field of Username) for identification of
client. It is required for the mode, DHCP (option 61).
Specify username and password as the DHCP client
identifier for some ISP.

Username — Type a name for authentication.

Password — It is optional. If you want, simply type a
password for authentication if you want.

Specify DNS

Enable — Click it to enable the function of DNS specified.

It is used for local service (e.g., NTP, ping diagnostic) or
used for forwarding packets to PC on LAN/VPN.

Disable — Click it to disable the function of DNS specified.

DNS

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

Apply

Click it to save the configuration and exit the dialog.

76 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



Cancel Click it to exit the dialog without saving the configuration.

® If you choose PPPoE as IPv4 protocol type, click the PPPoE Tab to open the

following page:

General Setup -] [

Global | PPPoE
Username :
Password :
MTUMRU : 1442
il
! Service Name : (Optiohal)
| Debuy (C) Enable () Disable
Always On (& Enable () Disable
l Fixed IP (C) Enable () Disable
|
Connection Detection Mode : |None v
|
| @ Add [5] Save Profile Mumber
. P
: IP Alias Moiterms to show.
|
]
|
I Specify DNS : (C) Enable () Disable
|

Bl apply @ Cancel

Available parameters are listed as follows:

Item Description

Username Type the user name offered by your ISP.

Password Type the password offered by your ISP.

MTU/MRU Type the value of MTU/MRU. The default value is 1492.
Service Name This is an optional setting. Some ISP will offer such

information and ask you to type the same data on this field.

Debug Click Enable to display the PPPOE debug message in
Syslog. The default setting is Disable.

Always On Enable — Click it to enable the function of Always On. The
router will keep network connection all the time.

Disable — Click it to disable the function of Always On.
Fixed IP Enable — Click it to enable the function of Always On. The
router will keep network connection all the time.

Disable — Click it to disable the function of Always On.

Fixed IP Address — Type an IP address here if you choose
Enable for Fixed IP.

Connection Select a detecting mode for this WAN interface. There are
Detection Mode two ways PING and HTTP supported in Vigor router for
you to choose to send the request out.
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PIMNG w

Mone
PG
HTTF

Connection
Detection Host

If you choose PING/HTTP as Connection Detection Mode,
you have to specify the detection host address in this field.
Use the default setting.

Add - Click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down. This function
is available when Connection Detection Mode is set with
PING or HTTP.

©y add [E] Save

Connection Detection Hos!

192.168.1.28 m

Connection Detection Host

Save — Click this button to save the setting.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny
boxes one by one.

T add [ save Frofile Mumhber Limit ;. 254
IP
0.0.0.0 i

0.0.0.0

Save — After finished the IP address configuration, click
Save to save the setting onto the router.
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D Add | E] Save Profile Murmber Limit: 254

P
192.168.1.85 fil
Specify DNS Enable — Click it to enable the function of DNS specified.

It is used for local service (e.g., NTP, ping diagnostic) or
used for forwarding packets to PC on LAN/VPN.

Disable — Click it to disable the function of DNS specified.
DNS Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose PPTP as IPv4 protocol type, click the PPTP Tab to open the
following page:

General Setup -

Global PPTP Static

1 PPTP Over: Static ¥
Server Address : 0.0.0.0
Username:
Password :
MTU/MRU : 1452
Debug : () Enable (%) Disable
Always On (*) Enable () Disable
Connection Detection Mode : |None ~

E Apply .,:j Cancel

Available parameters are listed as follows:

Item Description

PPTP Over Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP
before you want to use this function.

Choose a proper protocol, Static or DHCP. After finished
the settings in such page, you need to open the Static or
DHCP tab for configuring the settings there.
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Server Address

Type the IP address of PPTP server offered by your ISP.

Username

Type the user name offered by your ISP.

Password

Type the password offered by your ISP.

MTU/MRU

Type the value of MTU/MRU. The default value is 1452.

Debug

Click Enable to display the PPTP debug message in syslog.
The default setting is Disable.

Always On

Enable — Click it to enable the function of Always On. The
router will keep network connection all the time.

Disable — Click it to disable the function of Always On.

Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
two ways PING and HTTP supported in Vigor router for
you to choose to send the request out.

PIMG Ly

MHione
FIMG
HTTF

Connection
Detection Host

If you choose PING/HTTP as Connection Detection Mode,
you have to specify the detection host address in this field.
Use the default setting.

Add - Click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down. This function
is available when Connection Detection Mode is set with
PING or HTTP.

Cy add [ save
Connection Detection Host

192.168.1.28 m

Connection Detection Host

Save — Click this button to save the setting.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Apply

After finished the PPTP configuration, please click Static or
DHCP (according to the PPTP Over Protocol setting) to
modify the Static/DHCP configuration for such profile.

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.
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® If you choose Link-Local as IPv6 protocol type

Link-Local address is used for communicating with neighbouring nodes on the same
link. It is defined by the address prefix fe80::/64. You don't need to setup Link-Local
address manually for it is generated automatically according to your MAC Address.

® If you choose PPP as IPv6 protocol type

Simply refer to the section of “If you choose PPPoE as IPv4 protocol type, click the
PPPoE Tab to open the following page” for detailed information.

® If you choose Static as IPv6 protocol type, click the StaticV6 tab to open the
following page:

General Setup
Glohal FPFFOE StaticVe
IPvé Address : M
IPv6 Prefix Length : 64
IPvi Gateway Address : (Cptional)
|
l o add [E] save Prafile Murnber Limil
| IPvE DNS Server Address
IPvG DNS Server Address : Mo iterns to show,

Bl 2pply 3 Cancel

Available parameters are listed as follows:

Item Description
IPv6 Address Type the IP address for such protocol.
IPv6 Prefix Length | Type your IPv6 address prefix length.
IPv6 Gateway Type your IPv6 gateway address.
Address
IPv6 DNS Server Type your IPv6 primary DNS Server address.
Address
IPwv6 Gateway Address : {Cptianaly
Ty Add | ] save
IPv6 DNS Server Address

IPwG DNS Server Address : |2001:10af

Add - Click this button to have a field for adding a new IP
address.
Save — Click this button to save the setting.
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Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose DHCP IA NA as IPv6 protocol type, click the DHCPV6 Tab to open
the following page:

General Setup

Global I I | PPPoE | | DHCPVE

DHCPVG(IA_NA) Gateway Address - (Optional
@ add B save Profile Murr
DHCPVG(IA_NA) DNS Address

DHCPwG{IA_NA) DNS Address : Ma iterns 1o show

El apply & cancel

Available parameters are listed as follows:

Item Description
DHCP (IA_NA) Type the gateway IP address for IPv6 DHCP IA_NA mode.
Gateway Address
DHCP (IA_NA) Add - Click this button to type primary DNS server address
DNS Address for IPv6.

Save — Click this button to save the setting.
Apply Click it to save the configuration and exit the dialog.
Cancel Click it to exit the dialog without saving the configuration.

® If you choose DHCP IA PD as IPv6 protocol type
It is not necessary for you to configure any web page.
5.  After finished the settings configuration, click Apply to save and apply the settings.
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4.1.1.2 USB WAN Profiles
Open WAN>>General Setup and click the USB WAN tab.

WAN == General Setup >>= USB WAN &)
General Setup | USBYWWAN | Bridge WLAN

& Edit &M Refresh

Profile Enable Description Port Protocol
ushi false ISB1 GG PPP
ush2 false 1sB2 3GG PPP

Each item will be explained as follows:

Item Description

Edit Modify the selected USB WAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.

Refresh Renew current web page.

Profile Display the profile name.

Enable Display the status of the profile. False means disabled; True
means enabled.

Description Display a brief explanation for such profile.

Port Display the physical WAN interface for such profile.

Protocol Display the protocol selected by the profile.
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How to edit a USB WAN profile
1. Choose one of the USB WAN profiles and click Edit.
2. The settings under Global tab are listed as below:

USB VWAN
Glohal GG PRP

Profile : ush1
Enable
Description : (Optionaly
Port : usB1
Protocol : 3G/4G PPP
Connection Detection Mode PING
% Add [E] Save Profile Mumber Limit: 8
Connection Detection Host
Mo items to show
Connection Detection Host © (Dplional)
Connection Detection Interval : 10 second(s)
Connection Detection Retry: 3 tirnes

%2 Default 2] Apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the USB WAN profile.

Enable Check it to enable the USB WAN profile.

Description Give the brief description for such profile.

Port Display the physical WAN interface for such profile.

Protocol Choose the connection mode for USB WAN.

3GI4G FPP W
3GIAG PPP
4G DHCFP

Connection If you choose PING/HTTP as Connection Detection Mode,
Detection Host you have to specify the detection host address in this field.
Use the default setting.

Add - Click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down. This function
is available when Connection Detection Mode is set with
PING or HTTP.
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©y Add [ save
Connection Detection Hos!

192.168.1.28 m

Connection Detection Host

Save - Click this button to save the setting.

Connection Assign an interval period of time for each detecting.
Detection Interval

Connection Assign detecting times to ensure the connection of the WAN
Detection Retry interface. After passing the times you set in this field and no

reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Default Click it to restore the default settings.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

3. After finished the settings above, click the 3G/4G PPP or 4G DHCP tab (based on the
Protocol specified) to display the following page:

USB WAN = ||
Glohal 3GIAG PPP

SIMPIN code : (Optianal)
Modem Initial String 1: AT&F (default ATEF)
Modem Initial String 2 : ATEQYWI X1 &D2&C1S... (default ATEDVI X1 &D2&C150=0)
APN: internet (defaultinternat)
Modem Dial String : ATDT99# (default ATOT 953
PPP Username : (Optional)
PPP Password : (Optionaly
21 Default 2] Apply (3 Cancel
Or,
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USB WAN
Global

SIM PIN code :

Network Mode | 4513526

APN:

4G DHCP

(Optional)
v |(default: 4G/3GI2G)

2 Default 2] Apply @ Cancel

Available parameters are listed as follows:

Iltem

Description

3G/4G PPP

SIM PIN code -Type PIN code of the SIM card that will be
used to access Internet.

Modem Initial String 1-Such value is used to initialize USB
modem. Please use the default value. If you have any
question, please contact to your ISP.

Modem Initial String 2-The initial string 1 is shared with
APN. In some cases, user may need another initial AT
command to restrict 3G band or do any special settings.
APN -APN means Access Point Name which is provided
and required by some ISPs. Type the name.

Modem Dial String -Such value is used to dial through USB
mode. Please use the default value. If you have any question,
please contact to your ISP.

PPP Username -Type the PPP username (optional).

PPP Password -Type the PPP password (optional).

4G DHCP

SIM Pin code —Type PIN code of the SIM card that will be
used to access Internet.

Network Mode — Force Vigor router to connect Internet
with the mode specified here. If you choose 4G/3G/2G as
network mode, the router will choose a suitable one
according to the actual wireless signal automatically.

4GIAGIREG w
4GIRAGRG

4G Oy

3G Only

2G 0nly

APN — APN means Access Point Name which is provided
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and required by some ISPs.
Default Click it to restore the default settings.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
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4.1.1.3 Bridge VLAN Profiles
Open WAN>>General Setup and click the Bridge VLAN tab.

It can specify a VLAN ID for WAN port and offers more advanced environmental
application for the users through the bridge technique in WAN port and LAN port.

WAN == General Setup == Bridge VLAN =)
General Setup | USBWAN || Bridge WLAN
Ty oadd 5 Edit Delete &% Refresh Profile Mumber Limit: 5
Profile WAN Profile LAN VLAN / Member

Mo items to show.

Each item will be explained as follows:

Item Description
Add Click to create a new profile.
Edit Modify the selected USB WAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected WAN profile. Such function is
available in Advance mode only.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number of the profiles to be created.
Profile Display the profile name.

WAN Profile Display the WAN profile selected.

LAN VLAN/Member Display VLAN ID number of the LAN port selected.
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How to add a new bridge VLAN profile

1. Click Add.
2. The settings are listed as below:

Bridge VLAN
Profile : Bridge_1
WAN Profile wan v
LAN VLAN / Member w | (LAM_Portl cannot be used for bridge YLAMN)

Bl apply &3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

WAN Profile Use the drop down list to choose the WAN interface.
LAN Choose a VLAN profile from the drop down list.

VLAN/Member You have to open LAN>>Switch page and click 802.1Q
VLAN for creating VLAN ID number bound with LAN port
(802.1Q VLAN profile) first. Otherwise, no profiles will be
displayed here for you to specify.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

3. Enter all of the settings and click Apply. The new profile will be shown as below.

WAN == General setup == briage VLAN

General Setup | USEWAN | Bridge VLAN

©yadd Y% Edit [ Delete &9 Refresh Profile Murnber Limit :

Profile VAN Profile LAN VLAN / Member
Bridge_1 wani
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4.1.2 Inbound Load Balance

Vigor2960 can offer the mapped IP address to respond the DNS query coming from the
remote end through the designate domain to reduce the loading of the network traffic.

Open WAN>>Load Balance and click the Inbound Load Balance tab.

WAN >> Inbound Load Balance >> Inbound Load Balance
Auto Logout - |5Min Inbound Load Balance
Quick Start Wizard

TR TTE Enable 5 Add £ Edit Delete & Reiresh

Enable Domain Name Mode P Mapping Wieight Alias Interface 1P

General Setup Mo itemns ta show:.

Inbound Load Balance

Switch

Central Management

Each item will be explained as follows:

%)

Profile Murmber Limit: 10

Alias Wieight

Item Description

Enable Check the box the enable inbound load balance function.
Add Add a new WAN profile for inbound load balance.

Edit Modify the selected WAN profile.

rule.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

Delete Remove the selected WAN profile.

and click the Delete button.

To delete a profile, simply select the one you want to delete
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Refresh

Renew current web page.

Profile Number Limit

Display the total number of the profiles to be created.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Domain Name

Display the domain name used by the profile.

Mode Display the mode (failover or load balance) applied by the
profile.

IP Mapping Display the WAN interfaces used by the profile.

Weight Display the weight(s) that WAN interface(s) used.

Alias Interface

Display the WAN interfaces used by the IP alias.

IP

Display the alias IP settings used by the profile.

Alias Weight

Display the weight that the above IP address used.

How to create a new Inbound Load Balance profile

Such page allows you to create a new WAN profile for inbound load balance.

1.
2.

Open WAN>>Inbound Load Balance.
Simply click the Add button to open the following dialog.

¢ Inbound Load Balance
.| Basic | Detai
H

] 7| Status

" Domain Name :

B Mode :

|

Interface Mapping/\Weight :

Alias Setting :

wanaw draytek.com

(3)Load Balance () Failover

T add B save Profile Mumber Limit: 16
IP Wapping Weight

wian 1 il

5 Add 5] 5ave Alias From: () Wan Interface () Manual Input  Profile Number Limit - 16

Alias Interface Alias Wieight
{none) 192.168.1.133 2 ]

B apply @ cancel

Available parameters are listed as follows:

ltem

Description

Status

Check this box to enable such profile.

Domain Name

Type an available domain name to serve the inbound load
balance.

Mode

Specify the type (Load Balance or Failover) of the WAN
profile for inbound load balance
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Priority Setting It is available only when Failover is selected as the Mode.

There are five levels (Top, 2, 3, 4 and 5) which can be
specified for WAN profiles (including default WAN profiles
and user-defined WAN profiles).

() Load Balance (&) Failover

Interface Priority

wan 3

wanl 3

ushi 3

ush2 3

extern 3

% Add [E] save Profile Mumber Lirr

Interface The domain name will inform the remote end with the IP

Mapping/Weight address for DNS query asked by the remote end.

The incoming query from the WAN interfaces specified in IP
Mapping will be processed according to the weight value.

Add - Click it to choose a WAN interface and weight.
Save — Click it to save the settings.

IP Mapping — Use the drop down list to choose a WAN
interface profile which will be used by the domain.

Weight — Use the drop down list to choose the one you want.

Alias Setting The purpose of such setting is to specify a WAN IP address
from the WAN interface or by typing it manually to respond
DNS query.

Add - Click it to add a new IP address.

Save — Click it to save the settings.

Alias From WAN Interface — The alias IP setting can be
specified from existed WAN IP alias.

Alias From Manual Input — The alias IP setting can be
specified manually. The Alias Interface is not necessary for
such method.

Alias Interface —Use the drop down list to choose a WAN
interface profile for the alias IP setting.

Alias — Use the drop down list to choose an alias IP setting
(for Alias From WAN Interface) or type an IP address
manually (for Alias From Manual Input).

Weight —Use the drop down list to choose the one you want.
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3. After finished the settings on the Basic page, click the Detail Tab to open the following

dialog.
Inbound Load Balance =|[%
Basic Detail
DNS Parameters
TIL: 1800
Refresh : 900
DNS Parameter | Retry : 450
Expire: BO4a00
Magative Cache TTL: 1800
Email :
% add [ Save Profile Mumber Limit: 16
HOST Name Server IP Address
Mo items to showe.
NS Record :
T Add B save Profile Murnber Limit: 16
Host Mail Server IP Address Preference

B apply @ Cancel

Available parameters are listed as follows:

Item Description

DNS Parameter To configure Vigor router as a DNS server, type the related
information for applying the function of DNS.

TTL - It means Time to live of a DNS response. Available
setting range is from 0 to 2147483647.

Refresh — Set the time for the PC in LAN to refresh the data.

Retry — Set the times of retry if the PC fails to contact with
Vigor router before the refreshing expired.

Expire — PC stops responding to the query from Vigor router
when such time setting has expired.

Negative Cache TTL — Set the negative caching time (name
error).

Email — Type the e-mail address of the administrator.

NS Record This page is used to specify name server which will be used
as DNS server.

Add - Click it to add a new server with specified name and
IP address.

Save - Click it to save the settings.

HOST - Type the domain name of the server. This is
optional. If no information added here, the router will use the
DNS server configured in Domain Name under the Basic tab.

Name Server —Type the URL for the name server which will
be used to receive the DNS query forwarded by HOST.

IP Address — This is optional. If required, simply type the IP
address of the NS record server.

MX Record This is used to specify the mail server with IP address.
Add —Click it to add a new server with specified name and IP
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address.

Save — Click it to save the settings.

Host —Type the name (URL) of the mail server.

Mail Server — Type the name (URL) of the mail server.
IP Address — Type the IP address of the mail server.
Preference — Set a number for the priority of such mail

server.
Additional A It is used to record the DNS query by IPv4 address.
Record Add —Click it to add a new host with specified IP address.

Save — Click it to save the settings.
Host —Set a domain name.
IP Address — Type the IP address of the mail server.

AAAA Record It is used to record the DNS query by IPv6 address.

Add —Click it to add a new host with specified IPv6 address.
Save — Click it to save the settings.

Host — Set a domain name.

IPv6 Address —Type the IPv6 address of the host.

Any query concerning of Host will be forwarded to the server
selected in Reference for advanced process.

CNAME Record It is used to record the DNS query for CNAME.

Add - Click it to add a new host with specified reference.
Save — Click it to save the settings.

Host — Set a domain name.

Reference — Choose a sub domain name from the drop down
list.

Any query concerning of Host will be forwarded to the server
selected in Reference for advanced process.

4.  Click Apply. A new profile will be added on the page.

You can create sub-domain by clicking ¥ on the left side of the selected inbound load
balance profile. A sub-domain setting page will appear for you to add new profile.

Inhound Load Balance

Enable CpAdd € Edit [ Celete &5 Refresh
Enable DomainN... Mode IP Mapping Weight Alias
& true sy drayte. .. Failover
© Add L Edit [ Delete &% Refresh
Enable Sub Domai... Mode IP Mapping  Weight Alias

Mo iterms to show.

Note that the configuration is similar to the way stated on the above steps.
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4.1.3 Switch

This page allows you to configure Mirroring Port, Mirrored Port, enable/disable WAN
interface, and configure 802.1Q VLAN ID for different WAN interfaces, and so on.

WAN => Switch >> 802.10 VLAN a8

Auto Logout : |shin [~ [Boz1avian | Mirar | Interface |
Quick Start Wizard E 2
Online Status &9 Refresh

VLAN ID Member Untag
General Setup 10 WYAN1 WA

Inbound Load Balance 11 WANZ WANZ
Switch

LAN

Routing

NAT

Firewall

Objects Setting

User Management

Applications

YPN and Remote Access

Certificate Management
S5SL VPN

Central YPN Managem...
Bandwidth Management
usB Application
System Maintenance
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4.1.3.1 802.1Q VLAN

Packets passing through the WAN interface might be tagged or untagged with VLAN ID
number. It depends on the setting configured in this page for VLAN ID configured in WAN
>>General Setup>>Profile relates to the VLAN ID setting configured here.

This page simply displays current status of 802.1Q VALN setting profiles.

WAN >> Switch >> 802.10 VLAN 7]
80212 VLAN Mirror Interface
N Refresh
VLAN ID Member Untag
10 VAR WART
A WVIANZ WA 2

Each item will be explained as follows:

Item Description

Refresh Click it to reload this page.

VLAN ID Display the VLAN ID number.

Member Display number of the WAN interface for the packets

tagged with such VLAN ID number to pass through.

Untag Display number of the WAN interface for the VLAN ID
will be untagged for packets passing through the WAN
interface selected.
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4.1.3.2 Mirror Configuration

The administrator can monitor all the packets passing through mirrored port with the
mirroring port. It is useful for the administrator to analyze the troubles on Network.

WAMN == Switch == Mirror 7]
80210 WLAN tirror Interface
Enable
Mirroring Port © yyar w
Mirrored Port . | yyap 2 ¥

B apply @ cancel

Available parameters are listed as follows:

Item Description
Enable This Profile Check the box to enable the Mirror function for the switch.
Mirroring Port Select a port for the administrator to use for viewing traffic
sent from mirrored ports.
AN b
AN
AN 2
Mirrored Port Select a port to make the packets passing through it
monitored by the administrator.
WAAMN 2 o
WA M
WA 2
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
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4.1.3.3 Interface Configuration

This page allows you to modify the status (enable / disable), duplex (Half/Full), speed and
802.3az for the WAN ports respectively.

VAN >> Switch > Interface
80210 WLAN Mirrar Interface

2 Edit &5 Refresh

Interface Enable
AN true
WiANZ frue

Duplex Speed Flow Control 802.3az
Full Auto Enable
Full Auto Enahle

Each item will be explained as follows:

ltem

Description

Edit

Choose the interface listed below and click the Edit button
to modify the settings. A pop up window will appear for you
to change the settings.

Interface -

Interface : WANT

/|Enahle

Speed Autd

Flow Control : Enable = Disable

802.3a7 # Enable  Disable (Eneroy Efficient Ethernet)

Note :
1. Auto to fixed mode connection may resultin duplex mismaich and hecome very
slow.

B 2pply @ cancel

Interface — Display the name of WAN interface.
Enable — Check it to enable such interface.

Speed — Use the drop down list to specify the transmission
rate (Auto, 10M, 100M, 1000M,
1000M-Disable-Auto-Negotiation or
100M-Disable-Auto-Negotiation) for such interface.

802.3az — It is a function of energy-efficient Ethernet.

It can detect the network traffic automatically to adjust the
power output and let Vigor2960 save the energy during the
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period of low traffic. Click Enable to activate the
power/energy saving function if required..

Apply — Click it to save and exit the dialog.
Cancel — Click it to exit the dialog without saving anything.

Refresh Renew current web page.
Interface Display the name of the WAN port on the router.
Enable Display the status of the profile. False means disabled; True
means enabled.
Duplex Display the duplex used (full or half) by such profile.
Speed Display the transmission rate (e.g., 1000M) for such
interface.
Flow Control Display such function is enabled or disabled.
802.3az Display such function is enabled or disabled.
4.2 LAN
Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.
The most generic function of Vigor router is NAT. It creates a private subnet of your own.
As mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does
is to translate the packets from private IP address to public IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server
that assigns private IP address to each local host.
LAMN
General Setup
PPPoE Server
Switch
Bind IP to MAC
LAN DNS
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4.2.1 General Setup

This page allows you to set LAN profiles for PCs in LAN. Settings of DHCP, DHCP Relay,
RADVD and DHCPv6 settings are generated automatically by the system when the LAN
profile is created. You can edit these settings by switching into each tab individually.

Note: One LAN profile shall be enabled at least to keep the normal operation. The default
LAN profile named “lan1” shall not be deleted. Otherwise, the system might be damaged. If
such file is deleted due to careless, please reset your router to restore the default setting.

4.2.1.1 General Setup

This page allows you to enable the profile, give a brief explanation for such profile, specify
the VLAN ID, specify MAC address, and choose protocol type for such profile.

LAN >> General Setup >> General Setup 2
) i Gereral Setup | DHOP Relay | Inter-LAN Roote | RADVD | DHGPYE
Quick Start Wizard — = =
o Add £ Edit Delete &5 Refresh Profile Murmber Limit: 20
Online Status = X s =
Profile (ma... Enable Description  WYLANID IPv4 Protocol IP Address Subnet Mask DHCP Server IPv6 Protocol

lan1 true 10 static 192.168.1.1 255.2545.255.0 Enahle Link Local

PPPOE Server
Switch

Bind IP to MAC
LAN DNS

Central Management

Each item will be explained as follows:

Item Description
Add Add a new LAN profile.
Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected LAN profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page

Profile Number Limit Display the total number of the profiles to be created.

Profile (max length:7) Display the name of the LAN profile.

Enable Display the status of the profile. False means disabled; True
means enabled.
Description Display the brief explanation for the LAN profile.
100 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



VLAN ID

Display the VLAN ID configured for the LAN profile.

I1Pv4 Protocol

Display the 1Pv4 protocol type for the LAN profile.

IP Address

Display the IP address for such LAN profile.

Subnet Mask

Display the subnet mask for such LAN profile.

DHCP Server

Display the status (Enable/Disable) of the DHCP server.

1Pv6 Protocol

Display the IPv6 protocol type for the LAN profile.

How to add a new LAN profile

1.
2.

Open LAN>>General Setup and click the General Setup tab.
Click the Add button to open the following dialog. Different protocol type selected will

bring up different configuration web page.

' General Setup

Profile {max length:7) :
Enable

Description

VLANID:

Priority(802.1p) :

Default MAC Address :

IPv4 Protocol :
Mode :

IP Address :

Subnet Mask :

Connection Detection Mode :
DHCP Server :

DHCP Start IP:

DHCP End IP:

DHCP DNS :

DHCP IP Lease Time :

(Optional)
1
D v
(=)Enable () Disable

static
MNAT
0.0.0.0
255.255.255.0024 | ¥

v | Ifchoose ROUTING mode, packets will not do MNAT operation at any WWARN =ide

Mone ™
(s)Enable () Disable

© add 5] save Profile Mumber Limit; 64

DHCP DHS

Ma itemns to shaw.

86400 Seconds {min: 300, MAX G04800)

= apply @ cancel

Available parameters are listed as follows:

ltem

Description

Profile
(max length:7)

Type the name of the LAN profile.

Enable

Check this box to enable such profile.

Description

Type the description for the new LAN profile.

VLAN ID

Type a number as the VLAN ID to make the data be
identified while performing data transmission.

Priority(802.1p)

Type the packet priority number for such profile. The range is
from 0 to 7.

Default MAC

Enable — Click it to enable the default MAC address for such
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Address

profile.

Disable — Click it to type the MAC address manually for such
profile.

MAC Address

If Default MAC address is disabled, please specify a MAC
address manually with the format like “00:1d:aa:b2:69:80".

IPv4 Protocol

Display the fixed type (static) for the IPv4 protocol for such
profile.

Mode

Choose NAT or ROUTING as the operation mode for such
profile.

IP Address

Type the IP address (with the format like 192.168.1.25) of the
router for the LAN profile.

Subnet Mask

Use the drop down list to choose a suitable mask for the LAN
profile.

Connection
Detection Mode

Select a detecting mode for this LAN interface.

This feature is used to operate in coordination with Policy
Route profile. Vigor system can choose suitable router policy
through connection detection automatically.

Gateway IP
Address

It is available when ARP is selected as Connection Detection
Mode.

Type a public gateway address. Vigor router will detect the
destination IP specified here automatically when such LAN
profile is used. If the IP is not detected, the connection status
for LAN will be shown as “down”.

Connection
Detection Interval

It is available when ARP is selected as Connection Detection
Mode.

Assign an interval period of time for each detecting.

Connection
Detection Retry

It is available when ARP is selected as Connection Detection
Mode.

Assign detecting times to ensure the connection of the LAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of LAN interface
will be regarded as breaking down.

DHCP Server

Enable — Click it to enable the DHCP server. The DHCP
server will assign the IP address randomly for the LAN user.
The range of the IP addresses must be defined in DHCP Start
IP and DHCP End IP.

Disable — Click it to disable the DHCP server.

DHCP Start IP

Type an IP address as the starting point for DHCP server.

DHCP End IP

Type an IP address as the ending point for DHCO server.

DHCP DNS

Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor2960 as the DNS server.
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Ty add B save

DHCP DNS

DHCP DNS : 2.3.88

Add - Click it to add a new IP address for DNS server.
Save — Click it to save the setting.

DHCP IP Lease
Time

Set a lease time for the DHCP server. The time unit is minute.

DHCP Routers

In general, this box will be blank. It means Vigor2960 will be
regarded as the gateway for the user.

However, if you want to use other gateway, please assign the
IP address in this field.

DHCP Next Server

Type the IP address of the secondary DHCP server.

DHCP Options

DHCP packets can be processed by adding option number
and data information when such function is enabled.

Each DHCP option is composed by an option number with
data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

@ add 5 save Frofile Murnber Lirmit : -

DHCPF Option Walue

option 56 (Message) w STRING [fﬂ
option 15 {Domain Mame)

option 31 (Perform Router Discovery)

option 42 {NTF servers)

aption 43 {Yendor Specific Information;

option 44 {MetBICOS over TCPIP name server

option 46 (MetBIOS over TCRIP Mode Type)

aption 47 {MetBIOS over TCRIP Scope)

option a0 {(Requested IP Address)

option 54 (Server [dentifier)

Add - Click it to add a new DHCP option profile.
Save — Click it to save the setting.

DHCP Option — Use the drop down list to choose the one
you want.

Value — Type the content of the data to be processed by the
function of DHCP option.

Specify Remote
Dial-in IP

Enable — Check the box to enable this function. Remote
clients within the range specified below can access into
Vigor2960 WUI.

Gateway IP
Address

Type a public gateway address for such WAN profile.

More Subnet

Different subnets can be created under one LAN profile.
Specify other subnets which might be needed in the future.
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£y Add [ save Profile Murmber Limit: 16

IP Subnet Mask Mode DHCP StartIP EndIF
1114 265.265.265.0  MAT Disahle 1114 1114 m

Add — Click it to add a new subnet mask with IP address and
specified mode.

Save — Click it to save the settings.

IP — Type the IP address if you click Add for adding a new
entry.

Subnet Mask — Use the drop down list to choose the one you
want.

Mode — Specify NAT or Routing as the mode.

DHCP - Click Enable to activate the DHCP function on such
subnet. When it is enabled, you have to specify the IP range
to be assigned by the DHCP server for such subnet.

Start IP — Type an IP address as a starting point.
End IP - Type an IP address as an ending point.

DNS Redirection

Enable — It can redirect DNS queries from such LAN profile
to router's DNS Server. It must work with LAN DNS
function.

IPv6 Protocol

It defines the IPv6 connection types for LAN interface.
Possible types contain Link-Local, Static and DHCP-SLA.
Except Link-Local, each type requires different parameter
settings.

Link-Local- Link-Local address is used for communicating
with neighbouring nodes on the same link. It is defined by the
address prefix fe80::/10. You don't need to setup Link-Local
address manually for it is generated automatically according
to your MAC Address.

Static —This type allows you to setup static IPv6 address for
LAN.

DHCP-SLA- DHCPv6 client mode would use IA_NA option
of DHCPv6 protocol to obtain IPv6 address from server.

IPv6 Address

If Static is chosen as IPv6 Protocol, please type the IPv6
address in this field.

IPv6 Prefix Length

Display the IPv6 prefix length.

DHCPv6 SLA
WAN Interface

If DHCP-SLA is chosen as IPv6 Protocol, please choose one
of the WAN profiles in this field.

DHCPv6 SLA ID

The ID number set here is used by an individual organization
to create its own local addressing hierarchy and to identify
subnets.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and

exit the dialog.
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4.2.1.2 DHCP Relay

DHCP stands for Dynamic Host Configuration Protocol. The router by factory default acts a
DHCP server for your network so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended that you leave the router
enabled as a DHCP server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network other than the Vigor Router’s, you
can let Relay Agent help you to redirect the DHCP request to the specified location.

This page allows users to specify which subnet that DHCP server is located that the relay
agent should redirect the DHCP request to.

LAN >> General Setup >> DHCP Relay @
Auto Logout © | 5ptin

Quick Start Wizard
Online Status

General Setup | DHCP Relay | Inter-LAN Route RADVD DHCPvE

% Edit % Refresh

Profile Enable
lan1 false

DHCP Server Location DHCP Server IP DHCP Relay Agent IP

General Setup

PPPoE Server
Switch

Bind IP to MAC
LAN DNS

Central Management

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

DHCP Server Location | Display the LAN or WAN profile for the DHCP server.

DHCP Server IP Display the IP address of DHCP server.

DHCP Relay Agent IP Display the IP address of DHCP relay agent server.
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How to edit a LAN profile for DHCP Relay
1.  Open LAN>>General Setup and click the DHCP Relay tab.

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

DHCP Relay =[x
Profile : lani
¥ Enable
DHCP Server Location ;. wan? w
DHCP Server IP : 192.158.1.55|
DHCP Relay Agent IP (Dptional)

= apply Q9 Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.
Enable Check this box to enable this profile.
DHCP Server Choose the interface for the DHCP server.
Location

DHCP Server IP Type the IP address of DHCP Server.
DHCP Relay Agent | Type the IP address of DHCP Relay Agent.

IP
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4.  The LAN profile has been edited.
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4.2.1.3 Inter-LAN Route

To make the users in different LAN communicating with each other, please check the box to
enable Inter-LAN route function.

LAN >> General Setup >> Inter-LAN Route a

Auto Logout  spin v | General Setup | DHCF Relay | InterLaN Route | RADVD | DHCPv |
Quick Start Wizard

= Routing Between Internal LANS.

LAN
General Setup

PPPoE Server
Switch
Bind IP to MAC
LAN DNS
Routing
NAT
" Firewall |
" Objects Setting |
"“User Management |
““Applications |
VPN and Remote Access |
" Certificate Management |

SSL Proxy

" Bandwidth Management |

" USB Application |
System Maintenance
Diagnostics

Central Management

B Aoty @ Cance\‘
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4.2.1.4 RADVD

The router advertisement daemon (radvd) sends Router Advertisement messages, specified
by RFC 2461, to a local Ethernet LAN periodically and when requested by a node sending a
Router Solicitation message. These messages are required for IPv6 stateless
auto-configuration.

LAN >> General Setup >> RADVYD )

Auto Logout © | spin General Setup | DHCF Relay | Inter-LAN Route | RADVD | DHCPYG

Quick Start Wizard

Edit &% Refresh
Online Status o B R

Prafile Enahle Advetisement Lifetime
lant true 30

PPPOE Server

Switch

Bind IP to MAC

LAN DNS

Central Management

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.
Refresh Renew current web page.
Profile Display the name of the LAN profile.
Enable Display the status of the profile. False means disabled; True

means enabled.

Advertisement Lifetime | Display the lifetime value.

The lifetime associated with the default router in units of
minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of O indicates that the router
is not a default router and should not appear on the default
router list.
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How to edit a LAN profile for RADVD
1. Open LAN>>General Setup and click the RADVD tab.

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

RADNVD = [
Profile : lan
¥ Enable
Advertisement Lifetime : 30 Minutes

= apply & Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.

Enable Check this box to enable this profile.

Advertisement Type a value for advertisement lifetime.

Lifetime The lifetime associated with the default router in units of

minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of O indicates that the router
is not a default router and should not appear on the default

router list.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4. The LAN profile has been edited.
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4.2.1.5 DHCP6

DHCP6 Server could assign IPv6 address to PC according to the Start/End IPv6 address
configuration.

LAN >> General Setup >> DHCPvG @
Auto Logout © | 5pin

Quick Start Wizard
Online Status

General Setup | OHCP Relay | Inter-LAN Route RADVD DHCPvB

& Edit % Refresh
Profile Enable Mode Start IP End IP DRS
lan1 false

General Setup

PPPOE Server

Switch

Bind IP to MAC

LAN DNS

Central Management

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Mode Display the mode (automatic setting or manual setting)
specified for such profile.

Start IP Display the starting IP address of the IP address pool for
DHCP server.

End IP Display the ending IP address of the IP address pool for
DHCP server.

DNS Display the private IP address for DNS server.

How to edit a LAN profile for DHCPv6
1.  Open LAN>>General Setup and click the DHCPV6 tab.

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.
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DHCPv6 =%

Profile : lantest
¥|Enable
Mode : Autornatic Setting d

Auto Start IP - Automatic Setting
Aute End Ip ; | Manual Setting

DNS {auto)

DNS (auto) : Mo items to show.

B Apply &3 cancel

Available parameters are listed as follows:

Item Description
Profile Display the name of the LAN profile.
Enable Check this box to enable this profile.
Mode Choose Automatic Setting or Manual Setting.
Automatic Setting — It is not necessary to configure Start
IP, End IP and DNS setting. The system will assign suitable
address automatically.
Manual Setting — You should type the Start IP address and
End IP address manually.
3 DHCPvE —
Profile : lantest
Enable
| Mode éManuaI Setting ‘v
'=: StartIP:
! Endip:
i £y add [ save
i DNS
'i DNS Mo items to sho
Start IP Set the starting IP address of the IP address pool for DHCP
server. The format the IP address shall be similar to the
following example:
2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.
End IP Set the ending IP address of the IP address pool for DHCP
server. The format the IP address shall be similar to the
following example:
2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.
DNS It is available when Manual Setting is selected as Mode.
Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor2960 as the DNS server.
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Ty add [&] save
DNS
2000::2 i

DHS :

Add - Click it to add a new IP address for DNS server.
Save — Click it to save the setting.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4.  The LAN profile has been edited.

4.2.2 PPPoOE Server

This feature makes the router working like an ISP, providing PPPoE connections to LAN
PCs. The only difference is that local PCs don't need an ADSL modem.

There are several advantages of using PPPoE connections on the LAN. Firstly, the PPPoE
server can secure the LAN PC connections with username/password authentication.
Secondly, it can prevent ARP attack by nature. Thirdly, the system administrator can
configure quota (time/traffic based) for each user as ISP does.
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4.2.2.1 Online Client Status

This page displays general information for PPPOE server; allows you to disconnect the
network connection to PPPoE server.

LAN >> PPPoE Server >> Online Client Status &
Auto Logout | gpir Online Client Status | General Setting Histary
Quick Start Wizard v T (<5 Refiash]
Onling Status o Refresh . | minute v || &% Refres|
MAC Address User Mame 1P Address Up Time R Bytes TH Bytes

General Setup

PPPOE Server

Switch
Bind IP to MAC
LAN DNS

Central Management

Mo items to show.

Each item will be explained as follows:

ltem

Description

Disconnect

Click it to disconnect the profile connection.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

Refresh Renew current web page.

MAC Address Display the MAC address of the client’s host.

User Name Display the user name used to access into the PPPOE server.
IP Address Display the IP address of the client’s host.

Up Time Display the time that the PPPoE connection built.

RX Bytes Display the total amount of received packets.

TX Bytes Display the total amount of transmitted packets.
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4.2.2.2 General Setting

LAN >> PPPoE Server > General Setting

Online Client Status | General Setting

PPPOE Server
PPPoE User Isolation :

Histary

(*)Disable ()Enable
(%) Disable )Enable

Deny Internet Access Except PPPoE User © (3 Disable () Enable

Access Concentrator{AC) Hame :
Service Name

Primary DNS :

Secondary DNS :

PPPoOE Server Authentication Type :
User Authentication Type :

DHCP Relay :

w2960
{Optional)
nooo
n0.o.on
CHAP
Lacal v | {Ifyou use LDAP for PPP Authentication, Authentication Protocal will auto setta PAR)
(¥)Disable () Enahle

B apply @ cancel

Available parameters are listed as follows:

ltem

Description

PPPoOE Server

Disable — Click it to disable this function.
Enable — Click it to enable the function of PPPoE server.

PPPoE User Isolation

Disable — Click it to disable this function.

Enable — Click it to isolate the PPPoE users who access into
Internet via Vigor router.

Deny Internet Access
Except PPPoOE User

Disable —Click it to disable this function.

Enable - If you click Enable, only the PPPoE user can
access into Internet.

Access Concentrator
(AC) Name

Type the name which will be reported as the access
concentrator name.

Service Name

Type a specific string for authentication.

It causes the named service to be advertised in a Service
Name tagged in the PADO (PPPoE Active Discovery
Offer) frame.

Primary DNS Type an IP address as primary DNS.

Secondary DNS Type another IP address as secondary DNS.
PPPOE Server Choose the authentication type for PPPOE server.
Authentication Type

PAP v
PAP -
CHAP E

Any PPPoE user shall pass the authentication of PPPoE
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server and access into Internet.

User Authentication Users in LAN can access into Internet through Vigor router
Type with RADIUS, LDAP or local authentication. Specify the
type for the users.

Local w
V] Local

RADILS

LCAP

LDAP profiles It is available when LDAP is selected as User
Authentication Type.

If you choose LDAP as the authentication type, use the drop
down list to specify the LDAP profile.

DHCP From It is available when RADIUS is selected as User
Authentication Type.
DHCP Relay Enable - If you want to use another DHCP server in the

network other than the Vigor Router’s, you can let Relay
Agent help you to redirect the DHCP request to the specified
location.

DHCP Server Location — Choose one of the interfaces for
DHCP server.

DHCP Server IP Address - Set the IP address of the DHCP
server you are going to use so DHCP Relay can help to
forward the DHCP request to the DHCP server.

Apply Click it to save and exit the dialog.
Cancel Click it to discard current page modification.
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4.2.2.3 History

This page displays records of connection status (up or down) and the connection time and the
name of the user who accesses into PPPoE server of such router.

LAN >> PPPoE Server >> History 2]
Online Client Status | General Setting History
PPPoE Connection Status
User Name Action Time
2 DOWN 2014-08-18 10:24:05 (total time connected : 0 hours 29 minutes & seconds)
dora_chen up 2014-08-18 10:29:51
user_1 up 2014-08-18 10:34:16
user_2 up 2014-08-18 10:35:46

Each item will be explained as follows:

Item Description

User Name Display the user name used to access into the PPPOE server.

Action Display the connection status (up or down) of the user
account.

Time Display the connection time.

If the action is “Down”, such field will display the total
connection time.

If the action is “up”, such field will display the time point
that the user account access into the PPPOE server.
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4.2.3 Switch

This page allows you to configure Mirroring Port, Mirrored Port, enable/disable LAN
interface, and configure 802.1Q VLAN ID for different LAN interfaces, and so on.

4.2.3.1 802.1Q VLAN

Virtual LANs (VLANS) are logical, independent workgroups within a network. These
workgroups communicate as if they had a physical connection to the network. However,
VLANS are not limited by the hardware constraints that physically connect traditional LAN
segments to a network. As a result, VLANSs allow the network manager to segment the
network with a logical, hierarchical structure. VLANSs can define a network by application or
department. For instance, in the enterprise, a company might create one VLAN for
multimedia users and another for e-mail users; or a company might have one VLAN for its
Engineering Department, another for its Marketing Department, and another for its guest
who can only use Internet not Intranet. VLANS can also be set up according to the
organization structure within a company. For example, the company president might have
his own VLAN, his executive staff might have a different VLAN, and the remaining
employees might have yet a different VLAN. VLANS can also set up according to different
company in the same building to save the money and reduce the device establishment.

User can select some ports to add into a VLAN group. In one VLAN group, the port number
can be single one or more.

The purpose of VLAN is to isolate traffic between different users and it can provide better
security application.

LAN => Switch »> 802.1Q0 VLAN 2}
Auto Logout - i 80210 VLAN Mirror Interface || Jumbo Frame
Quick Start Wizard

il Lo L AQEED L Profile Mumber Limit: 20
Online Status o x ¢

VLANID Member Untag

10 LAM_Port_1 LAN_Par_2,LAN_Port_3,LAN_Port_4 LAM_Por_1 LAN_Par_2,LAN_Port_3,LAN_Port_4
General Setup
PPPoE Server

Bind IP to MAC
LAN DNS

Central Management

Each item will be explained as follows:

Item Description
Add Add a new VLAN ID setting.
Edit Modify the selected VLAN ID setting.

To edit VALN ID setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected VLAN ID setting.
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To delete a VLAN ID setting, simply select the one you want
to delete and click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number of the profiles to be created.

VLAN ID

Display the VLAN ID number.

Member

Display the LAN interface that is used to access into Internet
for such LAN profile with the VLAN ID number.

Untag

Display the LAN interface that packets transmitted to
Internet through such LAN profile with the VLAN ID
number is tagged or untagged.

How to add a new 802.1Q VLAN profile
1. Open LAN>>Switch and click the 802.1Q VLAN tab.

2.  Click the Add button.

3. The following dialog will appear.

802.10 VLAN

VLANID :

Member :

Untag :

LAM_Port_1
LAN_Port_2
LAN_Port_3
LAMN_Port_4

Available parameters are listed as follows:

ltem

Description

VLAN ID

Type the number as the VLAN ID. Type a number used for
identification on VLAN for your computer. Later, you have
to type the same ID number for each PC which wants to be
grouped within the same VLAN group.

Member

Determine which LAN interface can be used to access into
Internet for such LAN profile with the VLAN ID number.

If the icon *“ appears in front of the drop down list, it means
one of the selections has been chosen by other profile. You
cannot choose it. If you want to specify that one for such
profile, please exit this dialog to release that selection from
its original VLAN profile, than return this page and make the
selection again.

Untag

Determine if the packets transmitted to Internet through such
LAN profile with the VLAN ID number is tagged or not.

If the icon " appears in front of the drop down list, it means
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one of the selections has been chosen by other profile. You
cannot choose it. If you want to specify that one for such
profile, please exit this dialog to release that selection from
its original VLAN profile, than return this page and make the
selection again.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply. The new profile will be added on the screen.

4.2.3.2 Mirror

Vigor2960 supports port mirroring function in LAN interfaces. This mechanism helps
manager track the network errors or abnormal packets transmission without interrupting the
flow of data access the network. By the way, user can apply this function to monitor all
traffics which user needs to check.

There are some advantages supported in this feature. Firstly, it is more economical without
other detecting equipments to be set up. Secondly, it may be able to view traffic on one or
more ports within a VLAN at the same time. Thirdly, it can transfer all data traffics to be
mirrored to one analyzer connect to the mirroring port. Last, it is more convenient and easy
to configure in user’s interface.

LAN > Switch »> Mirror <

Auto Logout - 5in L 802.1Q YLAN Mirror Interface | Jumbo Frame
Quick Start Wizard

Online Status Enable
Mirroring Port © ||ap_Part 2

Mirrored Port
General Setup LAN_Port_1

PPPOE Server

Bind IP to MAC
LAN DNS

Central Management -
Bl apply @ Cancel

Available parameters are listed as follows:

Item Description
Enable Check the box to enable the Mirror function for the switch.
Mirroring Port Select a port to view traffic sent from mirrored ports.
LarM_Port_2 W
LAMN_Part_1
LaM_Port_2
LamM_Port_3
Lam_Port_4
Mirrored Port Select which port is necessary to be mirrored.
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LaM_Port_2 v
LAN_Fort_1
LAN_Port_2
LaM_Port_3
Lan_Port_d

Refresh

Renew current web page.

Apply

Click it to save the settings.

4.2.3.3 Interface

This page allows you to modify the status (enable / disable), duplex (Half/Full), speed,
802.3az (enable / disable) for the LAN ports respectively.

LAN >> Switch >> Interface
Auto Logout : | spin

Quick Start Wizard

Edit &5 Refresh
Online Status J Edit &5 Reires

Interface Enahle Duplex

LAN_Part_1 true Full
General Setup LAN_Port_2 true Full
PPPoE Server LAN_Port_3 true Full
LAN_Port_4 true Full

Bind IP to MAC
LAN DNS

Central Management

Each item will be explained as follows:

B02.1Q YLAN Mirrar Interface | Jumbo Frame

802.3az Note
Enahle
Enahle
Enahle
Enahle

Item Description

Edit Choose the interface listed below and click the Edit button to
modify the settings. A pop up window will appear for you to
change the settings.

Refresh Renew current web page.

Interface Display the profile name of the interface.

Enable Display the status of the profile. False means disabled; True
means enabled.

Duplex Display the duplex used (full or half) by such profile.

Speed Display the transmission rate (e.g., Auto) for such profile.

Flow Control Display such function is enabled or disabled.

802.3az Display such function is enabled or disabled.

Note Display addition information for such interface.

How to edit an Interface profile
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1. Open LAN>>Switch and click the Interface tab.
2. Please select a profile and click the Edit button.

3. The following dialog will appear.

Interface -

Interface : LAak_Port_1

/|Enable
Speed : Auto v
Flow Control Enable = Disable
802.3az : » Enable Disable (Energy Efficient Ethernet )
Note - Auto to fixed mode connection may result in duplex mismatch and hecome very slow.

Fleasze always connect auto to auto and fixed to fixed mode.

S Apply Q3 Cancel

Available parameters are listed as follows:

Item Description

Interface Display the name of LAN interface profile.

Enable Check the box to enable the Mirror function for the switch.

Duplex Choose Half or Full for the speed specified below.

Speed Use the drop down list to specify the transmission rate for
such profile.
If Auto is selected, it is not necessary to specify the Duplex
setting.

802.3az It is a function of energy-efficient Ethernet.

It can detect the network traffic automatically to adjust the
power output and let Vigor2960 save the energy during the
period of low traffic.

Note Display addition information for such interface.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply. The profile has been edited.
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4.2.3.4 Jumbo Frame

The purpose of Jumbo Frame is to increase the transmission rate for the packets coming from
LAN via enlarging data size.

MTU (Max Transmit Unit) determines the largest size of a packet. When a packet with large
size is transmitted through Vigor router, the router will cut it into several segments to
facilitate the transmission. It always takes a lot of time. To reduce the sending number of
times, wasted bandwidth and transmission time, use Jumbo Frame to enlarge the size of the
data and speed up the transmission rate for packets coming from LAN.

LAN >> Switch >> Jumbo Frame @
Autto Logout - | 5pin S02.1QVLAN | Mirror Interface || Jumbo Frame
Quick Start Wizard

DulinejSiatus Maximum Frame: 1518

General Setup
PPPoE Server

Bind IP to MAC
LAN DNS

Central Management —
B apply @ cancel
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4.2.4 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

This page allows you to configure related settings for the function of Bind IP to MAC.

LAN >> Bind IP to MAC a
Auto Logout : [siin x Bind IP ta MAG
g::;:sst:::uvswzam 1 ARP Table Bind Table
= SelectAll K Move &9 Refresh T Add £ Edit [fi) Delete = Selectal () Rename @ Export (%
Mode : | pizable " ] Apnty Profile IP Address MAC
General Setup [ Mac Addre  User Hame  NetBIOS Na_ Vendor Bind_IP1 192.168.1.99 00:50:7fca8e:g

PPPOE Server
Switch

Bind IP to MAC

LAN DNS

19216815 00055ded . MNA A1000351 D-Link

Central Management

Each item will be explained as follows:

Item Description

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can
be selected and added to IP Bind List by clicking Move on

IP Bind List.
Select All - Allow you to choose all the items listed in ARP
Table.

Move -Move the selected item to IP Bind List.

Refresh - It is used to refresh the ARP table. When there is
one new PC added to the LAN, you can click this link to
obtain the newly ARP table information.

Mode -

® Enable - Choose it to invoke this function.
However, IPPIMAC which is not listed in IP Bind
List also can connect to Internet.

® Disable - Choose it to disable this function. All
the settings on this page will be invalid.
® Strict Bind - Choose it to lock the connection

of the IPMAC which is not listed in IP Bind
List.

Interface - When Strict Bind is selected, specify an
interface. The default is “lan1”.
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Syslog - When Strict Bind is selected, you can check the
box to save records of Bind IP to MAC in Syslog.

Apply - Click it to save the setting.
IP Address - Display the IP address of one device.
MAC Address - Display the MAC address of the device.

Bind Table It displays a list for the IP bind to MAC information.

Add -1t allows you to add one pair of IP/MAC address and
display on the table of IP Bind List.

Edit -1t allows you to edit and modify the selected IP
address and MAC address that you create before.

Delete -You can remove any item listed in IP Bind List.
Simply click and select the one, and click Delete. The
selected item will be removed from the IP Bind List.

Select All -Choose all of the selections at one time.
Rename -Allow to modify the selected profile name.

Export — The list for the IP bind to MAC information can
be stored as a text file. Such file can be imported by other
Vigor router. Thus, it is not necessary for that router to
create Bind IP to MAC one by one.

Import — Click it to import an IP bind to MAC information
(e.g., 123.txt) obtained from other Vigor router and to be
applied by Vigor2960.

Profile - Display the name of the profile.

IP Address - Display the IP address specified for the
profile.

MAC - Display the MAC address specified for the profile.
Comment — Display the brief description for such profile.

How to configure Bind IP to MAC
1.  Open LAN>>Bind IP to MAC.

2. Use the drop down Mode menu to specify a suitable mode.

LAN == Bind IP to MAC

Bind P to MAC

ARP Tahle
™ SclectAll & Move &9 Refresh

Mode © pjzahle v

P Disable re.. UserMame NetBIOS Na.. v
Enahble
192168 gtrict_ging |84 NA A1000251 O

There are three modes offered for you to choose.
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® Disable — The function of Bind IP to MAC is disabled.

Enable — Specified IP addresses on the Bind Table will be reserved for the device
with bind MAC address. Other devices which are not listed on the Bind Table
shall still get the IP address from DHCP server.

®  Strict_Bind — Only specified IP addresses will be assigned to the device with
bind MAC address. Other devices which are not listed on the Bind Table shall
still NOT get the IP address from DHCP server.

3. Click Add.

Bind Tahle
Ty add & Edit [ Delete ™ Selectal G Rename G Export (W

Profile IP Address MAC
Bind_IP1 192.168.1.949 00:a0:¥fcaged

4.  The following dialog appears.

Bind IP to MAC =

Profile : Bind_IP1

IP Address : 192.168.1.99

MAC : 00:50:7fca:8e80

Comment . example (Dptional)

= apply & Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

IP Address Type the IP address that will be used for the specified MAC
address.

MAC Type the MAC address that is used to bind with the assigned
IP address.

Comment Type a brief description for such profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

5.  Enter all of the settings and click Apply.
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6. A new profile has been added onto Bind Table.
=)

* Rofresh | | L3 Add ¥ Edit [[]] Delete ®* SelectAll L Rename

Bind Tahle

Profile IP Address MAC Com. ..
Bind_I... 192 168.1.99 00:40:... exampl
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4.2.5 LAN DNS

LAN DNS is a simple version of DNS server. It is not necessary for the user to build another
DNS server in LAN. With such feature, the user can configure some services (such as ftp,
www or database) with domain name which is easy to be accessed.

LAN => LAN DNS 2]
Auto Logout : | o v LAN DNS
Quick Start Wizard = .
£ b i ] Profile Mumber Limit: 200
Online Status @ Add % Edit [} Delete % Refresh
Profile Enable Domain Name Alias Domain Name  Mapping Applyto LAN Profile

Mo itemns to show.
General Setup
PPPoE Server
Switch
Bind IP to MAC

LAN DNS

Central Management

Each item will be explained as follows:

Item Description
Add Add a new VLAN ID setting.
Edit Modify the selected VLAN ID setting.

To edit VALN ID setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
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selected rule.
Delete Remove the selected VLAN ID setting.

To delete a VLAN ID setting, simply select the one you want
to delete and click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number of the profiles to be created.

Profile Display the name of the profile.

Enable Display if such profile is enabled (true) or disabled (false).

Domain Name Display the domain name configured for such profile.

Alias Domain Name Display the alias domain name for such profile.

Mapping Display the IP address that domain name and domain name
alias will be mapped to.

Apply to Display which type (Specified LAN or All LANSs) the LAN

DNS will be applied to.

LAN Profile Display the LAN profile selected for applying LAN DNS
configuration.

How to add a new LAN DNS profile
1.  Open LAN>>LAN DNS.
2. Click the Add button.

3. The following dialog will appear.

LAN DNS -
Profile : marketing
#|Enahle
Domain Mame : ity draytelk com

o Add B save Prafile Mumber Limit: 7

Alias Damain Mame

i gt com i

Alias Domain Mame :

Type : P v
IP Address : 17.16.3.84
IPv6 Address £
Applyto Specified LANs >
LAN Profile : lani v | X
Y lant
Note :

1. %ou should enahle LAN DS Redirection (on LAN General Setup page) to make this feature effective.
2. IF address and IPv6 address CANMOT BOTH be empty.
3. Supportwildcard subdomain, ex * example.com or www.example.®

B Apply @ Cancel
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Available parameters are listed as follows:

Item Description

Profile Type a name for such profile.

Status Check the box to enable such profile.
Domain Name Type the domain name for such profile.

Alias Domain Name | Type several domain names in this field. LAN DNS will
redirect both Domain name and Alias Domain Name to an
assigned IP.

For example, Domain Name is set with “www.draytek.com”,
and the Alias Domain Name is set as “www.dray.com”. If
the IP address is set with “192.168.1.123”, then both
“www.draytek.com” and “www.dray.com” will be directed
t0 “192.168.1.123".

Type When you choose IP, you need to type IP address and/or
IPv6 address as the mapping target.

When you choose CNAME, you need to type the content
(domain) of CNAME as the mapping target.

Please choose the suitable type to determine which IP
address or CNAME will be mapped by the above domain
name/alias domain name.

When you choose FORWARD, you need to type the IP
address of DNS server as the mapping target.

IP Address Type the IP address in this field. Then, the above domain
and/or alias domain name will be mapped to such IP address.

IPv6 Address Type the IPv6 address in this field. Then, the above domain
and/or alias domain name will be mapped to such IPv6
address.

CNAME Type another domain name in this field. Then, the above

domain and/or alias domain name will be mapped to such
specified domain.

DNS Server Type the IP address of the DNS server.

Applied to LAN DNS can be applied to specified LAN interfaces or all
of the LAN interfaces.

LAN Profile — When you choose Specified LANS, it is
necessary to specify at least one LAN profile in this field.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply. The new profile will be added on the screen.
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4.3 Routing

This menu contains Load Balance Pool, Static Route, Policy Route, Default Route, RIP
Configuration, OSPF Configuration and BGP Configurations.

Load Balance Pool
Static Route

Paolicy Route
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

4.3.1 Load Balance Pool

Vigor2960 supports a load balancing function. It can assign traffic with protocol type, IP
address for specific host, a subnet of hosts, and port range to be allocated in WAN interface.
User can assign traffic category and force it to go to dedicate network interface based on the

following web page setup.

In the Routing group, click the Load Balance Pool option.

This page allows the user to integrate several WAN profiles as a pool profile specified with
the function of load balance or failover. The profiles configured here will be selected in the

field of Routing >>Default Route page.

Routing >> Load Balance Pool
Auto Logout | o

Quick Start Wizard
Online Status

Load Balance Pool

£ add 2% Edit [ Delete &5 Refresh

@

Profile Murmber Limit: 16

Profile Mode Interface Primary Profile Backup Profile
default_poal Load Balance wan! 1,wan2 1, wand 1 wan..
LB_1 Load Balance wan1 80
FL_1 Backup wiani wan2
Static Route
Policy Route
Default Route
RIP Configuration
OSPF Configuration
BGP Configuration
Each item will be explained as follows:
Item Description
Add Add a new pool profile.
Edit Modify the selected pool profile.
To edit a profile, simply select the one you want to modify
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and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
pool.

Delete Remove the selected pool profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Display the name of the rule.

Mode Display the protocol of such rule.

Interface Display the name of the WAN profiles for Load Balance
rule.

Primary Profile Display the primary profile configured in Failover page for
such profile.

Backup Profile Display the backup profile configured in Failover page for
such profile.

There are two modes, Load Balance and Failover, for you to choose as the Pool
configuration. If you choose Load Balance, the tab of Load Balance will be shown which
allows you to configure for different WAN interfaces. If you choose Failover, the tab of
Failover will be displayed which allows you to specify the primary profile and backup
profile for such Pool setting.

Vigor2960 Series User's Guide 131

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



How to add a pool profile for Load Balance
1. Open Routing>>Load Balance Pool.

2. Simply click the Add button to open the following dialog. Type a hame for such profile
(e.g., LB_1). Choose Load Balance as the Mode selection.

Load Balance Pool -

Profile: LB_1
Mode . || oad Balance v
S add B save Profile Murmber Limit - 16
Interface Weight
Interface :||yyan D (i

1.The range of Weight is 1~254.
2.Example of setting load balance weight:
wiahl bandwidth: 20mI30M
wan? bandwidth:100mM 00M
Suggested: wanl weight=3, wan2 weight=10 (max weight value : 259)

Note :

=1 Apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Mode Choose Load Balance as the Mode selection.

Interface Click Add. A new line for adding new entry will appear.

Use the drop down list of Interface to choose the WAN
profiles that will be in the Load Balance Pool.

Type the value for Weight.

3. Click Apply. A new profile will be added on the page.
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How to add a Pool profile for Backup

Such page allows you to set a backup profile which will be activated when the primary
profile is invalid by any reason.

1. Open Routing >>Load Balance Pool.

2. Simply click the Add button to open the following dialog. Type a name for such profile
(e.g., FL_1). Choose Backup as the Mode selection.

Load Balance Pool -

Profile : FL_1

Mode : Backup o
Primary Profile wand e
Backup Profile : wand o

) apply Q3 cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Mode Choose Backup as the Mode selection.

Primary Profile In default, the system will apply Primary Profile. If Primary

Profile cannot be used any more, the Backup Profile will be
used instead. Use the drop down list to choose the one you

need.
Backup Profile Use the drop down list to choose the one you need.
Primary Profile : W
Backup Profile : W
WA
wan2
n=h
TR Ush

3. Click Apply. A new profile will be added on the page.
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4 .3.2 Static Route

When there are several subnets in LAN, a more effective and quicker way for connection is
static route rather than other methods. Simply set rules to forward data from one specified

subnet to another specified subnet.

4.3.2.1 Static Route

The router offers IPv4 and IPv6 for you to configure the static route. Both protocols bring

different web pages.

Routing > Static Route >> Static Route @

Auto Logout © | o

Quick Start Wizard
Online Status
Profile

Load Balance Pool
Policy Route
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

@3 Add %€ Edit [fi] Delete (§ Rename &9 Refresh

Static Route | IPvE Static Route | LANAWARN Proxy ARP

Profile Mumber Limit: 200

Enable Destination IP Address Subnet Mask Gateway VWVANLAN Pr. Metric

Mo itemns to shaw

Each item will be explained as follows:

Item Description

Add Add a new static route setting.

Edit Modify the selected static route setting.
To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected static route setting.
To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Rename Allow to modify the selected profile name.

Refresh Renew current web page.

Profile Number Limit

Display the total number of the profiles to be created.

Profile

Display the name of such static route.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Destination IP Address

Display the IP address for such static route profile.

Subnet Mask

Display the subnet mask for such static route profile.

Gateway

Display the gateway address for such static route profile.
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WAN/LAN Profile Display the subnet / LAN or WAN profile of the gateway.

Metric Display the distance to the target.

How to add a new Static Route profile
1.  Open Routing>>Static Routing and click the Static Route tab.
2. Click the Add button.

3. The following dialog will appear.
Static Route =%

Praofile : wint
¥|Enahle

Destination IP Address : 192 162.1.121

Subnet Mask 2585245 255.0i24 | | (Optional)
Gateway : 192.168.1.4

WANLAN Profile wand w

Metric : (Dptional)

B apply Q9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the static route profile.

Enable Check this box to enable such profile.

Destination IP Type the IP address for such static route profile.

Address

Subnet Mask Use the drop down list to choose the subnet mask for such

static route profile.

Gateway Type the gateway address for such static route profile.

WAN/LAN Profile | Choose one of the LAN/WAN profiles of the gateway for
such static route.

Metric Type the distance to the target (usually counted in hops).
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

5.  Enter all of the settings and click Apply. The new profile will be added on the screen.
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4.3.2.2 IPv6 Static Route

For IPv6 protocol, click the IPv6 Static Route tab to configure detailed settings.

Routing == Static Route >> IPv6 Static Route

Static Route | IPvE Static Route | LANANAN Proxy ARP

@y Add € Edit [ Delete  Gf Rename &% Refresh Profile Murnber Lirnit : 64
Profile Enable Destination IP Address Prefix Le... Nexthop WAN/LA... Metric
1 WE_new ... true fed0:250:121 2006600 30 fed0:250:1 212006666 lan 20

Each item will be explained as follows:

Item Description

Add Add a new static route setting.

Edit Modify the selected static route setting.
To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected static route setting.
To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Number Limit

Display the total number of the profiles to be created.

Profile

Display the name of such static route.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Destination IP Address

Display the IP address for such static route profile.

Prefix Length

Display the prefix length of the profile.

Nexthop

Display the nexthop address for such static route profile.

136 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



WAN / LAN Profile Display the subnet LAN or WAN profile of the gateway.

Metric Display the distance to the target.

How to add a new IPv6 Static Route profile

1.  Open Routing>>Static Route and click the IPv6 Static Route tab.
2. Click the Add button.

3. The following dialog will appear.

IPvi Static Route = ||
Profile : YWE_new_cantrol
4| Enable
Destination IP Address @ fe30::250:1212:00f:6600
Prefix Lendgth : 30
Mexthop : fe80:250:1 21200 6EEE
WAN/LAN Profile lani e
Metric : 20 {Optional)

= apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Name Type the name of the static route profile.

Enable Check this box to enable such profile.

Destination IP Type the IP address for such static route profile.
Address

Prefix Length Type the prefix length for such profile.

Nexthop Type the nexthop address for such static route profile.

WAN/LAN Profile | Choose one of the LAN/WAN profiles of the gateway for
such static route.

Metric Type the distance to the target (usually counted in hops).
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply. The new profile will be added on the screen.

4.3.2.3 LAN/WAN Proxy ARP

To make local device in LAN accessing into external network without passing NAT or let
the remote device access into the local device without passing NAT behind the router, please
use IP routing function to complete the work.

Usually, the local device might be assigned with a public IP address or an IP address with
the same subnet as certain WAN. When the local device tries to transmit the data packets out,
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Vigor2960 will send it out through that certain WAN interface without passing through NAT.
Meanwhile, remote device also can access the local device directly without any difficulty.

Routing >> Static Route >> LANAWAN Proxy ARP 2]

Auto Logout | 5pgin

Quick Start Wizard
Online Status

%o Add & Edit [ Delete Gf Rename &5 Refresh
Profile
1 APP_1

Load Balance Pool
Policy Route
Default Route

RIP Configuration
0SPF Configuration
BGP Configur ation

Static Route | IPwE Static Route | LANAWYAN Proxy ARP

Profile Mumber Limit . 16
Enable VAN Profile LAN Profile P Mask

true wan2 lan1 192.168.1.59 255.255.256.0/24

Each item will be explained as follows:

ltem

Description

Add

Add a new static route setting.

Edit

Modify the selected static route setting.

To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete

Remove the selected static route setting.

To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Rename

Allow to modify the selected profile name.

Refresh

Renew current web page.

Profile Number Limit

Display the total number of the profiles to be created.

Profile

Display the name of such profile

Enable

Display the status of the profile. False means disabled; True
means enabled.

WAN Profile

Display the WAN profile used for such ARP profile.

LAN Profile

Display the LAN profile used for such ARP profile.

IP

Display the IP address used by such ARP profile.

Mask

Display the mask address used by such ARP profile.
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How to add a new Proxy ARP profile

1.  Open Routing>>Static Route and click the LAN/WAN Proxy ARP tab.
2. Click the Add button.

3. The following dialog will appear.

LANAWAN Proxy ARP -
Profile : APP_1
¥|Enahle
VAN Profile | |yqn2 w
LAH Profile . |1an1 ¥
IP: 192.168.1.59
Mask : 2652652650124 v

M apply Q Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the static route profile.

Enable Check this box to enable such profile.

WAN Profile Choose one of the WAN/USB profiles of the gateway for
such profile.

LAN Profile Choose one of the LAN profiles for such profile.

IP Type an IP address for such profile.

Mask Use the drop down menu to specify mask address.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply. The new profile will be added on the screen.
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4.3.3 Policy Route

Policy Route (also well known as PBR, policy-based routing) is a feature where you may
need to get a strategy for routing. Then packets will be directed to the specified interface if
they match one of the rules. You can setup your routing in various reasons such as load
balance, security, routing decision, and etc.

Through protocol, mode, IP address, port number and interface configuration, Policy Route
can be used to configure any routing rules to fit actual request. In general, Policy Route can
easily reach the following purposes:

® Auto load balance to reduce the loading of the network traffic.

You have to manually create policy rules in order to force the traffic going to dedicate
network interface.

® Strict Bind.

Through dedicated interface (WAN/LAN), the data can be sent from the source IP to
the destination IP.

®  Address Mapping.

Allows you specify the outgoing WAN IP address (es) for an internal private IP address
or a block of internal private IP addresses.

®  Other routing.

Specify routing policy to determine the direction of the data transmission.

Note: For more detailed information about using policy route, refer to Support
>>FAQ/Application Notes on www.draytek.com.

Routing >> Policy Rule =)
Auto Logout © o

Quick Start Wizard
Online Status

Faolicy Rule
% add X Edit ) Delete & Move Up # Move Down G Rename AutoRefresh: | pinge |~ & Refresh Profile Mumber Limit - 120
Profile  Enable Priority Protocol Time O . Service.. Source Source... Destina.. Destina. Out-goi.. Mode Failove .. Failbac

Mo iterns to show.

Load Balance Pool
Static Route
Default Route

RIP Configuration
OSPF Configuration
BGP Configuration

Each item will be explained as follows:

Item Description
Add Add a new rule profile.
Edit Modify the selected rule profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
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rule.

Delete

Remove the selected rule profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Move Up / Move Down

Move the selected profile up or down.

Rename

Allow to modify the selected profile name.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

Refresh Renew current web page.

Profile Display the name of the rule.

Enable Display the status of the profile. False means disabled; True
means enabled.

Priority Display the priority of such rule.

Protocol Display the protocol of such rule.

Time Objects

Display the name of time object.

Service Type Objects

Display the name of service type.

Source

Display the name of the source subnet/IP object/IP group.

Source Port

Display the source port range.

Destination

Display the name of the destination subnet/IP object/IP
group/DNS object.

Destination Port

Display the destination port range.

Out-going Rule

Display the route way (where the traffic forwarded) selected.

Mode

Display the route mode (NAT or Routing) used by such
policy route.

Failover to Next Rule

Display the status (enabled or disabled) of the function.

Failback (Quick
Recover)

Display the status (enabled or disabled) of the function.
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How to add a new policy rule
1.  Open Routing>>Policy Route.
2. Simply click the Add button.

3. The following dialog will appear.

Paolicy Rule -

Profile :
Enable

Priority : Tap bt | =
Protocol ALL hd |
Time
Time Ohjects v|x
Source
Source Type : Subnet - |
IP Address : 182.168.2.595
Subnet Mask : 255 255 285 0524 ¥ |
Destination
Destination Type : Ay v |
Route Rule
Out-going Rule : Load Balance Pool | |
Load Balance Rule wean v |
Mode : AT " |
Use IP Alias Disable s |

Failower to Mext Rule

» when interface down

= Enable Disable
when target ping for

seconds

= apoly @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the rule.

Enable Check this box to enable such profile.

Priority Choose the priority for such profile (top, high and normal).

Protocol Choose a protocol (ALL, TCP, UDP, TCP/UDP and ICMP)
for such rule applied to load balance. All is the default
setting.

Time Choose a time object to be applied by such profile.

Service Protocol It is available when TCP/UDP is selected as protocol. Choose
a profile for such rule.

Source Source Type - Choose the address type (Any, Subnet or
Obiject) for such rule.
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Object ¥
Ary

Subnet

Ohject

Each type will bring different settings for configuration.

When Subnet is selected as Source Type

® IP Address - Type an IP address here as the
source IP address for such rule.

®  Subnet Mask - Use the drop down list on the right
to choose a suitable mask for the source.

When Object is selected as Source Type

® IP Object — Use the drop down list to choose the
source IP object(s) for such rule profile.

® [P Group -Use the drop down list to choose the
source IP group(s) for such rule profile.

Destination Destination Type - Choose the address type (Subnet or
Obiject) for such rule.

Ohject w

ATy
Subnet
Ohject
Cauntry

Each type will bring different settings for configuration.

When Subnet is selected as Destination Type

® |P Address - Type an IP address here as the
destination IP address for such rule.

®  Subnet Mask - Use the drop down list on the right
to choose a suitable mask for the destination.

When Object is selected as Destination Type

® IP Object — Use the drop down list to choose the
destination IP object(s) for such rule profile.

® P Group —Use the drop down list to choose the
destination IP group(s) for such rule profile.

® DNS Object - Use the drop down list to choose
DNS object(s) for such rule profile.

When Country is selected as Destination Type

® Country Object - Use the drop down list to
choose the country object(s) for such rule profile.

Route Rule Out-going Rule - It determines the way (interface) that the
incoming traffic will be forwarded to.
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Load Balance Pool  |¥

Load Balance Poo
Llser Defined

WEM Trunk LB Fool
FRTF

S5LYFPH

AR TIEAFI

Load Balance Pool —The incoming traffic will be forwarded
to specified WAN interface or load balance pool.

User Defined —The incoming traffic will be forwarded to the
specified WAN or LAN interface with a user defined
gateway.

VPN Trunk LB Pool —The incoming traffic will be
forwarded to specified VPN trunk profile.

PPTP — The incoming traffic will be forwarded to specified
PPTP VPN profile.

SSL VPN - The incoming traffic will be forwarded to
specified SSLVPN profile.

When Load Balance Pool is selected as Out-going Rule

® | oad Balance Rule - Choose one of the profiles
to be used by such rule. In which, wanl to wan?2
profiles are configured in default. In addition,
profiles configured in Routing>>Load Balance
Pool also will be displayed here.

®  Mode - Specify which mode (NAT or Routing)
will be used for such route rule.

® Use IP Alias - Click Enable to enable such
function. Or, click Disable to disable such
function. When Enable is chosen, choose an alias
WAN IP address to replace the default WAN IP
address.

® Failover to the Next Rule - When the specified
interface disconnects due to some reason, the
router can use next matched policy route rule to
perform data transmission automatically. Click
Enable to enable such function. Or, click Disable
to disable such function.

€ When interface down - When the specified
interface (selected by out-going rule)
disconnects, the router will use next rule
match with policy route to perform data
transmission.

€ When target .....- When certain IP or
domain connects successfully or fails to
connect for several seconds, Vigor router
will treat the selected interface as
disconnected and activate Failover
mechanism. For example, you might
configure settings as:

Out-going Rule : User Defined
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Out-going interface : wanl
Failover : Enable

when target [8.8.8.8] ping [Fail] for [5]
seconds

Then, it means even if wanl connects to
network always, once the target cannot be
detected by Vigor router for 5 seconds, Vigor
router will use next matched rule to perform
data transmission.

® Failback (Quick Recover) - When the specified
interface re-connects, the traffic via other interface
will be interrupted immediately. The router will
use the specified interface for data transmission
again. Click Enable to enable such function. Or,
click Disable to disable such function.

When User Defined is selected as Out-going Rule

® Outgoing Interface - Choose one of the profiles
to be used by such rule. In which, wanl to wan2
profiles are configured in default.

® Out-going (Gateway) — Type an IP address as the
gateway. Notice that LAN interface does not have
default gateway. You MUST specify a gateway if
you choose LAN as out-going interface.

® Mode - Specify which mode (NAT or Routing)
will be used for such route rule.

® Use IP Alias - Click Enable to enable such
function. Or, click Disable to disable such
function. When Enable is chosen, choose an alias
WAN IP address to replace the default WAN IP
address.

® Failover to the Next Rule - When the specified
interface disconnects due to some reason, the
router can use next matched policy route rule to
perform data transmission automatically. Click
Enable to enable such function. Or, click Disable
to disable such function.

€ When interface down - When the specified
interface (selected by out-going rule)
disconnects, the router will use next rule
match with policy route to perform data
transmission.

€ When target .....- When certain IP or
domain connects successfully or fails to
connect for several seconds, Vigor router
will treat the selected interface as
disconnected and activate Failover
mechanism. For example, you might
configure settings as:

Out-going Rule : User Defined
Out-going interface : wanl
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Failover : Enable

when target [8.8.8.8] ping [Fail] for [5]
seconds

Then, it means even if wanl connects to
network always, once the target cannot be
detected by Vigor router for 5 seconds, Vigor
router will use next matched rule to perform
data transmission.

® Failback (Quick Recover) - When the specified
interface re-connects, the traffic via other interface
will be interrupted immediately. The router will
use the specified interface for data transmission
again. Click Enable to enable such function. Or,
click Disable to disable such function.

When VPN Trunk LB Pool selected as Out-going Rule

® | oad Balance Pool — IPsec VPN trunk profile can
be selected by such policy route. You should
define the VPN trunk profile in VPN and Remote
Access >> VPN TRUNK Management >> Load
Balance Pool before

® Mode — Specify which mode (NAT or Routing)
will be used for such route rule.

®  Failover to the Next Rule - When the specified
interface disconnects due to some reason, the
router can use next route rule to perform data
transmission automatically. Click Enable to
enable such function. Or, click Disable to disable
such function.

€ When interface down - When the specified
interface (selected by out-going rule)
disconnects, the router will use next rule
match with policy route to perform data
transmission.

€ When target .....- When certain IP or
domain connects successfully or fails to
connect for several seconds, Vigor router
will treat the selected interface as
disconnected and activate Failover
mechanism. For example, you might
configure settings as:

Out-going Rule : User Defined
Out-going interface : wanl
Failover : Enable

when target [8.8.8.8] ping [Fail] for [5]
seconds

Then, it means even if wanl connects to
network always, once the target cannot be
detected by Vigor router for 5 seconds, Vigor
router will use next matched rule to perform
data transmission.
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® Failback (Quick Recover) - When the specified
interface re-connects, the traffic via other interface
will be interrupted immediately. The router will
use the specified interface for data transmission
again. Click Enable to enable such function. Or,
click Disable to disable such function.

When PPTP selected as Out-going Rule

® PPTP Profile — VPN PPTP dial-out and VPN
PPTP dial-in profiles can be selected by such
policy route.

® Mode — Specify which mode (NAT or Routing)
will be used for such route rule.

® Failover to the Next Rule - When the specified
interface disconnects due to some reason, the
router can use next route rule to perform data
transmission automatically. Click Enable to
enable such function. Or, click Disable to disable
such function.

€ When interface down - When the specified
interface (selected by out-going rule)
disconnects, the router will use next rule
match with policy route to perform data
transmission.

€ When target .....- When certain IP or
domain connects successfully or fails to
connect for several seconds, Vigor router
will treat the selected interface as
disconnected and activate Failover
mechanism. For example, you might
configure settings as:
Out-going Rule : User Defined
Out-going interface : wanl
Failover : Enable
when target [8.8.8.8] ping [Fail] for [5]
seconds
Then, it means even if wanl connects to
network always, once the target cannot be
detected by Vigor router for 5 seconds, Vigor

router will use next matched rule to perform
data transmission.
® Failback (Quick Recover) - When the specified
interface re-connects, the traffic via other interface
will be interrupted immediately. The router will
use the specified interface for data transmission
again. Click Enable to enable such function. Or,
click Disable to disable such function.

When SSL VPN selected as Out-going Rule

® SSL Profile — VPN SSL profiles can be selected
by such policy route.

®  Mode — Specify which mode (NAT or Routing)
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will be used for such route rule.

®  Failover to the Next Rule - When the specified
interface disconnects due to some reason, the
router can use next route rule to perform data
transmission automatically. Click Enable to
enable such function. Or, click Disable to disable
such function.

€ When interface down - When the specified
interface (selected by out-going rule)
disconnects, the router will use next rule
match with policy route to perform data
transmission.

€ When target .....- When certain IP or
domain connects successfully or fails to
connect for several seconds, Vigor router
will treat the selected interface as
disconnected and activate Failover
mechanism. For example, you might
configure settings as:

Out-going Rule : User Defined
Out-going interface : wanl
Failover : Enable

when target [8.8.8.8] ping [Fail] for [5]
seconds

Then, it means even if wanl connects to
network always, once the target cannot be
detected by Vigor router for 5 seconds, Vigor
router will use next matched rule to perform
data transmission.

® Failback (Quick Recover) - When the specified
interface re-connects, the traffic via other interface
will be interrupted immediately. The router will
use the specified interface for data transmission
again. Click Enable to enable such function. Or,
click Disable to disable such function.

Apply Click it to save the configuration.

Cancel Click it to return to the factory setting.

4.  Enter all of the settings and click Apply. The new rule profile will be added on the
screen.
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Example 1: How to Setup Address Mapping by Using Policy Route

Address mapping is used to map a specified private IP or a range of private IPs of NAT
subnet into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

Group 1

Host 1 192.168.20.X NAT

=
192.168.1.23 .-‘g WANA1
202.211.100.10

WAM1 alias
'S ] 202.211.100.11
Hostz W= i g
192.168.1.100 WAN2
= 203.98.200.10

Host 3

192.168.1.56 Group1 maps to WAN1
Host 1 maps to WAN1
Host 2 maps to WAN1 alias
Host 3 maps to WAN2

Suppose the WAN settings for a router are configured as follows:

WANZ1: 202.211.100.10, WANL1 alias: 202.211.100.11

WANZ2: 203.98.200.10

Without address mapping feature, when a NAT host with an IP say "192.168.1.10" sends a
packet to the WAN side (or the Internet), the source address of the NAT host will be mapped

into either 202.211.100.10 or 203.98.200.10 (which IP or mapping is decided by the internal
load balancing algorithm).

With address mapping feature, you can manually configure any host mapping to any WAN
interface to fit the request. In the above example, you can configure NAT Host 1 to always
map to 202.211.100.10 (WAN1); Host 2 to always map to 202.211.100.11 (WANL1 alias);
Host 3 always map to 203.98.200.10 (WAN2) and Group 1 to always map to 202.211.100.10
(WAN1).

NAT Address Mapping function lets you specify the outgoing IP address(es) for one internal
IP address or a block of internal IP addresses.

We will take an example to introduce how to make use of this feature.

1.  Log into the web user interface of Vigor2960.
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2. Open WAN>>General Setup. For WANL1, choose wanl item and click Edit. Choose
Static as the 1Pv4 Protocol.

i General Setup -
elobal

Profile {max length:7) : wani
| Enable
Description : (Optional)
Port : AR
Default MAC Address (= Enable (7)Disable
IPvd Protocol : Static 4
Mode : e AT operation to packet is only applied when they came from an NAT mode LAN
IPv Protocol DHCP
Enable Schedule Reconnect : Eg'Pr;E
VLAN Tag : (Enable (yDisable enable it onlywhen your ISP requires tagged Y0LARN

= apply @ Cancel

3. From the following page, set main WAN IP address as 202.211.100.10.

IGeneral Setup =|[

Glahal Static

IP Address : 202.211.100.10

Subnet Mask 155.255.255.0024  |¥

Gateway IP Address : T )
Ty add [E) save Profile Murnber Lifnit : 64
DNS Server IP Address

DNS Server IP Address : 4888 i
D agd B Save Frafile Nurnber Limit: 254
P

IP Alias : 202211100011 il

MTUMRU : 1500

Connection Detection Mode :  pRp v

Connection Detection Interval: 10

B app @ cancel

Click Add on IP Alias to configure the other IP address which is 202.211.100.11.

4.  After finished configuration for WANL, continue to configure WAN2. At this time, the
IP switch shall be set as “203.98.200.10”.
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v General Setup

- Glabal Static
IP Address : 203.98.200.10
: Subnet Mask 255.165.255.0/24 | v
%l Gateway IP Address T
3 add 2] Save Profile Mumber Limit: 64
DNS Server IP Address
DNS Server IP Address 82.8.88 1]
@ Add ] save Profile Mumber Limit: 254
P
IP Alias

Mo iterns to show.

MTUMRU : 1400
Conhnection Detection Mode © | ARP v
Connection Detection Interval : 10

= apply @ cancel

5. Open Objects Setting>>Object and click Add to create a new IP object profile. Type
the required information as shown below. Click Apply to save the settings.

IP Ohject = ||
Profile : IF_ranoge
Address Type . Range bt

Start IP Address @ 192.168.1.15
End IP Address @ | 192.168.1.21|

= apply Q3 Cancel

6. Open Routing>> Policy Route and click Add to create a new profile.
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7. Inthe following page, check the box of Enable. Choose Object as the Source Type
and choose IP range object profile from the drop down list of IP Object. Click Apply to
save the settings.

Policy Rule =%
Profile : Rule_\WAK1
/| Enable
Priority : Marmal >
Protocol : ALL v
Source
Source Type : Ohject ¥
IP Object : W ) %
IP Group : w |
Destination
Destination Type : Ay ¥
Route Rule
Out-going Rule : Load Balance Pool |~
Load Balance Rule : wand ¥
Mode : MAT ol
Use IP Alias () Enable (%) Disable
Failover to Next Rule : (=) Enable () Disable
(=) when interface down
() when targr ping for seconds
Failback {Quick Recover) : () Enable () Disable

= Apply @ Cancel

And,
Policy Rule = [
Profile : Rule_WWAR2Z
7| Enable
Priority : Mormal X
Protocol : ALL h
Source
Source Type : Subnet a8
IP Address : 192.168.1.100
Subnet Mask : 255.255.255.0124 ¥
Destination =
Destination Type Ay e
Route Rule
Out-going Rule : Load Balance Pool | v
Load Balance Rule : want ~
Mode : MNAT X
Use IP Alias : (® Enable () Disable
IP Alias : 202.211.100.11 e
Failover to Next Rule : (=) Enable (") Disable
(=) when interface down
(ywhen targ ping for seconds =

4 m

B Apply @ cancel

8. Upon completing the above configuration, you have specified the outgoing IP
address(es) for some specific computers.

Now, you bind some specific computers to some WAN IP alias for outgoing traffic.
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Example 2: How to Setup Load Balance by Using Policy Route

The following figure shows a simple application of load balance. WAN1 and WANZ2 can be
used to access into Internet. The PC in LAN1 can send the data to the remote PC through the

specified WANL.
- =
Remote PC Internet Remote PC
203.65.1.35 139.75.244.8

WAN1

WAN1 Gateway:168.95.98.254 W
WAN2 Gateway:27.244.84.241 )
hN

LAN1: |-

Any IP address (:)’/)"‘\.

NAT PC

1. Access into web user interface of Vigor2960.
2. Open Routing>> Policy Route and click Add to create a new profile.

MUY = 7 UL A

Policy Rule

| Add | 5 Edit  [[) Delete &% Refresh

Profile Enable Protocol Source  Sourc

I
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3. Inthe following page, type a name for such profile; check Enable; choose Subnet as
Destination Type; type 203.65.1.35 as IP address; choose Load Balance Pool as
Out-going Rule; choose WANL1 as the Load Balance Rule; click Disable for Failover

to Next Rule.
Policy Rule =%
Profilo; Special_1
+Enable
Priority : Maormal e
Protocol ALL bt
Source
Source Type : ATy bt
Crestination Ve
Destination Type Subnet d
IP Address : 203.65.1.35
Subnet Mask : 2552552550124 | v
Route Rule >
Qut-going Rule Load Balance Pool |~
Load Balance Rule : f a1 i
Mode [ [NAT v
Use IP Alias () Enable (&) Disable
Failover to Next Rule : () Enable (%) Disable
(& when interface down
( when targ ping for seconds

= b Cancel

4.  After finished the above settings, click Apply to save the configuration.

Routing == Policy Rule
Faolicy Rule

T Add % Edit [ Delete & Move Up ¥ Move Down Gf Rename AutoRefresh: 1 Minute |~ | 9 Refres

Profile Enahle Priority Protocol Source Source ... Destinat... Destinat... Out-goin... Ma
U T =T trug hlorroal all LELIE ra - B - At ol

2 Special_1  frue MNormal ALL Ay E 203.85.1.... - WA INA

Now, any packets from LAN1 sent to the remote PC (IP address: 203.65.1.35) will be
forcefully to pass through WANL1.
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Example 3: How to Customize a Secure Route between Headquarter and
Branch by Using Policy Route
A LAN to LAN VPN tunnel is built between DrayTek VPN router (e.g., Vigor2960) and the

remote router. Enterprise firewall router (in Headquarter) can control the all of the traffic
coming from the remote PC (in Branch) which wants to access into Internet.

Enterprise DrayTek Router -
NAT Gateway VPN Router IP:172.16.3.25 : PC3
IP: 192.168.1.2 IP:192.168.1.1 =
DHCP: Enabled DHCP: Disabled

Headquarter Branch

_e% Query from Branch to Headquarter
) ) ) Response from Headquarter to Branch

1. Access into web user interface of Vigor2960.
2. Open Routing>> Policy Route and click Add to create a new profile.

MAPLIRERELY == ULy ML

Policy Rule

| Add | 5 Edit  [[) Delete &% Refresh

Profile Enable Protocol Source  Sourc
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3. Inthe following page, type a name for such profile (e.g., Secure_route); choose Subnet
as Source Type and type the source IP address with 172.16.3.25; choose User Defined
as Out-going Rule; choose lanl as the Out-going Interface; type 192.168.1.2 as the
Out-going (Gateway); and click Disable for Failover to Next Rule.

! Policy Rule =1
—Profie- Secure_route
+|Enable
: Priority : Mormal b | :
Protocol : ALL bt | :
: Source
Source Type Subnet bt |
IP Address : 172.16.3.25
Subnet Mask : 2552652550124 (¥ |
Destination
Destination Type Ahy s |
Route Rule
Out-going Rule Lser Defined "|
Out-going Interface : lan i |
Out-going (Gateway) 1921681.2 (Optiapal)
Mode : Routing b |
Failover to Next Rule : (" Enable (%) Disable
(%) when interface down
(O when targi ping for seconds

=1 apply| @ cancel |

4.  After finished the above settings, click Apply to save the configuration.

touting > Policy Rule

Folicy Rule

% Add £ Edit [] Delete & MoveUp ¥ Move Down G Rename AutoRefresh: 1 minute || %9 Refresh Prafile Murnber Limit : &
Profile Enable Priority Protocol  Source Source ... Destinat... Destinat... Out-goin... Mode Failover ... Failback...

1 Rule_WWA. .. true Marmal ALL [IF1IP_ra... - Any - wan NAT Enahle Disahle

2 onecial 1__true Llormal ALL Ay o 203651 . - i AT Dizable

3 Secure_r... true Mormal ALL T, = Any - lan1 GW.... ROUTING Disahle
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4.3.4 Default Route
This page allows you to assign a WAN profile as the default route.

Routing >> Default Route a

Auto Logout | o Default Route
Quick Start Wizard

Online Status WAN Profile/oadbalance Pool Name : yyzn1

Auto Failover to Active WANs = Enable O Disable
Load Balance Mode : P Based

Load Balance Pool

Static Route

Paolicy Route

RIP Configuration =
OSPF Configuration

BGP Configuration

B Apply Q) Cancel

Available parameters are listed as follows:

Item Description

WAN Profile Display the WAN profiles for user to choose as a default
/Load Balance Pool route.

Name In which, wan1 to wan2 are factory default settings.

Auto Failover to Active | Enable — Check it to let the network connection being
WANSs established through any active WAN interface.

Disable — Check it to disable the function.

Load Balance Mode IP Based - The same source / destination IP pair will select
the same WAN interface as policy. It is the default setting.

Session Based- All of the WAN interfaces will be used (as
out-going WAN) for passing through new sessions to get
better transmission speed. Though good speed test result for
throughput might be reached; however, some web site may
not open smoothly, especially the site need authentication,
e.g., FTP.

If you have no strong demand about speed test result, keep
default settings as IP based.

Apply Click it to save the configuration.
Cancel Discard current page modification.
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4.3.5 RIP Configuration

The Routing Information Protocol (RIP) is a dynamic routing protocol used in local and
wide area networks. The routing information packet will be sent out by web server or router
periodically, and can be used to communicate with other routers. It will calculate the number
of network nodes on the route to ensure there is no obstruction on the network routine. In
addition, it will choose a correct route based on the method of Distance Vector Routing and
use the Bellman-Ford algorithm to calculate the routing table.

RIP can update the routing table automatically and find a route to send packet. See the
following figure as an example:

A (Support RIP)

DrayTek

aaﬂifi—i—ljlila

B(Support RIP)

Draylik

33 i Y ol ] [

DrayTek

ST [ETXT (I
C (SupportRIP)

Suppose A supports RIP on WAN1/WAN2, B supports RIP on WAN1 and WANZ2, and C
supports RIP on WAN1/WAN2.

B will tell A "if you want to send packets to C, please send it to me first", then A will create
a routing rule to forward packet that destination is C to B.

In another direction, C will do the same thing.

158 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



Routing >> RIP Configuration a

Auto Lagout | o ¥ RIP Configuration
Quick Start Wizard
Online Status Enable
Profile
lan1
wani
Load Balance Pool wan2
Static Route
Paolicy Route
Default Route

OSPF Configuration
BGP Configuration

B Apply @ cancel

Available parameters are listed as follows:

Item Description

Enable Check the box to enable the Mirror function for the switch.
Profile Choose the LAN/WAN profile(s).

Apply Click it to save the settings.

Cancel Click it to exit the dialog without saving anything.

After finished the settings, click Apply to save them.
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4.3.6 OSPF Configuration

OSPF (Open Shortest Path First) uses the algorithm of SPF (Shortest Path First) to calculate
the route metric. It is suitable for large network and complicated data exchange. Vigor 2960
supports up to OSPF version 2(only for IPv4).

The Autonomous System (AS) used in OSPF indicates the largest entity and can be divided
into several areas. Usually, Area 0 will be used as OSPF backbone which distributing the
routing information among areas.

When you need faster convergence than distance vector, want to support much larger
networks or want to have less susceptible to bad routing information, you can enable OSPF
feature to fit your request. Note that both routers must support OSPF function at the same
time to build the OSPF connection.

Routing >> OSPF Configuration @

Auto Logout : | o

Quick Start Wizard
Online Status

Load Balance Pool Profile

Static Route
Paolicy Route
Default Route
RIP Configuration

OSPF Configuration

BGP Configuration

OSPF Configuration

Enahle

0 Add Profile Number Limit : 84

Profile Area

Mo itemns to show.

B Apply @ Cancel

Available parameters are listed as follows:

ltem

Description

Enable

Check the box to enable the function.

Profile

Add- Click it to create a new profile.

T3 Add
Profile Are:

Profile : -

lan1
lantest
WAl
Wan2

Profile - Choose a LAN/WAN profile from the drop down
list to apply for such configuration.

Area — An AS will be divided into several areas. Each area
must be assigned with a dedicated number.

Note: For the detailed information of OSPF application,
refer to section ““3.2 How to Configure OSPF?”".

Apply

Click it to save the settings.

Cancel

Click it to discard the settings configured in this page.
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How to add a new profile

1.  Open Routing>>0OSPF Configuration.

2.  Check Enable.

3. Click the space of Profile. A pop-up dialog will appear. Click Add.

/| Enable
0y Add Frafile Mumber Limit: 64
Profile Area

Profile : - i
lan1
lantest
wahl
wah2

4.  Use the drop down list of LAN Profile to choose the one you need. And specify the
value of Area (either 0.0.0.0 ~ 255.255.255.255 or 0 ~ 4294967295) for that profile.

+|Enable
0y Add Profile Mumber Limit: 64
Profile Area
Profile:  {jantest v | a0 il

5. Click Apply to save the settings. A new profile is created and displayed on the screen.

QSPF Configuration

¥|Enable
| :) Add | Frofile Mumber Limit . 64
Profile Area
Profile : lantest 30 i
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4.3.7 BGP Configuration

BGP means Border Gateway Protocol. It is a standardized exterior gateway protocol which
can exchange routing and reachability information between autonomous systems (AS) on
Internet.

The protocol TCP is used by two routers supporting BGP for data transmission. They can
exchange the BGP routing information for each other. A BGP router is the “neighbor” of
other BGP routers. Define the IP address, AS number for the router is essential for TCP
connection of BGP routing information exchange.

AS, the abbreviation of Autonomous System, is a group interconnected with multiple IP
addresses. AS numbers indicate the full paths that the route information will be taken. It can
be operated by one or several ISPs and follows the routing policies made by ISP.

LN

4.3.7.1 Neighbors Status
Such page displays current neighbors status in BGP routing environment.

Routing >> BGP Configuration >> Neighhors Status @
Aurto Logout - | o Meighbors Status | BGP Configuration | Meighbor
Quick Start Wizard |9 T Yy
RS oRefresh: 1 pinute v | %9 Refres
BGP Neighbor Meighbaor IP Meighbaor AS State
Mo iterns to show.
Load Balance Pool
Static Route
Policy Route
Default Route
RIP Configuration
OSPF Configuration
BGP Configuration
ol
— .
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Available parameters are listed as follows:

Item Description

Auto Refresh Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

10 Seconds w

10 Seconds
30 Seconds
1 Minute
Di=zahle

Refresh Renew current web page.

BGP Neighbor Display the neighbor profile name configured successfully in
the Neighbor tab in Routing >>BGP configuration.

Neighbor IP Display the neighbor IP address configured successfully in
the Neighbor tab in Routing >>BGP configuration.

Neighbor AS Display the autonomous system number of the neighbor
configured successfully in the Neighbor tab in Routing
>>BGP configuration.

State Display the status of neighbor profile. If it is established
successfully, “Established (time)” will be shown in this field.
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4.3.7.2 BGP Configuration
This page is used to configure the general settings for the host which is ready for using BGP.

Routing >> BGP Configuration >> BGP Configuration &
frmlmgs fod hs Meighbors Status | BGP Configuration | Meighbor
Quick Start Wizard 4
Online Status
Enable
Autonomous System number :

Load Balance Pool £ Add B zawe Profile Mumber Limit: 16

Static Route P Subnet Mask

Policy Route Static Networks Mo ferns 1o show.

Default Route
RIP Configuration
OSPF Configuration

BGP Configuration

Note :
Metworks: announce the specified network as belonging to our AS

B apply @ cancel

Available parameters are listed as follows:

Item Description

Enable Check the box to enable BGP function.

Autonomous System Type the autonomous system number for the host in BGP
number application.

Static Networks Define the IP addresses (forming network range) which

allow to be connected by other clients through static route.

Add - Click it to add a specified IP address and subnet
mask.

Save — Click it to save the settings.

Profile Number Limit - Display the total number of the
profiles to be created.

IP — Type the IP address.

Subnet Mask — Display subnet mask for the IP address
automatically.

After finished the settings, click Apply to save the configuration.
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4.3.7.3 Neighbor

This page is used to configure the IP address and AS number for the neighbor which will
exchange BGP routing information with your Vigor router.

Routing >> BGP Configuration »> Neighbor a
Auto Logout | off

Quick Start Wizard
Online Status

MNeighbors Status | BGP Configuration | Mejghbor
) Add € Edit (] Delete G Rename &% Refresh Prafile Mumber Limit: 16
Profile Enable Neighbor IP Address Autonomous System number Password

Mo items to show.

Load Balance Pool
Static Route

Policy Route
Default Route

RIP Configuration
OSPF Configuration

BGP Configuration

Available parameters are listed as follows:

Item Description
Add Add a new port redirect profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Rename Allow to modify the selected profile name.
Profile - || 3%
Profile : Car_1

Rename as :

M apply 3 Cancel

Before using such function, there is one profile existed at

least.
Refresh Renew current web page.
Profile Display the name of the profile.
Enable Display the status of the profile. False means disabled; True

means enabled.
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Neighbor IP Address Display the IP address of the neighbor.

Autonomous System Display the autonomous system number of the neighbor in
Number BGP application.

How to add a new BGP profile

1. Open Routing>> BGP Configuration and click the Neighbor tab.
2. Simply click the Add button.

3. The following dialog will appear.

Heighlor -
Profile : Car_1
/|Enahble
Meighbor IP Address : 192 168.1.93
Autonomous System number @ 25
Enable MD5 Auth = Enable  Disable
Password:  |eses |

M apply Q Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable Check the box to enable this profile.

Neighbor IP Type the private IP used for this profile.

Address

Autonomous Type the autonomous system number for the neighbor in
System number BGP application.

Enable MD5 Auth Click Enable to enable MD5 authentication.

Password — Type characters as the password for MD5
authentication.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
A new profile has been added onto Neighbor table.

166 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



4.4 NAT

NAT (Network Address Translation) is a method of mapping one or more IP addresses
and/or service ports into different specified services. It allows the internal IP addresses of
many computers on a LAN to be translated to one public address to save costs and resources
of multiple public IP addresses. It also plays a security role by obscuring the true IP
addresses of important machines from potential hackers on the Internet. The Vigor 2960
Series is NAT-enabled by default and gets one globally routable IP addresses from the ISP
by Static, PPPoE, or DHCP mechanism. The Vigor2960 Series assigns private network IP
addresses according to RFC-1918 protocol and translates the private network addresses to a
globally routable IP address so that local hosts can communicate with the router and access
the Internet.

NAT
Port Redirection
Server Load Balance
DMZ Host
ALG
Connection Timeout

4.4.1 Port Redirection

Port Redirection means port forwarding. It may be used to expose internal servers to the
public domain or open a specific port to internal hosts. Internet hosts can use the WAN IP
address to access internal network services, such as FTP, WWW and etc. The internal FTP
server is running on the local host addressed as 192.168.1.2. When other users send this type
of request to your network through the Internet, the router will direct these requests to an
appropriate host inside. A user can also translate the port to another port by configuration.
For example, port number with 1024 can be transferred into IP address of 192.168.1.100 of
LAN. The packet is forwarded to a specific local host if the port number matches that
defined in the table.

NAT »> Port Redirection =)
Auto Logout - |ory Part Redirection
Quick Start Wizard — =
£ ” (4 ~] Frofile Mumber Limit : 256
Online Status 5 Add £ Edit [l Delete & Move Up Move Down G Rename &5 Refresh
Se... | Search B Ge... | BuGe.. |WBe... | WBe.. |BTe. |WBe.. | WBe.. | WTearch B Gea.. |
Profile  Enable Port Redirection... WaN ... UseIP... Alias Protoc.. Sourc... Public... Public... Private IP Private

Mo iterns to show.

Port Redirection

Server Load Balance
DMZ Host

ALG

Connection Timeout

Central Management

Each item will be explained as follows:

Item Description
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Add

Add a new port redirect profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.
Move Up Change the order of selected profile by moving it up.
Move Down Change the order of selected profile by moving it down.
Rename Allow to modify the selected profile name.
ﬁloﬁle =|[%
Profile FRE_1
Rename as | PR_TEST
B Aoply @3 Cancel
Before using such function, there is one profile existed at
least.
Refresh Renew current web page.
Profile Display the name of the profile.
Enable Display the status of the profile. False means disabled; True

means enabled.

Port Redirection Mode

Display the direction for the port to be redirected.

WAN Profile Display the WAN interface of this profile.

Use IP Alias Display the type (no, Single Alias, All) the IP Alias used.
Alias Display the selected WAN IP address.

Protocol Display the protocol used for the entry.

Source IP Display the name of the source IP object.

Public Port Start

Display the starting number of the public port.

Public Port End

Display the ending number of the public port.

Private IP

Display the private IP used for this entry.

Private Port

Display the number of the private port.

168 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



How to add a new Port Redirection profile
1. Open NAT>> Port Redirection.

2. Simply click the Add button.

3. The following dialog will appear.

Port Redirection -
Profile : FR_1
Enahle
Port Redirection Mode Range to One w
WAN Profile : All ~
Protocol : TCPUJDP -/
Source IP John v | X
Public Port Start : 100
Public Port End : 110
Private IP : 192.168.1.158
Private Port : 00|
Mote :

1. In 'Range-to-Range(lP)' Mode the Private [P End will be calculated automatically once the Puhlic Part Start and Public Port
End hawe been entered.

B apply @ cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable Check the box to enable this profile.

Port Redirection Specify the direction for the port to be redirected.

Mode Qe to One

Range to One
Range to Rangedp... |
Fange to Range(lF)

WAN Profile Specify the WAN interface for such profile.

Wan2 w

All
WA
Wans
ush
ushz

Use IP Alias When All is selected as WAN Profile, such feature is
unavailable.

Use the drop down menu to specify which type of IP Alias
you want.

[
Sinogle Alias
All

Single Alias — You have to type one IP address used for IP
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Alias.
All — All the IP address can be treated as IP Alias.

Alias WAN IP alias that can be selected and used for port
redirection. Before using it, please go to WAN>>General
Setup and enable the wan1l profile. Add several IP addresses
under Static mode for wanl.
Protocol Choose the protocol used for the entry.
TCF v
TCF
UGP
TCRAIDP
Source IP Choose the source IP object for port redirection.

Public Port Start/
Public Port End

It is available when Range to One or Range to Range
(port) or Range to Range (IP) is selected as Port
Redirection Mode.

Type the starting/ending number of the public port.

For Range-to-One, set both Start and End values with the
same value.

Private IP

Specify the private IP address of the internal host providing
the service. Simply type the private IP used for this entry.

Private IP Start/
Private IP End

It is available when Range to Range (IP) is selected as Port
Redirection Mode.

Type the starting/ending IP address.

Private Port

Type a port number for such profile.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.

A new profile has been added onto Port Redirection table.
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4.4.2 Server Load Balance

When data traffic is large, Server Load Balance can distribute heavy traffic load among
different servers equally to reach load balance. Thus, each server may keep average
workload and the network will not become slowly or interrupted due to large traffic.

NAT >> Server Load Balance 2]

Auto Logout : | o o Server Load Balance
Quick Start Wizard
Online Status

@y add 2 Edit [l Delete  Gf Rename &9 Refresh Prafile Number Limit - 20

Profile Enable Protocol WWAN Profile IP Alias Port

Mo iterns to show.

Port Redirection
DMZ Host

ALG

Connection Timeout

Central M nt Note:
entral Managerne: This feature is incompatible with Routing -= Default Route -= Session Based Mode

Dlamen rhanee b 10 Darnd Wada kefare anskle fhie fietian

Each item will be explained as follows:

Item Description
Add Add a new server load balance profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
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Delete

Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Rename

Allow to modify the selected profile name.

Before using such function, there is one profile existed at
least.

Refresh

Renew current web page.

Profile

Display the name of the profile.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Protocol

Display the protocol used for the entry.

WAN Profile

Display the WAN interface of this profile.

IP Alias

Display the selected WAN IP address.

Port

Display the port value used by WAN interface.

How to add a new server load balance profile

1. Open NAT>> Server Load Balance.
2. Simply click the Add button.

3. The following dialog will appear.

Server Load Balance

Profile :

/|Enable
Protocol :
WAN Profile
Use IP Alias :
IP alias :
Port :

Real Server

Note:

SLE_1
TCP v
wanl e

= Enable . Disable

200
% Add ] Delete

IP
192.168.1.89

Part
52

Profile Mumber Limit: 10

Weight
1

funn neo fin condra nloace cat hnth WAkl nnft and Real Somar nnettn 1940

= apply @ cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the profile.

Enable

Check the box to enable this profile.

Protocol

Choose the protocol (TCP or UDP) used for the entry.

WAN Profile

Specify the WAN interface for such profile.
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Use IP Alias Click Enable to specify IP alias for such profile.

Alias - WAN I[P alias that can be selected and used for port
redirection. Before using it, please go to WAN>>General
Setup and enable the wan1l profile. Add several IP addresses
under Static mode for wanl.

Port Type a public port number for WAN interface.

Real Server Type the IP, port and weight values for the server(s) which is
installed behind Vigor router.

IP — Type the IP address (LAN subnet) of real server.
Port — Type a private port number for real server.

Weight — Greater value can be specified for a server with
high process capability.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.

5. A new profile has been added onto server load balance table.

HAT >> Server Load Balance 2

Server Load Balance
3 pod JEEdt [ Delete  GP Rename M Refresh Profile Number Limit : 20
Profile Enable Protocol WAH Profile IP Alias Port
1 A Example false Tcp want 8080
P Fort wisight
192168111 a0 1
(EEETRRE WY 80 1
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4.4.3 DMZ Host

In computer networks, a DMZ (De-Militarized Zone) is a computer host or small network
inserted as a neutral zone between a company’s private network and the outside public
network. It prevents outside users from getting direct access to company network. A DMZ is
an optional and more secure approach to a firewall and effectively acts as a proxy server as
well. In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to Web
sites or other companies accessible on the public network. The DMZ host then initializes
sessions for these requests on the public networks. However, the DMZ host is not able to
initiate a session back into the private network. It can only forward packets that have already
been requested. Users of the public network outside the company can access only the DMZ
host. The DMZ may typically also have the company’s Web pages so these could be
served to the outside world. If an outside user penetrated the DMZ host’s security, only the
Web pages will be corrupted but other company information would not be exposed.

NAT > DMZ Host 2]

Auto Logout © | o X DMZ Host
Quick Start Wizard
Online Status

T Add £ Edit [l Delete G Rename &5 Refresh Prafile Mumber Limit: 16

Profile Enable WWAN Profile IP Alias DMZ Host IP Allow DMZ Host to Ac

Mo items to show.
Port Redirection
Server Load Balance

ALG
Connection Timeout

Central Management

Each item will be explained as follows:

Item Description
Add Add a new DMZ host profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Rename Allow to modify the selected profile name.
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Profile %

Profile : PR_1
Rename as | PR_TEST

B aoply @3 Cancel

Before using such function, there is one profile existed at

least.

Refresh Renew current web page.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display the WAN profile that such DMZ host profile will be
applied to.

IP Alias Display the selected WAN IP address if Use IP Alias is
enabled.

DMZ Host IP Display the IP address of the DMZ host.

Allow DMZ Host to Display if such function is enabled or disabled.

Access Network

How to add a new DMZ Host profile
1. Open NAT>> DMZ Host.

2. Simply click the Add button.

3. The following dialog will appear.

DMZ Host -
Profile : DMZ_1_RD
/| Enable
WAN Profile wan "
Use IP Alias : Enahle = Disahle
DMZ Host 1P :
Allow DMZ Host to Access Network @ = Enable ) Disahle
Allowed IP Object : John w | ¥ (Optional)
Allowed IP Group : w | ¥ (Dptional)
Allowed Service Type FINGER, FTP, ... | » »|(Optional)

M apply Q Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the profile.
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Enable Check the box to enable the DMZ Host profile.

WAN Profile Choose a WAN profile for such entry.

Use IP Alias Click Enable to invoke IP Alias function.
IP Alias - IP alias that can be selected and used for port
redirection. Before using it, please go to WAN>>General
Setup and enable the wan1l profile. Add several IP addresses
under Static mode for wanl.

DMZ Host IP Type the IP address of the DMZ host.

Allow DMZ Host to
Access Network

Click Enable to make DMS host accessing network.

Allowed IP Obiject

This is an optional setting.

Use the drop down list to choose the IP object profile(s) to
apply to such profile.

Allowed IP Group

This is an optional setting.

Use the drop down list to choose the IP group profile(s) to
apply to such profile.

Allowed Service
Type

This is an optional setting.

Use the drop down list to choose the type(s) to apply to such
profile.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

Enter all of the settings and click Apply.
A new profile has been added onto DMZ Host table.
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444ALG

44.4.1SIP ALG

SIP ALG means Session Initiation Protocol, Application Layer Gateway. This page
allows make SIP message and RTP packets of voice being transmitting and receiving
correctly via NAT by Vigor router.

NAT > ALG > SIP ALG @
Auto Logout | off v SIPALG | H.323ALG
Quick Start Wizard
Online Status Enable SIP ALG

Port Redirection
Server Load Balance
DMZ Host

ALG

Connection Timeout

Central Management -
E] 2pply @ cancel

Available parameters are listed as follows:

Item Description

Enable SIP ALG Check the box to enable the function for the switch.

Apply Click it to save the settings.

Cancel Click it to discard the settings configured in this page.
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4442 H.323 ALG

The H.323 ALG allows incoming and outgoing VolIP calls passing through NAT. If required,
check the box and click Apply to save the settings.

NAT >» ALG >» H323 ALG =)
Auto Logowt - | off d SPALG | H323ALG
Quick Start Wizard E
Colinelstatis Enable H.323 ALG
Port Redirection

Server Load Balance
DMZ Host

Connection Timeout

Central Management -
B apply @ Cancel

4.4.5 Connection Timeout

This feature is used to configure timeout setting for sessions established by TCP/UDP. When
a session is idle for a period of time, the connection will be terminated after reaching the
time limit configured in such page.

NAT >> Connection Timeout @
Auto Logout - | off Cannection Timeout
Quick Start Wizard
Online Status
TCP Timeout : 3600 (Seconds, Default 3600seconds)
UDP Timeout : 180 (Seconds, Default180seconds)
TCP WWW Timeout : 60 (Seconds, DefaultB0secands)
Port Redirection TCP SYN Timeout: GO (Seconds, DefaultB0secands)
Server Load Balance
DMZ Host
ALG
Connection Timeout E
Note :

1. Itis generally a bad idea to lower UDP Timeout and TCP SYN timeout values
Central Management -
B apply @ Cancel

Available parameters are listed as follows:

Item Description
TCP Timeout Set a time limit for sessions established by TCP (except Port
80 and Port 443).
UDP Timeout Set a time limit for sessions established by UDP.
TCP WWW Timeout Set a time limit for sessions established by TCP Port 80 and
Port 443.
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TCP SYN Timeout Set a time limit for sessions established by TCP SYN.

Apply Click it to save the settings.

Cancel Click it to discard the settings configured in this page.

4.5 Firewall

The firewall controls the allowance and denial of packets through the router. The
Firewall Setup in the Vigor2960 Series mainly consists of packet filtering, Denial of
Service (DoS) and URL (Universal Resource Locator) content filtering facilities. These
firewall filters help to protect your local network against attack from outsiders. A firewall
also provides a way of restricting users on the local network from accessing inappropriate
Internet content and can filter out specific packets, which may trigger unexpected outgoing
connection such as a Trojan.

The following sections will explain how to configure the Firewall. Users can select IP Filter,
DoS Defense, MAC Block and Port Block options from Firewall menu. The DoS Defense
facility can detect and mitigate the DoS attacks.

Firewall

Filter Setup
Do%S Defense
MAC Block
Fitter Counter

4.5.1 Filter Setup

Vigor firewall will filter the packets based on the settings, including IP Filter, Application
Filter, URL/Web Filter and QQ Filter configured under Firewall>>Filter Setup. These
filters will group certain objects (e.g., IP Object, Service Object, Keyword Object, File
Extension Object, IM Object, P2P Object, P2P Object, Protocol Object, Web Category

Object, QQ Object, QQ Group, Time Object, and etc.) and form a powerful firewall to
protect your computer.

4.5.1.1 IP Filter

This page allows you to create new IP filter group for your request.

Firewall »> Filter Setup >> IP Filter a
Auto Logowt: ort IPFilter | IP¥E Filter | Application Filter | URLAeh Categary Filter | Q@ Filter | Defaull Policy

Quick Start Wizard

(g il ~] R Profile Murmber Limit: 12
T T o add 5 Eoit () Delete &% Refesh & Move Up Move Do

Group Enable Comment
b IPF_Marketing true used for MKT Dept

DoS Defense
MAC Block
Filter Counter

Central Management
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Each item will be explained as follows:

Item Description

Add Add a new group profile for IP filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Profile Number Limit Display the total number of the profiles to be created.

Group Display the name of the IP filter group profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Comment Display the description for such profile.

How to create an IP Filter group

To build an IP group containing IP filter rules, please follow the steps:
1. Open Firewall>>Filter Setup and click the IP Filter tab.

2. Simply click the Add button.

3. The following dialog will appear.

IP Filter -]

Group : IPF_Marketing|

| Enable

Comment . used far MKT Dept (Cptionaly

M 2pply I Cancel

Available parameters are listed as follows:

Item Description

Group Type the name of the IP filter group.
Enable Check the box to enable this profile.
Comment Give a brief description for the profile.
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Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
5. Anew filter group has been added.

Firewall == Filter Setup >=> IP Filter

IP Filter IPvE Filter | Application Filter | URLAYeb Category Filter | Q@ Filter | Default Policy

@ Add 2% Edit [ Delete &% Refresh 4 MoveUp ¥ Move Down Prafile Murnber Lirit: 12
Group Enable Comment
¥ IPF_Marketing true used far MKT Dept

6.  You can create filter rule by clicking ¥ on the left side of the selected IP filter group
profile. A setting page will appear for you to add new IP filter rule profile.

Firewall == Filter Setup == IP Filter

IP Filter IPvE Filter || Application Filter | URLAYeb Category Filter | QQ Filter | Default Palicy

Ty add % Edit [ Delete &M Refresh @ Move Up ¥ Move Down F
IO Enable Comment
4 |PF_Marketin true used far MKT Dept
"o Add £ Edit [ Delete &% Refresh G Rename & MoveUp ¥ Move Down
Rule Enahle Action Interface General Fi... Source Fi... Destinatio... Counter

Mo items to show.

7. Move your mouse to click Add.
|P Filter IPvE Filter | Application Filter | URLWeb Category Filter (e[

Ty oadd & Edit  [[[] Delete &5 Refresh < Mave Up % nlove

Group Enable
4 IPF_Marketin true

| €y Add | % Edit [} Delete &5 Refresh G Rename 4 n

8.  The following page for configuration will appear.
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| Rule -

| Profile : For_duty
/| Enable
Action | Connection Limit |
Limit Packets : 10000 packetsisec, only for new connection
Limit Mode : Share @& Each

|

| Syslog: Enable = Disahle
| Input Interface :| any ~
|| OutputInterface | any v

Ifno ohjectis selected in a category, the case of 'Any'is applied
Firewall Chjects

=l Time Schedule

» Time Ohject

P Time Group

» Advanced Setting

=l Service Protocol

P Seniice Type Object

» Service Type Group

=) Incoming Country Filter

P Source Country Object (At most accept 15 countries)

=) Qut-going Country Filter

» Destination Country Ohject (&t rmost accept 15 countries)
+ Source IP

1l Destination IP

4 Incoming MAC Filter
il & Out-going MAC Filter

[ apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IP filter rule.

Enable Check the box to enable this profile.

Action The action to be taken when packets match the rule.
Block - Packets matching the rule will be dropped
immediately
Accept- Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule,
and that does not match further rules, will be dropped.

Accept If No Further Match - A packet matching the rule,
and that does not match further rules, will be passed through.

Connection Limit —Limiting the number of packets for new
connection can avoid attack driven by unknown person. For
each connection session, packets number smaller than the
Limit Packets setting can be passed immediately; however,
packets number greater that the Limit Packets setting will be
dropped. That is, packets to be passed or dropped are
determined by connection rate (new session) at that time.
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Accept ~
Block

Accept

Black If Mo Further Match
Accept f Mo Further Ma. ..
Connection Lirmit

Limit Packets When you choose Connection Limit as Action, you have to
configure limit packets number to determine how many
packets per second will be passed through.

Limit Mode When you choose Connection Limit as Action, you have to
choose Share or Each in addition to the number of packets
limits.

Share — It means the total IP addresses in a segment will be
limited with certain packets number per second.

Each —It means each IP will be limited with certain packets
number per second.

Next Group When you choose Block If No Further Match or Accept If
No Further Match as Action, you have to specify next IP
filter group for further matching.

Syslog Click Enable to make the history of firewall actions
appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.

System Maintenance == Syslog / Mail Alert == Syslog File

Syslog Access Setup Syslog File Mail Alert

Input Interface Choose one of the LAN or WAN profiles as data receiving
interface.

Output Interface Choose one of the LAN or WAN profiles as data
transmitting interface.

Time Schedule Time Object - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule object profile to be

applied on such rule. You can click I':, to create another
new time object profile.

Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be

applied on such rule. You can click “w# to create another
new time group profile.

Advanced Setting — Check the box of Clear sessions when
schedule ON to clear the sessions when the above schedule
profiles are applied.

Service Protocol Service Type Object —Click the triangle icon ¥ to display
the profile selection box. Choose one or more service type
object profiles from the drop down list. The selected profile

Vigor2960 Series User's Guide 183

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



will be treated as service type. You can click I':, to create
another new service type object profile.
Service Type Group —Click the triangle icon ¥ to display

the profile selection box. Choose one or more service type
group profiles from the drop down list. The selected profile

will be treated as service type. You can click I':, to create
another new service type group profile.

Incoming Country
Filter

Source Country Object (At most accept 15 countries) -
Click the triangle icon  to display the profile selection
box. Choose one or more country object profiles from the
drop down list. The selected profile will be treated as an

incoming country filter. You can click [':_.. to create another
new filter profile.

Outgoing Country
Filter

Destination Country Object (At most accept 15
countries) - Click the triangle icon ¥ to display the profile
selection box. Choose one or more country object profiles
from the drop down list. The selected profile will be treated

as an outgoing country filter. You can click [:, to create
another new filter profile.

Source IP

Source IP Object / Source IP Group / Source User Profile
/ Source User Group / Source LDAP Group / Source
Guest Group - Click the triangle icon ¥ to display the
profile selection box. Choose one or more object profiles
from the drop down list. The selected profile will be treated

as source target. You can click ﬁ:_.. to create another new

object profile, or click the edit icon A to modify the
existed profile.

Destination IP

Destination IP Object / Destination IP Group /
Destination DNS Object / Destination User Profile /
Destination User Group / Destination LDAP Group /
Destination Guest Group - Click the triangle icon ¥ to
display the profile selection box. Choose one or more object
profiles from the drop down list. The selected profile will be

treated as destination target. You can click I:, to create

another new object profile, or click the edit icon A to
modify the existed profile.

Incoming MAC
Filter

Source MAC Object - Click the triangle icon ¥ to display
the profile selection box. Choose one or more MAC object
profiles from the drop down list. The selected profile will be

treated as source target. You can click r:.- to create another
new MAC object profile.

Outgoing MAC
Filter

Destination MAC Object - Click the triangle icon ¥ to
display the profile selection box. Choose one or more MAC
object profiles from the drop down list. The selectedrprofile

will be treated as destination target. You can click 5w to
create another new MAC object profile.

Apply

Click it to save and exit the dialog.
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Cancel Click it to exit the dialog without saving anything.

9. Enter all of the settings and click Apply.

A new IP filter rule has been added under the IP Filter Group (named IPF_Market in

this case).
\ Note: You can create multiple IP filter rules under a certain IP Filter group.

10.
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4.5.1.2 IPv6 Filter

This page allows you to create new IPv6 filter group for your request.

Firewall >> Filter Setup >> IPv6 Filter

Auto Logout : | o

Quick Start Wizard
Online Status

Group
4 IPvE_1
@ Add XX Edit ) Delete &% Refresh ) Rename o MoveUp % Move Down

Rule

For_IP¥6_1

DoS Defense
MAC Block
Filter Counter

Central Management

IP Filter

o add € Edit [l Delete &% Refresh o Move Up ¥ Move Dowin

Enahle Action Interface

o

IPwE Filter | Application Filter | URLMYeh Category Filter | QQ Filter | Default Policy

Frofile Murmber Limit: 12
Enable Comment

true

Profile Number Limit: 20

General Fire... Source Firew... Destination F... Counter Clear Counter

true Accept [N all_lans 1] ik

Each item will be explained as follows:

ltem

Description

Add

Add a new group profile for IPv6 filter.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Move Up

Change the order of selected profile by moving it up.

Move Down

Change the order of selected profile by moving it down.

Profile Number Limit

Display the total number of the profiles to be created.

Group

Display the name of the IP filter group profile.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Comment

Display the description for such profile.
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How to create an IPv6 Filter group

To build an IP group containing IP filter rules, please follow the steps:
1. Open Firewall>>Filter Setup and click the IPv6 Filter tab.

2. Simply click the Add button.

3. The following dialog will appear.

IPvG Filter - |[ 3¢

Group : [Pywh_1
7| Enable

Comment : (Optional)

M apply 9 Cancel

Available parameters are listed as follows:

Item Description

Group Type the name of the IP filter group.

Enable Check the box to enable this profile.

Comment Give a brief description for the profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
A new filter group has been added.

wewall == kilter Setup == IFvo kilter

IP Filter IPvE Filter Application Filter | URLM/eh Category Filter Q3 Filter Default Palicy

3 Add & Edit  [] Delete &% Refresh 44 MoveUp % Mowe Down Prafile Mumber Limit: 12

Group Enable Comment
PIPvE_1 true
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6.  You can create filter rule by clicking ¥ on the left side of the selected IP filter group
profile. A setting page will appear for you to add new IP filter rule profile.

Firewall >> Filter Setup »> IPvG Filter
IP Filter IPwE Filter | Application Filter | URLMYeb Category Filter | Qi Filter | Default Policy

Ty Add £ Edit [ Delete &% Refresh  w Move Up % Move Down

Enable Comment
l 4 IPvBE_1 true
w Add € Edit [ Delete &9 Refresh G Rename o Move Up F. Move Dow
Rule Enable Action Interface General Fi... SourceFi... Destinatio...

Mo items to show.

7. Move your mouse to click Add.
IF Filter IPvE Filter Application Filter | LUIRLAeh Catedr

Ty Add € Edit  [[]) Delete 5 Refresh 4 Move L

Group Enable
4 IPve_1 frue

| Add | | € Edit ([ Delete &5 Refresh G} R

8.  The following page for configuration will appear.

Rule %

Profile :
Enable

Action : Accept 2

SysLog : (O Enable () Disable
Input Interface | aL L LANS &
Output Interface :|jgny &
If no obhject is selected in a categary, the case of Any' is applied
Firewall Objects
= Time Schedule k-
P Time Chject
P Time Group
=l Service Protocol
P Service Type Ohject
F Service Type Group
= Source IP
F Source IPvE Ohject
= Destination IP
F Destination IPvE Object

B apply @ Cancel

Available parameters are listed as follows:
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Item Description

Profile Type the name of the IP filter rule.

Enable Check the box to enable this profile.

Action The action to be taken when packets match the rule.

Block - Packets matching the rule will be dropped
immediately

Accept- Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule,
and that does not match further rules, will be dropped.
Accept If No Further Match - A packet matching the rule,
and that does not match further rules, will be passed through.

"

Accent
Bloclk
Accept
Black If Mo Further Match
Accept If Mo Further Ma. .

Next Group When you choose Block If No Further Match or Accept If
No Further Match as Block Action, you have to specify
next IP filter group for further matching.

Syslog Click Enable to make the history of firewall actions
appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.

System Maintenance == Syslog / Mail Alert == Sysloq File

Syslog Access Setup Syslog File Mail Aler

Input Interface Choose one of the LAN or WAN profiles as data receiving
interface.

Output Interface Choose one of the LAN or WAN profiles as data
transmitting interface.

Time Schedule Time Object - Click the triangle icon ¥ to display the
profile selection box. Choose a schedule object profile to be

applied on such rule. You can click I':, to create another
new time object profile.

Time Group - Click the triangle icon P to display the
profile selection box. Choose a schedule group profile to be

applied on such rule. You can click “# to create another
new time group profile.

Service Protocol Service Type Object —Click the triangle icon ¥ to display
the profile selection box. Choose one or more service type
object profiles from the drop down list. The selected profile

will be treated as service type. You can click I':, to create
another new service type object profile.
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Service Type Group —Click the triangle icon P to display
the profile selection box. Choose one or more service type
group profiles from the drop down list. The selected profile

will be treated as service type. You can click I',:, to create
another new service type group profile.

Source IP Source IPv6 Object - Click the triangle icon P to display
the profile selection box. Choose one or more IP object
profiles from the drop down list. The selected profile will be

treated as source target. You can click I:, to create another
new IP object profile.

Destination IP Destination IPv6 Object- Click the triangle icon ¥ to
display the profile selection box. Choose one or more IP
object profiles from the drop down list. The selectedrprofile

will be treated as destination target. You can click 5w to
create another new IP object profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

9.  Enter all of the settings and click Apply.

10. A new IPv6 filter rule has been added under the IPv6 Filter Group (named For_IPv6_1
in this case).

Firewall => Filter Setup >> |Pvi Filter

IF Filter IPvE Filter | Application Filter | LURLMYeb Category Filter | Q@ Filter || Default Falicy

5 add & Edit [} Delete &% Refresh 4 Move Up % Move Down Profile Murnber Lirmit: 1
Group Enable Comment
4 |PvB_1 true
o Add € Edit [l Delete &% Refresh OB Rename o MoveUp ¥ Move Down Prafile Mumber Lirmit:
Rule Enable Action Interface General Fi... SourceFi... Destinatio... Counter Clear Cou...
For_IPyE_1 true Accept [IM] all_lans u] i

Note: You can create multiple IPv6 filter rules under a certain IP Filter group.
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4.5.1.3 Application Filter

Application Filter can integrate several application objects within one profile for restricting
the usage of application. For example, it can block people defined in IP object profile not
using IM application, not using P2P for file sharing, and not downloading files via certain
protocol.

Firewall >= Filter Setup >> Application Filter =3

Auto Logout: |o IPFilter | IPv& Filter | Application Filter | URL\Web Category Filter | Q@ Filter | Default Policy

Quick Start Wizard =
£ p P (4 ] Profile Murmber Limit: 32
Online Status Lo Add )‘\‘ Edit [l Celete & Move Up Move Down L§ Rename &% Refresh

Profile Enable Time Schedule Firewall Target APF Block Gounter Clear Gounter

1 APP_1 true [Tirne] Monday [IF1John MNo_MsN 0 I

DoS Defense
MAC Block
Filter Counter

Central Management

Each item will be explained as follows:

Item Description

Add Add a new group profile for Application filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Refresh Renew current web page.

Profile Display the name of the application filter profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Time Schedule If no time schedule is set, None will be shown in this field.

Firewall Target Display the IP object profile selected for such application
profile.

APP Block Display the APP object profile selected for such application
profile.
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Item Description

Clear Counter Click the icon to delete the selected profile.

How to create an Application Filter profile
1.  Open Firewall>>Filter Setup and click the Application Filter tab.
2. Simply click the Add button.

3. The following dialog will appear. Click the triangle icon ¥ to display the profile
selection box (red rectangle).

Profile :
Enable
SysLog . = Enable Disable

Ifno ohjectis selected in a category, the case of ‘Any'is applied

( Firewall Ohbjects \
=l Time Schedule

p Time Ohject

P Time Group
= Source IP

¥ Source IP Ohject
Source [P Group
Source User Profile
Source User Group
Source LDAP Group
» Source Guest Group
= Action Policy

\r APP Block )

v v v w

[ apply @ Cance

Available parameters are listed as follows:

Item Description

Profile Type the name of the application filter profile.
Enable Check the box to enable this profile.

Syslog Click Enable to make the history of firewall actions

appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.

System Maintenance == Syslog / Mail Alert == Sysloq File

Syslog Access Setup Syslog File Mail Aler

Time Schedule Time Object - Click the triangle icon ¥ to display the

profile selection box. Choose a schedule profile to be applied
on such application filter profile. The router will perform the
filtering job based on the time object selected. You can click
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I':, to create another new time object profile, or you can
click the edit icon A to modify the existed object profile.

Time Group - Click the triangle icon F to display the
profile selection box. Choose a schedule group profile to be
applied on such rule. You can click “# to create another

new time group profile, or you can click the edit icon A
to modify the existed group profile.

Source IP Source IP Object / Source IP Group / Source User Profile
/ LDAP Group/ Guest Group - Click the triangle icon #

to display the profile selection box. Choose one or more IP
object / IP group / user profile / user group / LDAP group /
Guest group profiles from the drop down list. The selected
object will be filtered by the router when such application

filter profile is applied. You can click [':_.. to create another

new object profile, or click the edit icon Al to modify the
existed group profile.

Action Policy APP Block - Click the triangle icon F to display the profile
selection box. Choose one or more APP object profiles from
the drop down list which will be allowed / not be allowed to

pass through the router. You can click I':, to create another

new APP object profile, or you can click the edit icon A
to modify the existed object profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
5. Anew application filter profile has been added.
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4.5.1.4 URL/Web Category Filter

URL Filter can integrate URL, Keyword, File extension and WCF object profiles within one
profile for restricting certain people accessing into Internet.

Firewall >> Filter Setup >> URLAWeh Category Filter =)
Auto Logout : | o e IP Filter | IP¥G Filter | Application Filter | URLAWeb CategoryFilter | Q@ Filter | Default Palicy
Quick Start Wizard _ =
£ P {5 o Profile Mumber Limit: 32
Online Status 5 Add 2% Edit [ Delete & Move Up howe Down  Gb Rename &5 Refresh
Profile Enable Filter Hitp= Time Sched.. Firewal Tar... Accept Block ‘Yeb Categ. Counter Clear Counter
1 URL_test  tue disable [Tirme] Mond... [IF] Jahn [Kewward] K. Tars ] [
DoS Defense
MAC Block
Filter Counter
Use Default Message = Enable ) Disable
=himl==head==title=URL Content Filter=ititle==/head==hody
bocolor=lightblue==center==h3=URL Content Filter=hr=hy =a
Default Weh Category Administration Message @ href=hitp:ifwww. draytek corni STYLE=text-decoration:none=<font
colar=red==i=0OrayTek=/i==font==/a=<hr==br=The requested Weh
page=hr==br=from =font color=blue= %5IP% =font==br=to =font
calnr=hlliex 81 IRI 8 <ifints chr=<hrsthat is matchad with [ <font e
Use HTTPs Filter Default Message : = Enable Disable
=hirml==head=<title=HTTPs Web Site Filter=iitle==ihead==haody
style="backaround-colorlightblue;" onload="parseArgs);"==script
Default HTTPs WehSite Filter Message type="textiavascript'=var host_name="rone"war ip_addr="none" function
searchArgs(search)ivar ide=0var tups=search.substrina1).split'&)var
args=new Array( forfvari= 0,0 = tups.length; i++) {vartup =
Central Management funalil enlitt="vif thn lennth==7 Sarmelickd=hin1 ik + etim e

B apply @ cancel

Each item will be explained as follows:

Item Description

Add Add a new group profile for URL filter.

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.
Rename Allow to modify the selected profile name.
Refresh Renew current web page.
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ltem

Description

Profile Number Limit

Display the total number of the object profiles to be created.

Profile Display the name of the application filter profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Filter Https Display if the HTTPs filter is enabled or not.

Time Schedule

If no time schedule is set, None will be shown in this field.

Firewall Target

Display the IP object profile selected for such application
profile.

Accept Display the Keyword/File Extension object profile selected
for system to accept.
Block Display the Keyword/File Extension object profile selected

for system to block.

Web Category Block

Display the web category object profile selected for each
rule which is not allowed to pass through the router.

Clear Counter

Click the icon to delete the selected profile.

Use Default Message

Enable — Use the default message to display on the page that
the user tries to access into the blocked web page.

Disable — Type the message manually to display on the page
that the user tries to access into the blocked web page.

Default Web Category
Administration Message

Such field is available when you disable the function of Use
Default Message.

The message will display on the user's browser when he/she
tries to access the blocked web page.

Use HTTPs Filter
Default Message

Enable — Use the default message to display on the page that
the user tries to access into the blocked web page through
HTTPs.

Disable — Type the message manually to display on the page
that the user tries to access into the blocked web page
through HTTPs.

Default HTTPS WebSite
Filter Message

The message will display on the user's browser when he/she
tries to access the blocked web page through HTTPs.

Apply

Click it to save and exit the dialog.

Cancel

Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.

How to create a URL Filter profile
1. Open Firewall>>Filter Setup and click the URL/Web Category Filter tab.
2. Simply click the Add button.
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3. The following dialog will appear.

Profile =] [%

Profile :| URL_test
Enable
Filter Https : Enable = Disable iFor Keyword and Weh Category
SysLog . = Enable Disahle

If no objectis selected in a category, the case of Any'is applied
Firewall Objects

= Time Schedule

P Time Ohject

P Time Group

» Advanced Setting

=l Source IP
Source IP Ohject
Source P Group
Source User Profile
Source User Group
Source LDAP Group
Source Guest Group
= Action Policy
File Extension Accept
File Extension Block
Kevyword Accept
Kewword Block
Web Category Policy

v VvV vV Vv Vv Y

v VvV v Vv w

Bl apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the URL filter profile.

Enable Check the box to enable this profile.

Filter https Enable - Click it to enable the HTTPS filtering job.
Disable — When only keyword and web category are
selected for such rule, choose Disable.

Syslog Click Enable to make the history of firewall actions

appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.

System Maintenance == Syslog / Mail Alert == Sysloq File

Syslog Access Setup Syslog File Mail Alert

Time Schedule

Time Object - Click the triangle icon ¥ to display the

profile selection box. Choose a schedule profile to be applied
on such application filter profile. The router will perform the
filtering job based on the time object selected. You can click

I',:, to create another new time object profile, or you can
click the edit icon A to modify the existed object profile.

Time Group - Click the triangle icon F to display the
profile selection box. Choose a schedule group profile to be
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Item Description

applied on such rule. You can click I':, to create another

new time group profile, or you can click the edit icon A
to modify the existed group profile.

Source IP Source IP Object / Source IP Group / Source User Profile
/ Source User Group / Source LDAP Group / Source
Guest Group - Click the triangle icon ¥ to display the
profile selection box. Choose one or more object profiles
from the drop down list. The selected profile will be treated

as source target. You can click I':; to create another new

object profile, or click the edit icon A to modify the
existed profile.

Action Policy File Extension Accept / File Extension Block - Click the
triangle icon # to display the profile selection box. Choose
one or more File Extension object profiles from the drop
down list which will be allowed / not be allowed to pass

through the router. You can click ﬂ:,: to create another new
File Extension object profile, or you can click the edit icon
Al to modify the existed object profile.

Keyword Accept / Keyword Block - Click the triangle icon
I to display the profile selection box. Choose e one or more
keyword object profiles from the drop down list which will
be allowed / not be allowed to pass through the router. You

can click I'.:, to create another new keyword object profile,

or you can click the edit icon A to modify the existed
object profile.

Web Category Policy - Click the triangle icon P to display
the profile selection box. Choose one or more web category
object profiles from the drop down list which will not be

allowed to pass through the router. You can click If:; to
create another new web category object profile, or you can

click the edit icon | /& to modify the existed object profile.

China Web Category Block - Click the triangle icon ¥ to
display the profile selection box. Choose one or more web
category object profiles from the drop down list which will

not be allowed to pass through the router. You can click ﬂ:,:
to create another new web category object profile, or you can

click the editicon | & | to modify the existed object profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
5. A new URL filter profile has been added.
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4.5.1.5 QQ Filter

This page is designed for the user in China only. For people outside China, skip this

section.

Firewall >> Fitter Setup >> QQ Filter @

Auto Logout : | o

Quick Start Wizard
Online Status
Profile

DoS Defense
MAC Block
Filter Counter

Central Management

T Add £ Edit [l Delete @ Move Up ¥ Move Down G Rename &9 Refresh

IP Filter IPw6 Filter  Application Filter = URUWeh Category Filter | QQ Filter | Default Policy

Frofile Mumber Limit: 32

Enahle Time Profile Source IP QQ Account Pass QQ Account Block

Moiterns to show.

Each item will be explained as follows:

Iltem

Description

Add

Add a new group profile for QQ filter.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Move Up

Change the order of selected profile by moving it up.

Move Down

Change the order of selected profile by moving it down.

Rename

Allow to modify the selected profile name.

Refresh

Renew current web page.

Profile Number Limit

Display the total number of the object profiles to be created.

Profile

Display the name of the application filter profile.

Enable

Display the status of the profile. False means disabled; True
means enabled.

Time Profile

If no time schedule is set, None will be shown in this field.

Source IP

Display the IP object profile selected for each rule.

QQ Account Pass

Display the account name which is allowed to pass if the
selected QQ profile is enabled.

QQ Account Block

Display the account name which will be blocked if the
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ltem

Description

selected QQ profile is enabled.

How to create a QQ Filter profile
1. Open Firewall>>Filter Setup and click the QQ Filter tab.

2. Simply click the Add bu

tton.

3. The following dialog will appear.

Profile

Profile ;
¥ Enable

Time Profile :

Source IP

Q0 Account Pass ;
Q0 Account Block

DrayTek

Mone e :,.I
Ay I
Test I
LAM_User_Gr... |

I

I

&

LA User_Gr...
Grp_marketing

4

4

o8

“Maone

M Apply W Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the QQ filter profile.

Enable

Check the box to enable this profile.

Time Profile

Use the drop down list to specify a time profile for such
profile.

You can click ﬁ:_.. to create another new time object profile.

Source IP

Specify user profiles for such profile. Users within the
source IP will be filtered by Vigor router when such profile
is applied.

QQ Account Pass

Use the drop down list to specify a QQ account profile for
such profile. The select account will not be blocked by Vigor
router.

You can click I",:, to create another new QQ account.

QQ Account Block

Use the drop down list to specify a QQ account profile for
such profile. The select account will be blocked by Vigor
router.

Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipo

199

n.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



Item Description

You can click I':, to create another new QQ account.

Apply Click it to save and exit the dialog.

Cancel Click it to discard the settings configured in this page.

4.  Enter all of the settings and click Apply.
5. Anew QQ filter profile has been added.

4.5.1.6 Default Policy

Default policy will be applied to all of the incoming packets, if IP Filter, Application Filter,
URL/Web Category Filter and QQ Filter are not suitable for the incoming packets.

Firewall >> Filter Setup >> Default Policy a9

Auto Logout - | orf IP Filter | IPva Fiter | Application Filter | URLWeb Categary Filler | Q@ Filter | Default Palicy

Quick Start Wizard
Online Status
Default Policy . plack
/] Pass DNS Query
/| Pass Reply of Port Redirection DMZ
Block All Incoming Traffic
Enable Syslog

Packet Inspection Disable = Enahle
DoS Defense

MAC Block
Filter Counter

Packets Number @ g

HNote :

Central Management 1. Disable Packet Inspection can reduce system loading but some filters may not wark,

B apply @ cancel

Available parameters are listed as follows:

Item Description

Default Policy Pass — All of the incoming packets can pass through Vigor

router without any filtering.

Block — All of the incoming packets will be blocked except

the following rules.

® Pass DNS Query — Check the box to make the DNS
guery passing through Vigor router’s firewall.

®  Pass Reply of Port Redirection /DMZ — Check the
box to make the outgoing packets processed by Port
Redirection/DMZ passing through Vigor router’s
firewall.

® Block All Incoming Traffic — Check the box to block
all of the incoming packets.

® Enable Syslog — Check the box to make related
information for the blocked packets being recorded in
Syslog.

The above three policies also can be configured in
Firewall>>Filter Setup>>IP Filter/Application Filter.
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Item Description

Packet Inspection Disable — No inspection will be performed.
Enable — Packet inspection will be performed.

Packets Number If Packet Inspection is enabled, choose a packet number for
filtering. Available settings are from 4 to 32. For example,
“8” is selected as packet number setting. It means only the
former 8 packets will be filtered and inspected by Firewall
rule. Others are allowed to pass through without any

inspection.
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.

Vigor2960 Series User's Guide 201

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



4 5.2 DoS Defense

The DoS function helps to detect and mitigates DoS attacks. These include flooding-type
attacks and vulnerability attacks. Flooding-type attacks attempt to use up all your system's
resources while vulnerability attacks try to paralyze the system by offending the
vulnerabilities of the protocol or operation system.

4.5.2.1 Switch Rate Limit
Default interface profiles will be shown on the page.

Firewall >> DoS Defense >> Switch Rate Limit

LU DU Off Switch Rate Limit | System

Quick Start Wizard S "

Online Status oo
Interface Enable Ingres... Rate Limit Broadcast Multicast Unicast Unknow Unic... Unknow Multi... Filtering Rate
LAN_Part_1 false - -
LAM_Port_2 false
LAM_Port_3 false

1

q

1

LAN_Paort_4 false -1
1
q

Filter Setup WANT false
DoS Defense WIANZ false

MAC Block
Fitter Counter

Central Management

Choose one of the profiles and click Edit. You can modify the rate limit manually for each
interface profile.

Switch Rate Limit -

Interface : LAM_Port_1
~ Port Rate Limit
Enable Ingress Rate Limit{All Packets)

Mhps
v Storemn Filter

Broadcast (%) Enahle (") Disable
Multicast : i+ Enable () Disable
Unicast : (+) Enable () Disable
Unknow Unicast (*) Enahle (") Disable
Unknow Multicast (%) Enahle (") Disable
Filtering Rate : -1 Mbps

= Apply & Cancel

Available parameters are listed as follows:

Item Description
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Interface Display the interface selected.

Port Rate Limit Enable Ingress Rate Limit (All Packets) — Check the box
to make all packets will be limited by the rate limit.

Rate Limit — The default setting is “-1”. It means no limit.

Storm Filter Broadcast - Click Enable to block the packets attacks
coming from broadcast storm.

Multicast - Click Enable to block the packets attacks
coming from multicast storm.

Unicast - Click Enable to block the packets attacks coming
from unicast storm.

Unknown Unicast —Click Enable to block the packets
attacks coming from unknown unicast storm.

Unknown Multicast - Click Enable to block the packets
attacks coming from unknown multicast storm.

Filtering Rate — Type a number (1~4096, unit is 64Kpbs)
required for filtering.

Apply Click it to save the configuration.

After finished the above settings, click Apply to save the configuration.

4.5.2.2 System

In the Firewall group, click the DOS Defense and click the tab of System. You will see the
following page. The DoS Defense Engine inspects each incoming packet against the attack
signature database. Any packet that may paralyze the host in the security zone is blocked.
The DoS Defense Engine also monitors traffic behavior. Any anomalous situation violating
the DoS configuration is reported and the attack is mitigated.

Firewall >> DoS Defense >> System @
Auto Logout - | o Switch Rate Limit | Systern
Quick Start Wizard
Online Status Enable
Block SYN Flood Enable ® Disahle
SYN Flood Threshold : 2000 Packets/Second
SYN Flood Timeout : 10
Black ICMP Flood Enable = Disahle
FiMter Setup ICMP Flood Threshold : 250 PacketsiSecond
ICMP Flood Timeout : 10
MAC Block Block UDP Flood Enable « Disable
Filter Counter E UDP Flood Threshold : 2000 Packets/Secand
UDP Flood Timeout : 10
Block Port Scan Enable @ Disable
Port Scan Threshold : 2000 Packets/Second
Black IP Options: Enable = Disahle
Block Land : Enable = Disable
Block SMURF Enable « Disable
Block Trace Route Enable « Disable
Block SYN Fragment Enable & Disahle
Block Fraggle Enable = Disahle
Block Tear Drop © Enable = Disahle
Central Management Block Ping of Death Enable = Disahle
Block ICMP Fragment Enable = Disahle

Block Unknown Protocol Enable = Disahle

Available parameters are listed as follows:

Item Description
Enable Check the box to enable this profile.
Block SYN Flood Click Enable to activate the SYN flood defense function.

If the amount of TCP SYN packets from the Internet exceeds
the user-defined threshold value, the router will be forced to
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ltem

Description

randomly discard the subsequent TCP SYN packets within
the user-defined timeout period.

SYN Flood Threshold

The default setting for threshold is 2000 packets per second.

SYN Flood Timeout

The default setting for timeout is 10 seconds.

Block ICMP Flood

Click Enable to activate the ICMP flood defense function.

If the amount of ICMP echo requests from the Internet
exceeds the user-defined threshold value, the router will
discard the subsequent echo requests within the user-defined
timeout period.

ICMP Flood Threshold

The default setting for threshold is 250 packets per second.

ICMP Flood Timeout

The default setting for timeout is 10 seconds.

Block UDP Flood

Click Enable to activate the UDP flood defense function.

If the amount of UDP packets from the Internet exceeds the
user-defined threshold value, the router will be forced to
randomly discard the subsequent UDP packets within the
user-defined timeout period.

UDP Flood Threshold

The default setting for threshold is 2000 packets per second.

UDP Flood Timeout

The default setting for timeout is 10 seconds.

Block Port Scan

Click Enable to activate the Port Scan detection function.

Port scan sends packets with different port numbers to find
available services, which respond. The router will identify it
and report a warning message if the port scanning rate in
packets per second exceeds the user-defined threshold value.

Port Scan Threshold

The default threshold is 2000 packets per second.

Block IP Options

Click Enable to activate the Block IP options function. The
router will ignore any IP packets with IP option field
appearing in the datagram header.

Block Land Click Enable to activate the Block Land function. A Land
attack occurs when an attacker sends spoofed SYN packets
with identical source address, destination addresses and port
number as those of the victim.

Block SMURF Click Enable to activate the Block Smurf function. The

router will reject any ICMP echo request destined for the
broadcast address.

Block Trace Route

Click Enable to activate the Block Trace Route function.

Block SYN Fragment

Click Enable to activate the Block SYN fragment function.
Any packets having the SYN flag and fragmented bit sets
will be dropped.

Block Fraggle

Click Enable to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet are
blocked.

Block Tear Drop

Click Enable to activate the Block Tear Drop function. This
attack involves the perpetrator sending overlapping packets
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Item Description

to the target hosts so that target host will hang once they
re-construct the packets. The routers will block any packets
resembling this attacking activity.

Block Ping of Death Click Enable to activate the Block Ping of Death function.
Many machines may crash when receiving an ICMP
datagram that exceeds the maximum length. The router will
block any fragmented ICMP packets with a length greater
than 1024 octets.

Block ICMP Fragment | Click Enable to activate the Block ICMP fragment function.
Any ICMP packets with fragmented bit sets are dropped.

Block Unknown Click Enable to activate the Block Unknown Protocol

Protocol function. The router will block any packets with unknown
protocol types.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.
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4.5.3 MAC Block

MAC Block allows you to set lots of proprietary MAC Address. Packets will be dropped if
the source or destination MAC Address of packets is matched with these assigned MAC
Addresses. The advantage of MAC Block is that it can filter some unnecessary packets or
attacking packets on LAN network.

Firewall >> MAC Block

Auto Logout . | of

Quick Start Wizard
Online Status
Profile

Filter Setup
DoS Defense

MAC Block

Filter Counter

Central Management

MAC Block

@

3 Add Y% Edit [[) Delete (f Rename &5 Refresh Profile Mumber Limit - 100

Enable MAC Address

Mo iterns to show.

Each item will be explained as follows:

ltem

Description

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Rename

Allow to modify the selected profile name.

Refresh

Renew current web page.

Profile Number Limit

Display the total number of the object profiles to be created.

Profile

Display the name of the profile.

Enable

Display the status of the profile. False means disabled; True
means enabled.

MAC Address

Display the MAC address for such profile.
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How to create a new MAC Block profile
1. Open Firewall>>MAC Block.
2. Simply click the Add button.

3. The following dialog will appear.

MAC Block -||%

Profile : mB_1
/|Enable
MAC Address : 00:50:7F:CABE:QD|

B apply & Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name which can briefly describe the reason of the
MAC block of such profile.

Enable Check the box to enable this profile.

MAC Address Type the MAC address which will be blocked by the system
for such profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
5. A new MAC Block profile has been created.
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4 5.4 Filter Counter

Such page will display log or status for firewall group, rule information for IP Filter, IPv6
Filter, Application Filter and URL/Web Category Filter.

Simply click the tab of IP Filter, IPv6 Filter, Application Filter or URL/Web Category Filter
to get the status for each filter.

Firewall >> Filter Counter >> IP Filter )
Auto Logout - |orf X IP Filter IPvE Filter  Application Filter | URLWYeb Category Filter
Quick Start Wizard e
Online Status
Search & Search & Search & Search
Group Rule Counter Clear
1 |PF_Marketing For_duty a m

Filter Setup
DoS Defense
MAC Block

Filter Counter £

Central Management

If there is no data (counter number is “0”) for certain rule displayed on such page, that means
such rule might be configured wrong or blocked by other rules. Then the administrator or the
user can adjust the filter to meet his request.
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4.6 Objects Setting

Vigor2960 allows users to set different filter profiles based on IP, MAC/Vendor, Country,
service type, keyword, file extension, instant message application, P2P application, protocol
application, web category, QQ application, time setting, SMS service, mail service,
notification and so on. These objects setting profiles can be applied in Firewall.

Objects Setting

IP Ohject

IP Group

IPvi Ohject

MAC Vendor Object
Country Object
Senice Type Object
Service Type Group
Heyword ! DNS Object
File Extension Ohject
APP Object

Weh Category Object
Q0 Ohject

QQ Group

Time Ohject

Time Group

SMS Service Ohject
Mail Service Ohject
Motification Ohject
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4.6.1 IP Object

For IPs in a limited range usually will be applied in configuring router’s settings, we can
define them with objects and bind them with groups for using conveniently. Later, we can
select that object/group that can apply it. For example, all the IPs in the same department can
be defined with an IP object (a range of IP address).

This page allows you to specify certain IP address, range of IP addresses or subnet mask as
an object which will be applied in Firewall.

Ohjects Setting >> IP Ohject a

Auto Logout : | o IP Ohject

5 Add )& Edit Delete &% Refresh

Search
Profile

e ] I
IP Group 4[58
IPv6 Object
MAC /Vendor Object
Country Ohject
Service Type Ohject
Service Type Group
Keyword / DNS Object
File Extension Object
APP Ohject
Web Category Object
0Q Object
QQ Group
Time Ohject
Time Group
SMS Service Object
Mail Service Ohject
Motification Object

Profile Number Limit © 500
S| Search S| Search S Eearch S 8earch

Address Type Start IP Address End IP Address Subnet Mask

Single 192168149

Single 192.168.1.11

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (256) of the object profiles to be
created.

Profile Display the name of the profile.
Interface Display the interface of the IP Object.
Address Type Display the address type (single, range or subnet) for such

profile.

Start IP Address

Display the IP address of the starting point for such profile.

End IP Address

Display the IP address of the ending point for such profile.
It will be joint with Start IP Address only when you choose
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Item Description
Range as the Address Type.

Subnet Mask Display the subnet mask for such profile.

How to create a new IP Object profile
1.  Open Objects Setting>>IP Object.

2. Simply click the Add button.

3. The following dialog will appear.

IP Ohject =%
Praofile : IP_ohject_1
Address Type . Suhnet w

Start IP Address © 192.163.1.78
Subnet Mask : 265255 2550524 =

= Apply & Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of such profile.

Address Type Choose the address type (Single / Range /Subnet) for such
profile.

Range w

Single
Range
Subinet

Start IP Address Type the IP address of the starting point for such profile.

End IP Address Type the IP address of the ending point for such profile if
you choose Range as Address Type.

Subnet Mask Use the drop down list to choose the subnet mask for such
profile if you choose Subnet as Address Type.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.

5. Anew IP object profile has been created.
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4.6.2 IP Group

To manage conveniently, several IP object profiles can be grouped under a group. Different
IP group can contain different IP object profiles.

Onjects Setting >> IP Group 2)

Auto Logout . |OfF w

IF Group

5y Add % Edit [[[] Delete &5 Reiresh Prafile Mumber Limit: 32

IP Object

1Py Object Group Name:

MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Object
File Extension Ohject
APP Object

Web Category Object
Qq Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Hotification Object

| Search | Search
Description Ohjects

Mo iterns to show,

Each item will be explained as follows:

Item

Description

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (32) of the object profiles to be
created.

Group Name

Display the name of the object group.

Description

Display the description for such profile.

Objects

Display the object profiles grouped under such group.
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How to create a new IP Group profile
1.  Open Objects Setting>>IP Group.

2. Simply click the Add button.

3. The following dialog will appear.

IP Group -3¢

Group Name : |P_Group_1

Description ©  Group for sales (Cptionaly

Ohjects : IF_ohbject_1 w |

M apply 9 Cancel

Available parameters are listed as follows:

Item Description

Group Name Type the name of the object group. The number of the
characters allowed to be typed here is 20.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to check the IP object profiles under
such group.

All the available IP objects that you have added on Objects
Setting>>1P Object will be seen here.

. W .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.

5. Anew IP Group profile has been created.
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4.6.3 IPv6 Object

You can set up to 200 sets of IPv6 Objects with different conditions.

Objects Setting >> IPvG Object @
Auto Logout  |off X |PvE Object
£y Add & Edit [[] Delete 5 Refresh Frofile Mumber Limit: 200
IP Object ©hed K e
IP Group Search & Search & Search
1Pv6 Object Profile Address Type Address Pool

MAC /Vendor Object
Country Object
Service Type Ohject
Senvice Type Group
Keyword / DNS Object
File Extension Object
APP Ohject

Web Category Object
00 Object

0QQ Group

Time Ohject

Time Group

SMS Service Object
Mail Service Object
Motification Object

Mo items to show.

Each item will be explained as follows:

ltem

Description

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (200) of the object profiles to be
created.

Profile

Display the name of the object.

Address Type

Display the address type of the object.

Address Pool

Display the IP address/ IP range /subnet of the object.

How to create a new IPv6 Object profile
1.  Open Objects Setting>>1Pv6 Object.
2. Simply click the Add button.

3. The following dialog will appear.

214 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



IPvi Object =

Profile :
Address Type : | prafi =
o add [E] Save Profile Mumber Limit: 32

Tag Subnet

Address Pool : Mo items to show.

= apply @ Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the object.
Address Type There are three types:

List — Allow to specify IP address.

Range — Allow to specify a range of IP addresses.
Prefix — Allow to specify prefix for IPv6 IP address.
Suffix — Allow to specify suffix for IPv6 IP address.

Address Pool This field allows you to type IP address, specify Tag number
and type subnet mask based on IPv6 protocol.

Tag is an optional field only used for user to distinguish the
name/usage of the defined address.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.

5. Anew IPv6 Object profile has been created.
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4.6.4 MAC / Vendor Object

MAC / Vendor object profile can determine which MAC address of vendor shall be blocked
by the Vigor router’s Firewall.

Objects Setting >> MAC f\fendor Object 7]
e on WAC fVandor Object
Quick Start Wizard =
£ ¢ y Profile Mumber Limit - 32
Online Status T Add £ Edit [[) Delete &% Refresh
Profile MAC Address Wendor

Mo items to show.

1P Object
1P Group
IPv Object
Country Object
Service Type Object
Service Type Group
Keyword ! DNS Object
File Extension Object
APP Object
Weh Category Object
QQ Object
QQ Group
Time Object
Time Group
SMS Service Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

How to create a new MAC / Vendor profile
1.  Open Obijects Setting>> MAC / Vendor Object.
2. Simply click the Add button.

3. The following dialog will appear.
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MAC /Vendor Object -

Profile : test111
T add [B] save Frofile Mumber Limit: 16
Mac Address Mask

MAC Address :| gabhiceiddienag FF:FF:FF:FF:FF:FF/43 v |

& Edit

Yendor :

1
1 apply @ Cancel

Available parameters are listed as follows:

Item Description
Profile Type a name for such profile.
MAC Address Click Add to have the fields of MAC Address and Mask.

Type the address with the correct format (will be shown
automatically when the mouse cursor is on it). Choose a
suitable mask selection.

Apply Click it to save the configuration.

Vendor Edit — Click it to open a table of vendor list. Check the
one(s) you want. The names for selected vendors will be
shown later.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
5. A new MAC/Vendor Obiject profile has been created.
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4.6.5 Country Object

The country object profile can determine which country/countries shall be blocked by the
Vigor router’s Firewall.

Objects Setting >=> Country Object =
(DI - [eg Country Objact
Quick Start Wizard —~ =
B ) i Al Profile Mumber Limit: 32
Online Status © Add € Edit [fi) Delete &) Help % Refresh
Profile Countries

Mo iterns to show

1P Object
IP Group
IPv6 Object
MAC /Vendor Object
Service Type Object
Service Type Group
Keyword /DNS Object
File Extension Ohject
APP Ohject
Weh Category Object
Q0 Object
QQ Group
Time Object
Time Group
SMS Service Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

How to create a new Country Object profile
1.  Open Objects Setting>>Country Object.

2. Simply click the Add button.

3. The following dialog will appear.
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Country Object -

Profile : East

Code Country Contingnt
Al Anonymous Proxy I
A2 Satellite Provider PIA
7 AP AsiaiPacific Region Asia
Countries | [¥ AF  Afghanistan Asia
4 AM Armenia Asia
AFZ  Azerbaijan Asia
BH  Bahrain Asia
BOD  Bangladesh Asia
BT  Bhutan Asia

Hote :
A profile at most contains 15 countries.

B 2pply & Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile.

Countries Check the box(es) for the country/countries to be blocked by
Firewall.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.

5. A new Country Obiject profile has been created.
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4.6.6 Service Type Object

TCP and UDP service with specified port range can be saved with different service type
object profiles. Later, it can be applied to Firewall as a filter rule.

In default, common used service type object profiles have been created in this page.

Objects Setting >> Service Type Object =

Auto Logout - | off e Service Type Ohject

3 Add £ Edit [f] Delete &% Refresh Profile Mumber Limit . 96
1P Object Search |Bearch @|Bearch | Bearch |Search @ Search @
IP Group Profile Protocol Source Port Start Source Port End Destination PortStat Destination Port End
1Pv8 Object 1 AUTH TGP 1 65535 12 12
MAC i Vendor Object 2 BGP TCP 1 65535 178 179
Country Object 3 BOOTPCLIENT uoP 1 65535 68 68
4 BOOTPSERVER uop 1 65535 &7 &7
Service Tyne Group E 5 GU_SEEME_HI TGPILUDP 1 65535 24032 24032
Keyword | DNS Object 6  CU_SEEME_LO TCPIUDP 1 65535 7646 7646
File Extension Object 7 DNS TCPIUDP 1 65535 53 53
APP Object 8 FINGER TGP 1 65535 73 73
Weh Category Object a  FTP TCP 1 65535 20 21
QQ Object 10 H_323 TCP 1 65535 1720 1720
QQ Group 1 HTTP TGP 1 65535 a0 a0
Time Object 12 HTTPS TCP 1 65535 443 443
Time Group 13 IKE uoP 1 65535 500 500
SMS Service Object 14 IRC TGPILUDP 1 65535 BBET BEGT
Mail Service Object 15 LITP uoP 1 65535 1701 1701
Notification Object 16 NEWS TCP 1 65535 144 144
E 17 NFS uopP 1 65535 2049 2049 -

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (96) of the object profiles to be
created.

Profile Display the name of the service type object profile.

Protocol Display the protocol selected for such profile.

Source Port Start Display the starting source port for such profile.

Source Port End Display the ending source port for such profile.

Destination Port Start Display the starting destination port for such profile.

Destination Port End Display the ending destination port for such profile.
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How to create a new Service Type Object profile
1.  Open Objects Setting>> Service Type Object.

2. Simply click the Add button.

3. The following dialog will appear.

P Oiile R Ty TR il e POl Siall o Sdodlice POl ridd sallbi
Service Type Object =[] |
Profile : Cithers
Protocol : TCP w
Source Port Start : 1 I
Source Port End : G030

Destination Port Start : 1

Destination Port End @ 65535

ﬂ Apply 1.3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile. The number of the characters
allowed to be typed here is 10.

Protocol Specify one of the protocols for such profile.

Source Port Start It is available for TCP/UDP protocol. It can be ignored for
ICMP.
Type a port number (0 — 65535) as the starting source port.

Source Port End It is available for TCP/UDP protocol. It can be ignored for
ICMP. Type a port number (0 — 65535) as the ending source
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

Start ICMP.
Type a port number (0 — 65535) as the starting destination
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

End ICMP. Type a port number (0 — 65535) as the ending
destination port.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all of the settings and click Apply.
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5. A new Service Type Object profile has been created.

4.6.7 Service Type Group

This page allows you to bind several service types into one group.

To manage conveniently, several service type profiles can be grouped under a service type
group. Different service type group can contain different service type profiles.

Ohijects Setting >> Service Type Group (7]
Auta Logout : | off i Service Type Group
) Add % Edit [] Delete & Reitesh Profile Mumber Limit: 32
IP Object Search | Search @ Search

IP Group Group Name

IPv5 Object
MAC /Vendor Object
Country Object
Service Type Object
Keyword / DNS Ohbject
File Extension Object
APP Object
Weh Category Object
00 Object
QQ Group
Time Object
Time Group
SMS Service Object
Mail Service Object
Notification Object

Description Objects

Mo iterns to show.

Each item will be explained as follows:

ltem

Description

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (32) of the object profiles to be
created.

Group Name

Display the name of the service type group.

Description

Display the description for such profile.

Objects

Display the service type object profiles grouped under such
group.

How to create a new Service Type Group profile

1.  Open Objects Setting>> Service Type Group.
2. Simply click the Add button.

3. The following dialog will appear.
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Service Type Group -

Group Hame : Cross_Dept
Description :  Used for departments Ciptional

Objects : ALTH w

E Apply "3 Cancel

Available parameters are listed as follows:

Item Description

Group Name Type the name of the service type object group. The number
of the characters allowed to be typed here is 20.

Group Name Type the name of the service type object group. The number
of the characters allowed to be typed here is 20.

Objects Use the drop down list to check the service type object
profiles under such group.

All the available service type objects that you have added on
Objects Setting>>Service Type Object will be seen here.

. W .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.

5. A new Service Type Group profile has been created.
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4.6.8 Keyword /DNS Object

4.6.8.1 Keyword Object

Keyword can be set as a filter rule to be applied in Firewall. Vigor2960 allows users to set
keyword profile with several keywords. Even, it allows users to group several keyword
profiles within a keyword group.

Objects Setting >> Keyword | DNS Object >> Keyword Object =)
Auto Lagout o d Keyword Object | DNS Object
@3 Add % Edit [[] Delele &% Refresh Profile Murnber Limit: 100
IP Ohject Search @ Search
1P Group Profile Mernber
1PvE Ohject 1 Kol

MAC /Vendor Object
Country Ohject
Service Type Object
Senvice Type Group £
File Extension Object
APP Ohject

Web Category Object
00 Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Hotification Object

Each item will be explained as follows:

ltem

Description

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (100) of the object profiles to be
created.

Profile

Display the name of the keyword object profile.

Member

Display the words specified in such profile.
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How to create a new Keyword Object profile
1.  Open Obijects Setting>> Keyword Object.

2. Simply click the Add button.

3. The following dialog will appear.

Keyword Object -]

Profile: |Ko_1|
2 add 5] save Profile Murnber Limit: 54

Member

Member Mo iterns o show.

Mote :
1. The maximum length allowed in a keyword member is B0
2.%0uU may uge ‘hlank' character to separate each keyward in a keyward member,

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the Keyword Object. The number of the
characters allowed to be typed here is 10.

Member Type the content for such profile. For example, type
gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

Add - Type the word in the box of Member and click this
button to add the new word as keyword object.

Save — Click it to save the setting.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.

5. A new Keyword Object profile has been created.
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4.6.8.2 DNS Object

DNS can be set as a filter rule to be applied in Firewall.

Objects Setting >> Keyword /DNS Object >> DNS Object =)
futto Logout - ot v Kevword Object | DNS Object
3 Add & Edit [[[] Delete &% Refresh Profile Number Limit: 100
IP Object Search | 5earch
IP Group Profile Mernber Table
IPvt Ohject 1 DMS_ohj www.google.com

MAC /Vendor Object
Country Object
Service Tyne Object
Service Type Group E
File Extension Object
APP Ohject

Web Category Object
00 Ohject

QQ Group

Time Object

Time Grougs

SMS Service Object
Mail Service Object
Motification Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (100) of the object profiles to be
created.

Profile Display the name of the DNS object profile.

Member Table Display the words specified in such profile.

How to create a new DNS Object profile
1.  Open Objects Setting>> DNS Object.
2. Simply click the Add button.

3. The following dialog will appear.

226 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



DHNS Object -

Profile : DME_ohj
W add ] save Profile Murnber Limit: 16
Member Tahle
Member Tahle | wawnw.goodle. com i
m

= Apply @ Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the DNS object group.
Member Table Type the domain name of the DNS that you want to filter.

Add - Type the word in the box of Member and click this
button to add the new word as DNS object.

Save — Click it to save the setting.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.

5. A new DNS Object profile has been created.

4.6.9 File Extension Object

This page allows you to set file extension profiles which will be applied in Firewall. All the
files with the extension names specified in these profiles will be processed according to the
chosen action.

Ohbjects Setting >> File Extension Object &
Auto Logout © | o

Quick Start Wizard
Online Status

File Extension Object

D add € Edit i) Delete % Refresh Profile Mumber Limit: &
Profile Image Video Audio Java Activex Compression Execution

Mo items to show.

1P Object
1P Group
IPvi Object
MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Object
APP Object
Weh Category Object
QQ Object
QQ Group
Time Object
Time Group
SMS Service Ohject

Each item will be explained as follows:
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Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.

Image Display the selected file extension of image.

Video Display the selected file extension of video.

Audio Display the selected file extension of audio.

Java Display the selected file extension of java.

ActiveX Display the selected file extension of activeX.

Compression

Display the selected file extension of compression.

Execution

Display the selected file extension of execution.

How to create a new File Extension Object Profile

1. Open Objects Setting>>File Extension Object.
2. Simply click the Add button.

3. The following dialog will appear.

et EESI

W

W

W

- PR NN e UL Gk LEIRLE
File Extension Object
Profile : File_Ext 1
Image : Sbmp, dib
Video : Moy, mpe, .mped, .mp v
Audie .aug, .mp3, .mia
Java class, Jjad
ActiveX alx, .aph, axs

Compression ;| .ace

Execution : .exe, .inf, .pif
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Available parameters are listed as follows:

Item Description

Profile Type the name of the File Extension Object group. The
number of the characters allowed to be typed here is 10.

Image Several file extensions for Image offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Video Several file extensions for Video offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Audio Several file extensions for Audio offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Java Several file extensions for Java offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

ActiveX Several file extensions for ActiveX offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Compression Several file extensions for compression offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Execution Several file extensions for execution offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.

5. A new File Extension Object profile has been created.
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4.6.10 APP Object

The IM, P2P, Protocol and Others types can be integrated as an APP object which can be
used in Firewall to block certain applications.

Objects Setting >> APP Object i
Auto Logout | o APP Ohject APP Signature Uparade APP Support List
Quick Start Wizard = = o
i 3 i » Profile Mumber Limit: 32
Online Status %5 Add )£ Edit [l Delete &5 Refresh
Profile 1M p2p Protocol Others

1P Object
IP Group
IPv6 Object
MAC \Wendor Object
Country Object
Service Type Object
Senvice Type Group
Keyword / DNS Object
File Extension Ohject
Weh Category Object
QQ Object
Q0 Group
Time Object
Time Group
SMS Service Object

Mo itemns to show.

Each item will be explained as follows:

ltem

Description

APP Signature Upgrade

Click it to open System Maintenance>>APP Signature
Upgrade configuration page.

APP Support List

APP Support List will display all of the applications with
versions supported by Vigor router. They are separated with
types of IM, P2P, Protocol and Others. Each tab will bring
out different items with supported versions.

Below shows the items with versions which are categorized
under IM.

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
created.

Profile Display the name of the IM object profile.

IM Display the 1M application specified in such profile.
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P2P Display the P2P specified in such profile.

Protocol Display the protocol specified in such profile.

Others Display other types specified in such profile.

How to create a new APP Object Profile
1.  Open Objects Setting>>APP Obiject.
2. Simply click the Add button.

3. The following dialog will appear. Click IM to get the following page. People like to
use Instant Message to communication with friends on line just for fun or just because
it is easy and convenient. However, it might reduce the productivity of employees to a
company. Therefore, a tool to block or limit the usage of IM application is important to
a company. IM object setting lists all of the popular instant message application for you
to choose to block. Choose the one(s) you want to block and save as an IM Object
profile. Later, it can be applied to Firewall as a filter rule and reach the purpose of

block.
APP Object -
Profile : Signature Date ; 201506727
version : 5.0.49651
I (Pl Protacol Cthers ---- none --—-- 7
~ M Application - ORE - v
MEM MahileMSM ‘ahoolhd Alhd Al [e2e]
CICUTH iMessage JabherGoogleTalk GoogleChat HFire GaduGadu
Paltalk @next POCO AresChat AR Lava-Lava
Icuz iSpa (W] BaiduHi Fetion LIME
WiaChat A WihatsApp
~ WalP e FOFE e ¥
Shkype kuhao Gizmo SIPIRTP TelTel TeamSpeak
RaidCall
w Wb M (*=moare than one address) WeblW URLs
elessenger  WebMSH meebo* eBuddy ILovelbf* ICQ Java®
ICQ Flash® oo™ Ithaha* getessengar  [WUnitive™ Wablet*
mabher* MEMI GO Kool MessengerFi* MessengerAdictiebahoalid

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IM object group. The number of the
characters allowed to be typed here is 10.

IM Application Several IM applications offered for you to choose. Check the
one(s) you want to add for such profile.

WebIM It lists a package of IM application based on web page. You
may check the box to include all of them.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.
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Click P2P to get the following page. Vigor2960 can block P2P application for users,
especially for the ones who always upload or download improper files to Internet.

P2P object setting lists all of the point to point application for you to choose to block.
Choose the one(s) you want to block and save as a P2P Object profile. Later, it can be
applied to Firewall as a filter rule and reach the purpose of block.

APP Object =
Profile : Signature Date : 201 5/06/2:
Wersion :9.0.49651
1 [BER Protocal Cthers ---- none --— >

w Other P2ZP Applications

SoulSeek eDonkey FastTrack OpenFT Grutella OpenMap

BitTorrent Hunlei Wagaa PP365 POCO Cluhbox

Ares ezPeer Fando Huntmine Kuwia Spotify
Item Description
Other P2P Several P2P applications offered for you to choose. Check
Applications the one(s) you want to add for such profile.

Click Protocol to get the following page. Network services, e.g., DNS, FTP, HTTP,
POP3, for LAN users can be blocked by Vigor2960. Common services will be listed in
this function and can be selected to be blocked by the router.

APP Object =
Profile : Signature Diate : 20157062
Yarsion 5.0 49651
1M P2P Protocal Others - AORE ---- v
v Protocal
DHE FTP HTTP IWAP IRC MMTP
POP2 SMB SMTP SMMP SEH SELTLS
TELWET MESGL MvyS QL Cracle FostgreSaL Syhase
DBz Infarmix POP3 STARTTLS SMTF STARTTLS IMAF STARTTLS
Item Description
Protocol Several protocols offered for you to choose. Check the one
(s) you want to add for such profile.
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Click Others to get the following page.
APP Object
Profile : Signature Date : 2015/06/2
Wersion :5.0.436451
1M P3P Protacal Others ---- NONE ---- =
~ Tunneling - nONE — v
Socksdis PGPHet HTTF Proy Tar WM SoftEther
M5 TEREDO Wiljie/UItraSurf Harmachi HTTP Tunnel Ping Tunnel TinywPR
FealTunnel DynaFPass UltravP Freell Shyfire Hotspot Shield
DHSCrypt
~ Streaming e NONE - v
MMS RTSF TwAnts PPStream PPTY QiLive
FeiDian ULISee MEPIayer FPCAST koo SopCast
| UDLivex TYUPlayer MySee Joost Flash¥ideao SilverLight
Slinghbosx QvoD
v Remate Cantral - none — v
W Fadmin SpwAmmnwhare ShowhiyP C Loghteln Teamtit
! Gogrok RemaoteCantrolPro crossLoop WindowsRDP peAmnwchere Timhbukt
| Windows Live Sync Sharedview
v Web HD e NONE - v
HTTP Upload Hinet SafeBox WS OneDrive GDoc Uploader ADrive MyCtherDrive
MO Boxket Officelive Readdle Storage Dropbox Google Semice
icloud
B apply @ Cancel
Item Description

Tunneling/Streamin
g/Remote
Control/Web HD

Several protocols offered for you to choose. Check the one
(s) you want to add for such profile.

A new APP Obiject profi
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4.6.11 Web Category Object

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With web category filtering service of the Vigor router, you
can protect your business from common primary threats, such as productivity, legal liability,
network and security threats. For parents, you can protect your children from viewing adult
websites or chat rooms.

WCF adopts the mechanism developed and offered by certain service provider. No matter
activating WCF feature or getting a new license for web content filter, you have to click
Activate URL to satisfy your request. Note that service provider matching with Vigor router
currently offers a period of time for trial version for users to experiment. If you want to
purchase a formal edition, simply contact with your DrayTek dealer.

Note 1: Web Content Filter (WCF) is not a built-in service of Vigor router but a service
powered by Commtouch. If you want to use such service (trial or formal edition), you
have to perform the procedure of activation first. For the service of formal edition,
please contact with your dealer/distributor for detailed information.

Note 2: Commtouch is merged by Cyren and GlobalView services will be continued to
deliver powerful cloud-based information security solutions! Refer to:
http://www.prnewswire.com/news-releases/commtouch-is-now-cyren-239025151.html
Note 3: fragFINN service was terminated from 2015.

4.6.11.1 Web Category Object

Objects Setting >> Weh Category Object >> Weh Category Object =)
Auto Logout . [Off YWeb Category Object | Content Filter License | Query Server
Quick Start Wizard _ P
€ i "1 Profile Mumber Limit: 16
e ©y Add 3% Edit [[] Delete &5 Refresh
Profile Child Protection Leisure Business Chatting Computer Other

Torb Alcohol And Toba..

IP Object

1P Group

IPv6 Object

MAC /Vendor Object
Country Ohject
Service Type Object
Service Type Group
Keyword / DNS Object
File Extension Object
APP Object

00 Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
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Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (16) of the object profiles to be
created.

Profile Display the name of the object profile.

Child Protection Display the items under certain category that you choose to
block for protecting the children.

Leisure Display the items under certain category that you choose to
block.

Business Display the items under certain category that you choose to
block.

Chatting Display the items under certain category that you choose to
block.

Computer Display the items under certain category that you choose to
block.

Other Display the items under certain category that you choose to
block.

How to create a new Web Category Object Profile

1.  Open Objects Setting>> Web Category Object and click the Web Category Object
tab.

2. Simply click the Add button.
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3. The following dialog will appear.

Weh Category Object =
Profile : WCO_1 Test a site to verify whether it is categor
Category = MO8 - v
~ Child Protection - NONE - v
JIAleohal And Tobacco Criminal And Activity Garmbling Hate And Intolerance
lllegal Drug Mudity FPornography And Sexually explicit Yinlence
Weapons School Cheating Sex Education Tasteless

S Child Abuse Images
v Leisure s NONE v
Entertainment Games JISpots Travel Leisure And Recreation
Fashion And Beauty

| ~ Business - NONE - v
Business Job Search  Yiweb Based Email

I v Chatting —-nohg - | ¥
i Chat Instant Messaging
{)
v Computer [ - — v
Anonymizers Forums And MNewsgroups Computers And Technology Diown sif
CHeamraine bodia fnd Diawenloacd s Dhirkinmo fAad Ceaad Dokl amcinae Ancd Dadale Cacial bl

B apply &3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the web category object profile. The
number of the characters allowed to be typed here is 10.

Child Protection The web pages which are not suitable for children will be
classified into different categories. Simply check the one(s)
that you don’t want the children to visit.

Child Protection : |Alcohol-And-Tobacoo, € w
V| Alcohal-And-Tabacco

Leisure : — —
| Criminal-And-Activity

Business | Gambling

e Hate-And-Intolerance

Chatting Neosl-Crug
Leisure Simply check the one(s) that you don’t want the user to visit.
Business Simply check the one(s) that you don’t want the user to visit.
Chatting Simply check the one(s) that you don’t want the user to use

for gossip with remote people.
Computer Simply check the one(s) that you don’t want the user to visit.
Other Simply check the one(s) that you don’t want the user to visit.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.
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4.  Enter all of the settings and click Apply.
5. Anew Web Category Object profile has been created.

4.6.11.2 Content Filter License

Move your mouse to the link of Activate URL and click it. The system will guide you to
access into MyVigor website.

Objects Setting >> Weh Category Object >> Content Filter License ()

Auto Logout : | o = \Web Category Object | ContentFilter License | Query Server

- License Activle URL
Roniect Enable disatfs

BiGI0LE) Serial Humber
IPv6 Object Service

MAC /Vendor Object Expire Date
Country Object

Service Type Object

Service Type Group
Keyword [ DNS Object
File Extension Object
APP Object

0Q Object

0Q Group

Time Object

Time Group

SMS Service Object
Mail Service Object
Notification Object

After finishing the activation for the trial version of WCF, remember to purchase “Silver
Card” for WCF service from your DrayTek dealer or distributor.

4.6.11.3 Query Server

It is recommended for you to use the default setting, auto-selected. You need to specify a
server for categorize searching when you type URL in browser based on the web content
filter profile.

Note: Due to the location difference, the response time for each query server will be
different and influence the effect of WCF.

Objects Setting >> Web Category Ohject >> Query Server 2]
Auto Logout . |Off YWeb Category Ohject | Content Filter License | Query Server
Quick Start Wizard
Online Status 1
Setup Query Server | | ctwsdi.ctmail.com |~ Please choose a guery server of the continent that your router is located,
Zone Serice Provider Download Server
Aftica WICF Cyren chwsd2 dtek.ctrmail.com
America WGF Cyren chwsdd diek ctrail com
Query Server list Asia WCF Cyren chwsd1 dtek ctrail com
- China WCF Cyren chwsd1 dtek ctrail com
IP Object
Europe WCF Cyren chwsd3 diek.cimail.com
1P Group
- Cceania WCF Cyren chwsd2 diek.cimail.com
IPv6 Object
- The Antrctic WCF Cyren chwsd3 diek.cimail.com
MAC Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Object
File Extension Object
APP Object
Weh Category Object
0Q Object
Q0 Group
Time Ohject
Time Group
SMS Service Object B appty @ cancel
Mail Service Object =
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4.6.12 QQ Object

Note: This page is designed for Chinese IM "Tencent QQ" users (especially for China)
only. For people who do not use QQ, skip this section.

Objects Setting >> QQ Object @
Auto Lagout - |or X Q0 Objert
©y add & Edit [[[] Delete 5 Refresh Profile Nurnber Limit: 100
IP Object & Search & Search
IP Group id Description
IPvG Object 1 all
MAC /' vVendor Ohject
Country Object
Service Type Object
Service Type Group
Keyword /DNS Object
File Extension Object
APP Object
Wehb Category Object

QQ Group

Time Ohject

Time Group

SMS Service Ohject
Mail Service Object
Hotification Object

Each item will be explained as follows:

ltem

Description

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Profile

Display the name of the QQ object profile.

id

Display the account name of the QQ object profile.

Description

Display a brief explanation of the QQ object profile.

How to create a new QQ object profile
1.  Open Objects Setting>> QQ Object.
2. Simply click the Add button.
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3. The following dialog will appear.

| aa Object =[x

|
) Profile : Shan_T
| Ty add B save Profile Number Limit: 64
i
id

l -
i i 12345678 11
|

Description : Office (Optiona

€
|

i H Apply Q Cancsl
I —

Available parameters are listed as follows:

Item Description

Profile Type the name of the QQ object profile. The number of the
characters allowed to be typed here is 10.

id Create the account name for such QQ object profile.

Add — Click this button to add a new account.
Save — Click this button o save the new account.

Description Type a brief explanation for the QQ object profile.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.

5. Anew QQ Obiject profile has been created.
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4.6.13 QQ Group

This page allows you to group several QQ object profiles.

Objects Setting == Q0 Group )

Auto Logout | o

Q0 Group

) Add % Edit [ Delete &% Reftesh Profile Mumber Limit: 16

IP Object

1P Group

IPw6 Object

MAC /Vendor Object

Country Object

Service Type Object

Service Type Group

HKeyword / DNS Object

File Extension Ohject

APP Object

Weh Category Object

QQ Ohject L
| ocagrew |

Time Object

Time Group

SMS Service Object

Mail Service Object

Maotification Object

— Group Hame

Description Objects

Mo iterns to show,

Each item will be explained as follows:

ltem

Description

Add

Add a new profile.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Group Name

Display the name of the group.

Description

Display the brief explanation for such group.

Objects

Display the objects selected by such group.

How to create a new QQ group profile
1.  Open Obijects Setting>> QQ Group.

2. Simply click the Add button.

3. The following dialog will appear.
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Q0 Group =X

Group Name : QQaccount_grp_1

Description :  For Marketing Onhy (Optional

Objects Shan_T v | X

H Apphy -:3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the time group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to select the object profiles under
such group.

All the available objects that you have added on Objects
Setting>>QQ Object will be seen here.

. b4 .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
5. A new QQ group profile has been created.
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4.6.14 Time Object

You restrict Internet access to certain hours so that users can connect to the Internet only
during certain hours, say, business hours. The schedule is also applicable to other functions,

e.g., Firewall.
Objects Setting >> Time Object 7
Auto Logout - |o Time Object
% add & Edit [fl) Delste &5 Refresh Profile Mumber Limit - 16
Profile Fredquency StartDate Start Time EndDate  End Time  Weekdays

IP Object
IP Group
1P Object
MAC "Vendor Object
Country Object
Senvice Type Object
Service Type Group
Keyword / DNS Ohject
File Extension Object
APP Object
Weh Category Object
QQ Object
QQ Group
Time Group
SMS Service Object
Mail Service Object
Notification Object

Mo itemns to shaw,

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (16) of the object profiles to be
created.

Profile Display the name of the time object profile.

Frequency Display the duration (or period) of the time object profile.

Start Date Display the starting date of the time object profile.

Start Time Display the starting time of the time object profile.

End Date Display the ending date of the time object profile.

End Time Display the ending time of the time object profile.

Weekdays Display the frequency of such time object profile.
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How to create a new Time Object Profile
1.  Open Objects Setting>> Time Object.

2. Simply click the Add button.

3. The following dialog will appear.

Time Ohject - |3

Profile : Time2_1

Frequency . Weekdays w

Hour  Min Ser

Start Time
0g | ¥ |03 B

Hour  Min Sec

End Time :
23 ¥ |02 | B

Weekdays © mon, Tue, Wed ¥

M apply (3 Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the time object profile. The number of the
characters allowed to be typed here is 10.
Frequency Specify how often (Weekdays or Once) the schedule will be
applied.
Start Date Specify the starting date of the time object profile.
Start Time Specify the starting time of the time object profile.
End Date Specify the ending date of the time object profile.
End Time Specify the ending time of the time object profile.
Weekdays Specify which days in one week should perform the
schedule.
Weekdays : |Man, Tue, Yed v
| Maon
| Tue
¥ Wed
Thu
Fri
Sat
Sun
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Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.

5. A new Time Object profile has been created.

4.6.15 Time Group

This page allows you to group several time object profiles.

Objects Setting >> Time Group L7

Auto Logout : | off Time Group

Ty Add & Edit [f] Delete &% Refresh Prafile Mumber Limit: &

Group Hame

IP Object
IP Group
1P Object
MAC Vendor Object
Country Object
Service Type Object
Senvice Type Group
Keyword / DNS Object
File Extension Object
APP Object
Weh Category Object
QQ Object
00 Group
Time Object
SMS Service Object
Mail Service Object
Motification Object

Description Ohjects

Mo items to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Group Name Display the name of the group.

Description Display the brief explanation for such group.

Objects Display the time objects selected by such group.
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How to create a new Time Group Profile
1.  Open Objects Setting>> Time Group.

2. Simply click the Add button.

3. The following dialog will appear.

Time Group - ||

Group Name : TimeGrp_1

Description :  For Markst anly {Cntional

Objects : iNight v [ X

E Apphy -.3 Cancel

T

Available parameters are listed as follows:

Item Description

Profile Type the name of the time group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name

is set not clearly.

Objects Use the drop down list to check the time object profiles
under such group.

All the available time objects that you have added on
Objects Setting>>Time Object will be seen here.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
A new time group profile has been created.
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4.6.16 SMS Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail

Alert Service.

Objects Setting => SMS Service Object =3

Auto Logout © | o

@ Add 2 Edit [] Delete &5 Refresh
Profile

IP Object

1P Group

IPv5 Object

MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Object
File Extension Object
APP Object

‘Web Category Object
QQ Object

QQ Group

Time Object

Time Group

Mail Service Object
Notification Ohject

SMS Service Object

Profile Mumber Limit: 10
Enable SMS Service Pro... Username Quota Interval{s)

Mo itemns to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (8) of the object profiles to be

created.
Profile Display the name of the profile.
Enable Display the status of the profile. False means disabled; True

means enabled.

SMS Service Provider

Display the service provider which offers SMS service.

Username Display the user name that the sender can use to register to
selected SMS provider.

Quota Display the number of the credit that you purchase from the
service provider

Interval(s) Display the time interval for sending the SMS.
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How to create a new SMS service profile
1. Open Obijects Setting>> SMS Service Object.
2. Simply click the Add button.

3. The following dialog will appear.

{ S5MS5 Service Object =[x |
Profile : Line_down
+ |Enable
5M5 Service Provider ; | kotsms.com.tw W
Username : line1
Password : sssew
Guota : 10
Interval(s) : 3

ﬂ Apphy {3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such SMS profile. The maximum length of
the name you can set is 20 characters.

Enable Check this box to enable such profile.

SMS Service Use the drop down list to specify the service provider which

Provider offers SMS service.

Username Type a user name that the sender can use to register to

selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31
characters.

Quota Type the number of the credit that you purchase from the
service provider chosen above.

Note that one credit equals to one SMS text message on the
standard route.

Interval(s) To avoid quota being exhausted soon, type time interval for
sending the SMS.
Apply Click it to save the configuration.
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Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
5. A new SMS object profile has been created.

4.6.17 Mail Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail

Alert Service.

IP Group

IPv6 Object

MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Object
File Extension Ohject
APP Object

Weh Category Object
0Q Ohject

QQ Group

Time Object

Time Group

SMS Service Object

Notification Object

Objects Setting >> Mail Service Object @:
Eo ouo Ny o e Mail Service Object
3 Add % Edit [[] Delete ¢ Refresh Profile Mumber Limit: 10
IP Ohject Profile Enable Mail Fram SMTF Server SMTP Port Connection S Authentication  User Mame

Maitermns to show

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Mail From Display the mail address of the sender.

SMTP Port Display the port number used for the SMTP service.

SMTP Server Display the IP address of the SMTP Server.
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Item Description

SSL/TLS Display the status of SSL/TLS service.
Authentication Enable means such profile must be authenticated by the
server.

Disable means such profile will not be authenticated by the
server.

User Name Display the name used for authentication.

How to create a new mail service profile
1.  Open Objects Setting>> Mail Service Object.
2. Simply click the Add button.

3. The following dialog will appear.

Mail Service Ohject - |3

Profile :
+|Enable
Mail From :
SMTP Server :
SMTP Port : 24

Connection Security © SSUTLS w
Authentication : (=) Emable ) Disable
User Name :

User Passwaord :

M apply 9 Cancel

Available parameters are listed as follows:

Item Description
Profile Type a name for such SMS profile. The maximum length of
the name you can set is 20 characters.
Enable Check this box to enable such profile.
Mail From Type the e-mail address of the sender.
SMTP Port Type the port number for SMTP server.
SMTP Server Type the IP address of the mail server.
Connection Choose one of the security protocols (StartTLS or
Security SSL/TLS) for data encryption.
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Authentication The mail server must be authenticated with the correct
username and password to have the right of sending message
out. Click the Enable button to enable the function.

User Name — Type a name for authentication. The
maximum length of the name you can set is 31 characters.

User Password — Type a password for authentication. The
maximum length of the password you can set is 31

characters.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
5. A new mail service object profile has been created.

250 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



4.6.18 Notification Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail

Alert Service.

4.6.18.1 Notification Object

Objects Setting »> Notification Object >> Notification Object @

Auto Logout : | o

£ Add U Edit [[] Delete &% Refresh

Notification Chject | Advanced Setting

Profile Mumber Limit: 10

Profile WAN ... \WAN... YPND.. VPNR.. Temp.. Route.. CPUU... Memo.. TXUs.. RXUs . High. . Syslog

1P Object
IP Group

IPvi Ohject

MAC /Vendor Object
Country Object
Service Type Object
Service Type Group
Keyword / DNS Object
File Extension Object
APP Ohject

Weh Category Object
QQ Object

QQ Group

Time Object

Time Group

SMS Service Object
Mail Service Object

Naotification Object

Mo iterns to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (8) of the object profiles to be
created.

Profile

Display the name of the profile.

WAN Disconnection

Display if such function is enabled or disabled.

WAN Reconnection

Display if such function is enabled or disabled.

VPN Disconnection

Display if such function is enabled or disabled.

VPN Reconnection

Display if such function is enabled or disabled.

Temperature

Display if such function is enabled or disabled.
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Item Description

Router Reboot Display if such function is enabled or disabled.

Syslog Display if such function is enabled or disabled.

How to create a new notification profile

1.  Open Objects Setting>>Notification Object.

2. Simply click the Add button.

3. The following dialog will appear.

Hotification Object
i

Profile :

VWAHN Disconnection
WAN Reconnection :
YPHN Disconnection :
WPH Reconnection :
Temperature :
Router Reboot

CPU Usage :
Memory Usage :

T¥ Usage :

RX Usage :

High Availability :
Syslog

Enable
Enahle
Enahle
Enable
Enable
Enahle
Enahle
Enable
Enable
Enahle
Enahle
Enable

= Appaly ) Cancel

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

Disable

Available parameters are listed as follows:

Item Description

Profile Type a name for such SMS profile. The maximum length of

the name you can set is 20 characters.
There are several situations to be monitored by such profile.

WAN Enable — When disconnection happened to WAN interface,
Disconnection the router system will send the alert message to the recipient.

WAN Reconnection | Enable - When reconnection happened to WAN interface,

the router system will send the alert message to the recipient.

VPN Disconnection | Enable — When disconnection happened to a VPN tunnel,

the router system will send the alert message to the recipient.

VPN Reconnection | Enable - When reconnection happened to a VPN tunnel, the

router system will send the alert message to the recipient.

Temperature Enable - When the temperature is out of range, the router

system will send the alert message to the recipient.
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Router Reboot

Enable - When the router reboots, the router system will
send the alert message to the recipient.

CPU Usage

Enable — When the CPU usage reaches a certain value, the
router system will send the alert message to the recipient.

Memory Usage

Enable — When the memory usage reaches a certain value,
the router system will send the alert message to the recipient.

TX Usage/RX
Usage

Enable — When TX/RX usage reaches a certain value, the
router system will send the alert message to the recipient.

High Availability

Enable — When such Vigor router becomes the “Master”
device in the application of HA, the router system will send
the alert message to the recipient.

Syslog Enable — Such notification will be recorded in Syslog.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
5. Anew notification object profile has been created.

4.6.18.2 Advanced Setting

Such page is used to set the limit value for CPU, Memory, TX / RX. When CPU, Memory,
TX / RX usage reaches the threshold, the router system will send the alert message to the

Ohjects Setting >> Notification Object >> Advanced Setting @
WD UG g bd Motification Object | Advanced Setting

CPU Upper Limit : %
IP Object PP «“
1P Group CPU Alert Time Interval : 1 Minutes
IPv6 Object Memory Upper Limit : an %
MAC /Vendor Object Memory Alert Time Interval : 1 Minutes
Country Object Hotification Interface : lan1 w [ X
Service Type Object .

TX Upper Limit : 100000 Khps
Service Type Group
Keyword | DNS Object TX Alert Time Interval : 1 Minutes
File Extension Object R¥ Upper Limit : 100000 Khps
APP Object RX Alert Time Interval : 1 Minutes

Weh Category Ohject
QQ Object

Q0 Group

Time Object

Time Group

SMS Service Ohject
Mail Service Object

Motification Object 5

VPN Disconnect Alert Delay: 0 Minutes (Mo alert if connect again in the period)

B apply @3 cancel

Vigor2960 Series User's Guide 253

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



4.7 User Management

User Management can manage all the accounts (user profiles) to connect to Internet via
different protocols.

Below shows the menu items for User Management:

User Management

Web Portal

User Profile

User Group

Guest Profile

RADIUS

LDAP | Active Directory

4.7.1 Web Portal

Web Portal is a gateway which organizes the network access of LAN hosts. The identity of
LAN host can be recognized by web portal mechanism and then be managed for functions
like firewall or load balance.

This page can determine the general rule for the users controlled by User Management. The
mode selected in this page will influence the contents of the filter rule(s) applied to every
user.

4.7.1.1 Online User Status

The Online User Status is a monitoring tool which only works after you choose HTTP or
HTTPS as the Mode setting on General Setup page of User Management>>Web Portal.

Refer to section 4.7.1.2 General Setup to get more detailed information of setting web portal.
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User Management >> Web Portal >> Online User Status @

Auto Logout . |of i Online User Status | General Setup | Portal Page Setup | Login Histary
Auto Refresh : |1 winute | 4" Refresh
User Name  IP Allow Time  Login Time  End Time Rest Time Auth Type LDAP Group  LogoutClear
Weh Portal

User Profile Mo iterns to show.

User Group

Guest Profile

RADIUS

LDAP | Active Directory

Central Management

Available parameters will be explained as follows:

Item Description
Auto Refresh Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.
10 Seconds w
10 Seconds !
30 Seconds
1 Minute
Disable
Refresh Renew current web page.
User Name Display the name information for the user who logs into the
WUI of Vigor2960.
IP Display the IP address of the user who logs into the WUI of
Vigor2960.
Allow Time Display the total network connection time allowed for the
log-in user.
Start Time Display the starting time of the network connection.
End Time Display the ending time of the network connection.
Rest Time Display the rest time of the network connection.
Auth Type Display the authentication type (local, RADIUS, LDAP,
Login Disable, Guest) used by such user.
LDAP Group Display the LDAP group used by such user.
Logout/Clear It is a button which is used to disconnect the connection
manually.
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4.7.1.2 General Setup

This page configures the main settings of web portal function.

User Management >>Web Portal >> General Setup )
L) O i Online User Status | General Setup | Portal Page Setup | Login History
Weh Portal Weh Portal : () Enable (3 Disable
User Profile Use LANDNS v | % Use 'Domain Name' inslead of LAN IP' for Redirect page
User Gi
REITIE AT Login Mode Non Auth =
Guest Profile . -
RADIUS Bulletin Board : () Enable (5;Disable
LDAP | Active Directory Block Mobile Devices () Enable () Disable
URL Redirection After Login © |User Requested o
Save Login History () Enable (5 Disable
 Timeout Setting
~ Whitelist Setting
Firewrall Ohjects
b 1P Object
b IP Group

Central Management

White | ist

Available parameters will be explained as follows:

ltem

Description

Web Portal

Click Enable to enable such function.

Use LAN DNS

Choose one of the LAN DNS profile

Login Mode

There are several login modes offered here for you to
choose.

Non Auth — Authentication is not required.

HTTP/HTTPS- If you choose such mode, the user can
access into Vigor router by HTTP or HTTPS.

Authentication Type

This option is available when the Login Mode is set as
HTTP or HTTPS. Note that the authentication sequence
adopted by the system will be Local first, Guest second,
RADIUS third, then LDAP the last. However, if you check
SMS, the router will authenticate the user with SMS rules
and the others (Local, Guest, RADIUS, LDAP) at the same
time.
4| Local
Guest
RADIUS

LOAPR
Shs

LDAP Profiles - It is available when LDAP is selected as
Authentication Type. You have to specify one profile
(defined in User Management>>LDAP/Active Directory)
from the drop down list for LDAP authentication.

Bulletin Board

Disable — The function of Bulletin Board is disabled.

Enable — The function of Bulleting Board is enabled. The
message on the Bulleting Board will be displayed on the
screen when the user logs into the web user interface of
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Vigor router.

® Show Bulletin in Captive Portal Page — It is available
when Bulletin Board is enabled and HTTP/HTTPS is
selected as Login Mode. It is used to determine
showing bulletin in web portal login page or not.

Web Portal : (s Enable () Disable
Login Mode : HTTPS w
Authentication Type : Laocal W
Daily Auto Logout {yEnable &) Disable
Bulletin Board : (+;Enable 7 Disable

Show Bulletin in Captive Portal Page

e  Allow non-HTTP traffic before Portal Page shows —
It is available when Bulletin Board is enabled and Non
Auth is selected as Login Mode. When it is enabled,
non-HTTP traffic is allowed before the portal page

appears.
Web Portal : Enable = Disable
Login Mode : Han Auath
Bulletin Board = Enable . Disahle
Allow non-HTTP traffic before Portal Page shows | = Enable Disable
Block Mobile Device : Enahle = Disable
URL Redirection After Login : User Reguested

Block Mobile Device Enable — Vigor router will detect and block if there is any

mobile device trying to access into Internet via Vigor router.

Alert Message — If a mobile device is detected, a warning
message (typed in this field) will be displayed on the screen
of mobile device. The default content is “Mobile Device

Detected”.
URL Redirection After
Login - User Requested i
Cirmas EA NN S *
Lser Regquested
Bulletin
Custom LIREL

User Requested — After passed the authentication made by
Vigor router, the user will be redirected to original requested
web page.

Bulletin — If it is selected, users will be forced to see the
information displayed on bulletin after passing through web
portal.

Custom URL - Any user who wants to access into Internet
through this router will be forcefully redirected to the URL
specified here first no matter what URL he types. Itis a
useful method for the purpose of advertisement. For
example, force the wireless user(s) in hotel to access into the
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web page that the hotel wants the user(s) to visit.

® Custom URL - Type the URL of specified web page
for redirection if Custom URL is selected as URL
Redirection After Login.

SMS Setting — It is available when SMS is selected as the Authentication Type. When a
user wants to log into Internet, he/she will be asked for passing the authentication process
by using the applied validation code. The following settings are used to specify will be
sent to specified users through SMS.

SMS Provider

Use the drop down list to specify the service provider which
offers SMS service.

SMS Button Name

It is a button with short message which will appear to remind
the user that SMS is allowed to get username and password
for accessing into Vigor router.

SMS resend interval

Type a time interval in this field. The advantage of such
feature is that SMS will not be sent frequently within a short
time and cost too much.

SMS Content

Type the content of the SMS. The default URL encode
format for SMS is “UTF-8”.

Before typing the content, make sure the encode format that
the SMS server offers. If it does not support “UTF-8",
transcoding shall be done first. If you have any question,
contact the SMS service provider.

Customized Field 1/2/3

The administrator can collect data (such as name, e-mail,
address, age, job and etc.) offered by users who ask for
validation code to access into Internet. There are three fields
allowed for acquiring data coming from mobile user. Each
field can be enabled / disabled separately.

Enable — Make the title (defined in Customized Field 1/2/3
Label) be seen on the mobile phone. When the field is
enabled, the mobile user must offer the data related to the
defined label to get the validation code.

Disable — The title (defined in Customized Field 1/2/3
Label) will not be shown on the mobile phone. The mobile
user can get the validation code after typing the phone
number and click the confirmation button (which is defined
in SMS Button Name).

Enable and Required - The mobile user MUST type the
phone number and fill in all the required information on the
screen and click the confirmation button (which is defined in
SMS Button Name). Then Vigor router will send SMS of
validation code to the mobile user.

Customized Field 1/2/3
Label

Type a brief text as the title for the above customized field.

Log File Limit

Information collected from mobile users (through the request
of validation code) will be stored in a log file. It is used to
restrict the maximum size of the log file.

Export Log File

The log of SMS can be exported as a file with the file format
of “.csv”.
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Timeout Setting

Daily Logout Enable - Force the online user logging out the web user
interface of Vigor router everyday.

® Daily Time to Logout - It is available when Daily
Logout is enabled. Type that time setting (HH:MM) for
the router to force online user leaving Vigor router.

® Fully Recharge Time Quota After.... - It is available
when Daily Logout is enabled. The time quota of all
local users will be recharged whenever Daily Logout is
executed.

Period Logout Enable - Force the online user logging out the web user
interface of Vigor router after passing a period of time.

® Period Time to Logout - It is available when Period
Logout is enabled.

Idle Logout Enable - Force the online user logging out the web user
interface of Vigor router when the router is idle. Enable such
feature if time quota is used.

e Idle Time — Set a time period. When the time is up,
Vigor router will terminate the network connection for
the online user.

Whitelist Setting

White List Select the source IP objects/groups that are ignored by web
portal function.

White List IPv6 Select the source IP objects/groups that are ignored by web
portal function.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

Note: To turn off the web portal function, disable Login Mode and Bulletin Board at the
same time.

4.7.1.3 Portal Page Setup

This page allows you to configure specified messages (HTML-supported) in web portal
pages, and shows them to users accessing into Internet via web portal.

No matter what the purpose of the wireless/LAN client is, he/she will be forced into the URL
configured here while trying to access into the Internet or the desired web page through this
router. That is, a company which wants to have an advertisement for its products to users can
specify the URL in this page to reach its goal
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User Management >> Weh Portal >> Portal Page Setup =)}

Auto Logout : | off s Online User Status | General Setup | Poral Page Setup | Login History

=center=<h1=<b=<font color=red=Welcame=font-</b><ih1=</center=
User Profile
User Group Welcome Message B | Max Size:t
Guest Profile
RADIUS
LDAP | Active Directory Upload Bulletin Message : (O Enable (%) Disable

=h1 align=center=<h==font color=hlue=Vigor2960=/font-</h=<ih1==stle
type="text/css"= centered { text-alian: left liskstyle-position:inside;}=istyle=<h2
align=center style="border1 px solid blug"==<h==ul class="centered type=disc" =
=li=Manage Ultra Fast High-speed Internet=/li==li=Business Continuity by Multiple
WAN Load-balancingiF ailover=fli=<li=Advanced Firewall for The Metwark Security=ili=
<fol=<ib=</h2=

Bulletin Message : =) | Max Sizect

=center=<h==fant color=hlue=Authotization Succass=font=</h= <jcanters<hr=
=center=Hello =h==font color=hlue=%USER% <font==ib= your IP is =h=%IP%=ih=

<br=<br=<brf>%0FENWEE%<rcemer>

Authorization Message =\ | Max Size:1

Central Management

=center=<h==<font color=hlue=Guest Authorization Success=ifont= <ib=<center==<hr= -

1 m >

Available parameters will be explained as follows:

Item Description

Welcome Message Type words or sentences here. The message will be
displayed on the top of the login page.

Upload Bulletin Message | Upload Selected File - It is available when Enable is
selected in Upload Bulletin Message. Choose a file to
upload to Vigor2960.

Bulletin Message It is available when Disable is selected in Upload Bulletin
Message.

The bulletin message is shown on login page or
authorization page. In login page, it can be disabled by Show
Bulletin In Login Page.

Authorization Message | The welcome message is shown in authorization page which
is the page after a user passing the authentication

successfully.
Guest Message A welcome message is shown on the screen after the guest
passing the authentication successfully.
Customized Login Specify an image file which will be displayed on the login
Image page when a user or guest tries to access into Internet.

Upload Login Image — Choose a file to upload to
Vigor2960. It is useful for advertisement.

Customized Background | Specify an image file which will be display on the login page

Image as a background. It is useful for advertisement.
Upload Background Image — Choose a file to upload to
Vigor2960.

Login Page Preview Click it to have a preview of login page (including welcome
message, and bulletin message).

Reset All to Default Reset the above message fields to default settings. Check the
box and then press Apply.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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After finished the above settings, click Apply to save the configuration.

4.7.1.4 Login History
This page shows the history that wireless clients access into Vigor2960.

User Management >> ¥Weh Portal >> Login History

Auto Logout - | off s Online User Status | General Setup | Portal Page Setup | Login History

7 Clearail

User P Type Tirme Operation
Web Portal

User Profile No items to show.
User Group

Guest Profile

RADIUS

LDAP / Active Directory

Central Management

4.7.2 User Profile

This function allows to configure all accounts (user profiles) in Vigor2960, including
PPTP/L2TP, System user, and so on.

4.7.2.1 User Profile

User profile is used to configure different authorities, including web portal, VPN dial-in,
PPPOE server, System Administration, etc., for different users.

User Management >> User Profile >> User Profile 7
Auto Logout - | o UserPrafile | Apply All

Quick Start Wizard = = o
Online Status 5 add 2% Edit [ Delete &% Refresh Search Q search Prifile Number Limit: 500

Userna... Enable  System... Weh Po.. Time Q... Remain... PPTPD... L2TPD... SSLTu... Use mO.. PPPoE ... FTP Se... SAMBA... Radius S...
1 Employee true false 1440 | &2

Web Portal

User Profile 1

User Group

Guest Profile

RADIUS

LDAP | Active Directory

Central Management 3 b Page: 1 /1 W Mext

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
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ltem

Description

and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number of the user profiles to be created.

Username

Display the name of the user.

Enable

Display the status of the profile. False means disabled; True
means enabled.

System User

Display the status of the System User. False means disabled;
True means enabled.

Web Portal Login

Display the status (Enable/Disable) of the account usage for
web portal login.

Time Quota

Display the status (Enable/Disable) of time quota mechanism
for web portal use.

Remaining Time

Display the remaining time for the user profile.

Recharge — It can recharge the remaining time quota of the
user on-the-fly (will not log out online users).

PPTP Dial-in Display the status of PPTP connection for such user profile.
L2TP Dial-in Display the status of L2TP connection for such user profile.
SSL Tunnel Display if SSL Tunnel is activated (enable or disable) or not.
Use mOTP Display if mOTP is activated (enable or disable) or not.

PPPOE Server Login

Display the status of PPPoE connection for such user profile.
(enable or disable)

FTP Server Login

Display if FTP Server Login is activated (enable or disable)
or not.

SMABA Server Login

Display if SMABA Server Login is activated (enable or
disable) or not.

Radius Server Login

Display if Radius Server Login is activated (enable or
disable) or not.

How to create a new User Profile

1. Open User Management>>User Profile.
2. Simply click the Add button.
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3. The following dialog will appear.

User Profile ==
Username : Employees
/| Enahle
Password :
System User : false bl

PPTRIL2ZTRISSLIPPPOE Serer General Setup

Idle Timeout(sec) : 300

DHCP from : lan w

Static IP Address : (Optionaly

# Llzer Management

~ PPTRILZTPISSL Server
» PPPoE Server

~ FTP User Setting

~ Radius User Setting

B spply 3 Cancel

Available parameters are listed as follows:

Item Description

Username Type a name for such user profile (e.g.,
LAN_User_Group_1, WLAN_User_Group_A,
WLAN_User_Group_B, etc). When a user tries to access
Internet through this router, an authentication step must
be performed first. The user has to type the Username
specified here to pass the authentication. When the user
passes the authentication, he/she can access Internet via
this router. However the accessing operation will be
restricted with the conditions configured in this user

profile.
Enable Check this box to enable such profile.
Password Type a password for such profile (e.g., lug123,

wug123,wug456, etc). When a user tries to access
Internet through this router, an authentication step must
be performed first. The user has to type the password
specified here to pass the authentication. When the user
passes the authentication, he/she can access Internet via
this router with the limitation configured in this user
profile.
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System User

Only the user profile with privilege level has the right to
operate the function of the router as the administrator of
the router.

False — Choose it to disable the function of System User.
Such user profile does not have the right to operate the
router’s function.

True — Choose it to enable the function of System User.
Privilege Level — If true is selected for System User,

you have to specify the privilege level
(User/Operator/Admin) for such profile.

Qperator b
lzer

Qperatar

Admin

Admin has the greatest authority for router operation;
User has the smallest authority for router operation.

PPTP/L2TP/SSL/PPPOE Server General Setup

Idle Timeout (sec)

If the user is idle over the limitation of the timer, the
network connection will be stopped for such user. By
default, the Idle Timeout is set to 300 seconds.

DHCP from

Choose a LAN profile for DHCP server IP dispatching.

Remote clients using this profile to do PPTP/L2TP
dial-in will be assigned IP addresses according to this
DHCP pool.

Static IP Address

Type an IP address for such user profile which accesses
Internet with PPTP/L2TP connection.

User Management

Allow Web Portal Login

Enable — Click it to enable web portal login with such
profile.

Disable — Click it to disable the option.

Time Quota

Enable — Click it to enable time quota function.

® Set Time Quota (min) — Type the time value.

® Remaining Time — Display the remaining time for
the user profile.

Disable — Click it to disable the function.

Note: The range of Time Quota is 1~14400 minutes.

Max Simultaneous
Login

It means the maximum online number of clients logging
with this profile.

The range is from 1 to 255. -1 means no limit; 0 means
No access.

PPTP/L2TP/SSL Server

PPTP Dial-in/ L2TP
Dial-in / SSL Tunnel

Click Enable to make network connection through
PPTP/L2TP/SSL Tunnel protocol for users who access
into Internet via such profile.
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Use mOTP Click Enable to make the authentication with mOTP
function.

® mOTP PIN Code - Type the code for authentication
(e.g., 1234).

® mOTP Secret - Use the 32 digit-secret number
generated by mOTP in the mobile phone (e.g.,
e759bb6f0e94c7ab4fe6).

SSL Proxy It is available when System User is set with false. The
web proxy over SSL will be applied for VPN.

- X
To clear the selected one, click to remove current
object selections.

SSL Application (VNC) | Itis available when System User is set with false.
Choose one of the SSL Application profiles (VNC) for
applying into this profile.

. X
To clear the selected one, click to remove current
object selections.

SSL Application (RDP) | Itis available when System User is set with false.
Choose one of the SSL Application profiles (RDP) for
applying into this profile.

. X
To clear the selected one, click to remove current
object selections.

Remote IP/Host Name Specify an IP address for remote dial-in VPN client.
Client with such user profile can only use such IP or host
name to access into such Vigor router. If not, the VPN
connection is not allowed.

PPPoOE Server

Allow PPPOE Server Click Enable to activate related PPPoE configuration.
Login

Quota Reset Frequency | It is used to configure the cycle time for PPPoE quota.

Note that each time when the quota is reset, the value of

Current Time Used/Current Traffic Quota will be reset

to initial situation (0).

® Everyday — The quota for PPPoE will be reset every
day.

® Everymonth — The quota for PPPoE will be reset
every month.

Mone w

Mone

Everyday

Everyrmaonth
Time Quota (min) Type a time quota for PPPoE connection.

Note: The range of Time Quota is 1~14400 minutes.
Current Time Used Display the cumulative amount of time that the user
(min) used.

Reset - Click it to reset the setting to default value (0).
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Traffic Quota(MB) It is used to set the maximum traffic (MB) for such user

profile.
Current Traffic Used Display the cumulative amount of data traffic that the
(MB) user used.

Reset - Click it to reset the setting to default value (0).
MAC Binding Specify a MAC address which is limited and used for

such PPPoE account.
Enable — Click it to enable the function.

® MAC Address — If MAC Binding is enabled, simply
type the MAC address of the router in this field.

FTP/SAMBA User Setting

Allow FTP/SAMBA Click Enable to allow the remote user accessing into
Server Login Internet via FTP/SAMBA server.

Radius User Setting

Allow Radius Server Click Enable to allow the remote user accessing into
Login Internet via Radius server.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the

configuration.

4.  Enter all of the settings and click Apply.
A new User Profile has been created. Below shows an example of user profile.
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4.7.2.2 Apply All

This page allows you to modify many options for ALL user profiles in one apply operation.
It is useful for administrator to edit the options of all users without opening profile one by
one.

You can click Apply to save the settings and apply all of the modifications to all user
profiles.

User Management >> User Profile >> Apply all aQ

Auto Logout - | o User Profile | Apply All

Quick Start Wizard

Online Status Modify Web Portal Login Status

Modify Time Quota Status
| Modify Time Quota Value
Time Quota Value{min) : 600
Modify Max User Login
Modify Idle Timeout
Modify PPTP Status
| Modify L2TP Status
fiabEnqtal 1 Modify SSL Tunnel Status
Modity mOTP Status
isenGroup) Modify PPPOE Server Lagin Status
GuestiProfiel Modify FTP Server Login Status
BADIIS Modify Radius Server Login Status
LDAP { Active Directory Modify SAMBA Server Login Status

All = Partial

Applyto :
Profile Mumber Limit: 5

UserPr.. AllowW.  TimeQu . PPTPDi . L2TPDi_. SSLTun . UsemO . AllowP. . AllowFT . Allow Rad
1 Employee Disable Disable Disable Disable Dizsahle Cisable Disable Dizsahle Disable

Available parameters are listed as follows:

Item Description

Modify Web Portal Check the box to configure detailed setting.

Login Status Enable - Click it to enable the web portal login function for
remote client.

Modify Time Quota Check the box to configure detailed setting.

Status Enable — Click it to enable the time quota function for all
user profiles.

Modify Time Quota Check the box to configure detailed setting. You have to

Value check this box and type the time quota value in Time Quota
Value(min).

Modify Max User Login | Check the box to configure detailed setting.
Max User Login - -1 means no limit; 0 means No access.

Modify Idle Timeout Check the box to configure detailed setting.

Idle Timeout - If the user is idle over the limitation of the
timer, the network connection will be stopped for such
user. By default, the Idle Timeout is set to 300 seconds.

Modify PPTP Status Check the box to configure detailed setting.

/Modify L2TP Status Enable — Click it to enable the PPTP/L2TP/SSL tunnel
/Modify SSL Tunnel network connection all user profiles.

Status

Modify mOTP Status Check the box to configure detailed setting.

Enable - Click it to enable the mOTP function all user
profiles.
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Modify Check the box to configure detailed setting.

PPPoE/FTP/Radius/ Enable — Click it to enable the PPPoE/FTP/Radius/SAMBA
SAMBA Server Login authentication function all user profiles.

Apply to All — Apply all of the modifications to all user profiles.

Partial — Apply all of the modifications to specified user
profile.

After finished the above settings, click Apply to save the configuration.
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Example: How to Generate Mass LAN Clients with User Management on
Vigor2960/Vigor3900

The following table shows the function differences between User Profile and Guest Profile
(created by using Mass Guest Generator):

User Profile Mass User Generator
Number of Create at most 500 user accounts | Create at most 255 user accounts
Account atatime atatime
Account Manually Auto-generated with regularity
Password Distinct password created by Randomly generated, and the

Administrator

length is defined by
Administrator

Max Simultaneous
users per account

1~255 or unlimited (-1)

Not support

Privilege

Internet Access, VPN, PPPOE
client...

Internet Access only

Usage Restriction
/Expired Time

Time Quota (1~14400 minutes)

Time Quota (1~14400 minutes)
Validity Period (days)

Authentication YES YES
Max Simultaneous | YES NO
user
Bind IP YES NO
- Vigor router
Port1 Port2

LAN1:192.168.1.1/24

LANZ2:192.168.2.1/24

Executive

| |

Employees

Guest Room

1. Open User Management >> User Profile, and click Add.

2. Set up user profile as shown below. Type Username; check Enable and
type Password. Then, type Max User Login. Click Apply to save the settings.
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User Profile - [

Username : Employaas
/| Enable
Password : o
System User false b

PPTRILZTRISSLIPPPOE Server General Setup

Idie Timeout{sec) : 300

DHCP from : lani wr

Static IP Address : (Optional)
~ LserManagement

#~ PPTPRILZTRISSL Server

# PPPOE Server

~ FTP User Setting

~ Radius User Setting

= apply Q9 Cancel

Open Objects Setting >> IP Object, and click Add.

4.  Setup IP Object for Executive. Type the name of the Profile (e.g., boss in this case);
choose Single as the Address Type; and type 192.168.1.11 as Start IP Address.
Click Apply to save the settings.

IP Object =1L
Profile : hoss
Address Type : Single s

Start IP Address @ 192 168.1.11

= apply & Cancel

5. Open User Management >> Guest Profile and click the Mass Guest Generator tab
to open the following page. Type the Group Name (in this case, Room); Guest Name
Prefix, and Number of Generate (in this case, 100); click Enable for Validity Period
to type the Start Time and End time, and click Apply to save the settings.
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User Management >> Guest Profile >> Mass Guest Generator =]
)

Guest Group || Mass Guest Generatar Export

v Mame Settings
Group Name : Raoom Do append ifthe group exists
Guest Name Prefix: Room
Start Index : 1
Number to Generate : 100
v Random Password Settings
Length: B
v Usage Settings

Usage Period - (O Enable (3 Disable
Validity Period : (& Enable () Disable
Start Time : 2014-05-01-10-00 Y- WW-DD-HH-fh (e 201 3-01-01-08-30) (Use - far unlimit)
End Time : 2014-05-02-10-00 -ha-DD-HH-hb (e 201 3-01-01-08-30) (Use - for unlimit

1.Usage Period: A countdown usage time starts atter the first-time login.
2 Validity Period: Atime period when the accountis valid.

[ Aoply (3 Cancel

6. Open User Management >> Guest Profile and click Guest Group to check the Mass
User account Group.

User Management >> Guest Profile >> Guest Group

Guest Group | Mass Guest Generator Export
@y Add € Edit [ Delete &5 Refresh Profile Mumber Limit: 30
Group Enable Comment Usage Pe... UsageTi... ValidityP... Start Time End Time
4 Room true Enahle 180 Enahle 2014-05-0... 2014-05-02...
Ty Add | b 4 Edit| [l Delete &% Refresh Profile Mumber Limit: 255
Guest Name Comment Apply to Web Portal First Login Time Usage Time Deadline
Raoom1 Enahle E
Room2 Enahle
Room3 Enahle
Roomé4 Enahle
Roomé Enahle
RoomB Enahle
EonmT Enahla b

By clicking each account (e.g., choose 1001 and click Edit), we can check the
information for this account, and we may also modify the account name and password
manually.
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Username - | 3¢

Guest Name | Roornl
Comment : (Dptional)
Password : Audyzi
Apply to Web Portal : &) Enable () Disable
[|Clean Deadline

M apply 3 Cancel

Note that Administrator is able to Export the information for the whole group to a .csv
file, which is useful to redistribute the account and password combinations to guests.

Usel Widiageinei == oluest Froflie == cAXpoii

Guest Group | Mass Guest Generator Export
Guest Group : Room w
Export File Name : v2960_2014-08-26 LSV
&l - & Mame
A B C B

1 |Name Fassword | Comiment
2 |Rooml Audyzi
3 |RoomzZ  HYLFGw
4 |Room3  2ASAWq
5 |Roomd  FlptaZ

6 |RoomS  mcFdeb
7 |Roomb  iIvI8V

8 |Room7  ulSagu

9 |Room&  w9UDK
10 |[Room9  zEINXg
11 |Rooml( IftiB

12 |[Eoomll jiblGe
13 |[Rooml2  |v1NheU
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7. Open User Management >> Web Portal and click the General Setup tab to open the
following page. Check Local and Guest as Authentication Type. Check IP object
named of Boss to put it into the white list, and this will allow this IP address to access
to the Internet without authentication.

User Management >> Web Portal >> General Setup

Online User Status General Setup [Portal Page Setup

Web Portal : (O Enable (%) Disable
Login Mode : HTTP -
Authentication Type : Local, Guest ¥ | Check Sequence: Local-=Guest=Radius-=LDAP
Daily Auto Logout (O Enable (%) Disable
Bulletin Board : (O Enable (%) Disable

¥/ Show Bulletin in Captive Portal Page B
URL Redirection After Login © | Lser Requested -

Firewveall Objects

4 |P Object
Profile Address Type Start IP Address End IP Addres
V| hoss Single 192168.1.11
White List :
A P Group 3

1.Modify any of Status, Login Mode, Authentication Type, or Bulletin Board will logout all online users.

B apply @ cancel

8.  After finishing configuration, Vigor2960 will redirect users to the authentication page
when they try accessing to the Internet.
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For Employees to access into Internet:

Welcome « C | [} 192.168.1.1/portal/authorize_info.htmI?tmp=13958230.Q, 75| =

Logout

Authorization Success

Username Employees Hello Employees vour IP is 192,168.1.21
Password e

o @  Click Here

[Powered by DrayTek Corp. Copyright © 2014 Al rights reserved.

You can also logout manually by this link: http:/192.168.1.1/portal logout hitml

For Room guest to access into Internet:

Welcome
&« C A [1 192.168.2.1/portal/quest_authorize_info.htmI(R ¢ | =

Guest Authorization Success

Username

Hello Room1 vour IP is 192.168.2.11
Password d

[Povrered by DrayTek Corp. Copyright © 2014 All rights reverved.

‘0 Click Here

You can also logout mammally by this link: hi

4.7.3 User Group

The User Group can consist of several user profiles, which help the administrator to manage
a large number of users conveniently.

User Management >> User Group @
Auto Logout - | off User Group
Quick Start Wizard e =
(3 "] Profile Number Limit: 500
TR 0 add € Edit () Delete &5 Refresh
Usergroup Enable Member

Mo iterns to show.

Weh Portal

User Profile

Guest Profile
RADIUS
LDAP | Active Directory

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.
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Item Description

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (500) of the profiles to be created.

Usergroup Display the name of the user group.

Enable Display the status of the profile. False means disabled; True
means enabled.

Member Display the user profiles under such group.

How to create a new User Group Profile
1. Open User Management>>User Group.
2. Simply click the Add button.

3. The following dialog will appear.

User Group = |3

Usergroup @ Grp_marketing

¥ |Enable

Member : E| o
M apply 9 Cancel

Available parameters are listed as follows:

Item Description

Usergroup Type the name of such profile.

Enable Check this box to enable such profile.

Member Use the drop down list to check the user profile(s) under
such group.

. b4 .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
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5. A new User Profile has been created.

4.7.4 Guest Profile
Guest Profile allows the users to access Internet within validity period and limit the user
accessing into the specified URL configured by web portal.

4.7.4.1 Guest Group

User Management >> Guest Profile >> Guest Group &

rinlegr fog Guest Group | Mass Guest Generatar Export

Quick Start Wizard
Online Status

Group
b Room

Weh Portal

User Profile

User Group

RADIUS

LDAP i Active Directory

@y add  J& Edit  [] Delete &% Refresh 7% Clean Deadling

Profile Number Limit 30

Enable Comment
true Disable Enahle

Usage Period Usage Time{min) Validity Period  Start Time End Time
2016-08-01-10-... 2016-08-02-10-00

Available parameters are listed as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Clean Deadline

Renew the usage time designated for such profile.

Profile Number Limit

Display the total number (30) of the profiles to be created.

Group Display the name of the guest group.

Enable Display the status of the profile. False means disabled; True
means enabled.

Comment Display the description for the profile.

Usage Period

Display the status (Enable/Disable) for the function of usage
time.

Usage Time(min)

Display the usage time for the guest accessing into Internet
each time.
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ltem
Validity Period
Start Time/ End Time

Description

Display the valid period for the guest accessing into Internet.

Display the detailed time setting (starting and ending).

How to create a new Guest Group Profile

1. Open User Management>>Guest Group. Click the Guest Group tab.
2. Simply click the Add button.

3. The following dialog will appear.

Guest Group -

Group :

/|Enable
Comment :
Usage Period :
Usage Time{min) :
Validity Period :
Start Time :
End Time :

Max Simultaneous Login: -1

= Enable
180
= Enable

{Optionaly
Disable

Disable

- M-D0-HH- W (e 201 3-01-01-08-30) (Use -- for unlimit)
- Mi-DD-HH- b {ex 201 3-01-01-08-30) (Use - for unlimit)

B apply Q cancel

Available parameters are listed as follows:

ltem

Description

Group

Type the name of such profile.

Enable

Check this box to enable such profile.

Comment

Give a brief description for the profile.

Usage Period

It determines the usage time for the guest accessing into
Internet each time. Click Enable to enable such option.

Usage Time(min)- Determines the connection time allowed
for accessing Internet every time. The default setting is 180
minutes. When the time is up, the user will be forced to exit
Internet.

Validity Period

Validity Period determines the effective time for the user
account/guest. Within the period of the validity, the
user/guest can access into Internet whenever he wants.

Start Time/End Time — Specify the valid period by typing
the time with the format of YYYY-MM-DD-HH-MM.
When it is set with “--*, that means such time setting is no
limit.

Max Simultaneous
Login

It means the maximum online number of clients logging with
this profile.

The range is from 1 to 255. -1 means not limit; 0 means No
access.

Apply

Click it to save the configuration.
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Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
A new guest group profile has been created.

User Management >> Guest Profile >> Guest Group 7)
Guest Group | Mass Guest Generatar Export
@ Add % Edit [ Delete & Refresh Profile Murnber Limit: 30
Group Enable Comment Usage Peri... Usage Tim... Validity Pe... Start Time End Time
» Carrie true Disahle 180 Dizahle =

6. You can create several guest names by clicking ¥ on the left side of the selected guest
group profile. A setting page will appear for you to add new guest list.

Guest Group | Mass Guest Generator

Ty oadd 2 Edit [l Delete &M Refrash

Group Enable Comment Usage Perio«
# Carrie true test anly Enable

7. Move your mouse to click Add.

Guest Group | Mass Guest Generator

Ty Add € Edit [ Delete % Refresh

Group Enable Comment  Usage Period
A Carrie frue test anly Enable
@ Add | JX Edit [ Delete &% Refresh
Guest Name Comment Applyto |
Mo ite

8.  The following page for configuration will appear.

Username - ||

Guest Name @ Mark
Comment ;. Practice (Dptional)
Password : 12345678
Apply to Web Portal . &) Enable () Disable
#|Clean Deadline

= Apply @ cancel
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Available parameters are listed as follows:

ltem

Description

Guest Name

Type the name of the guest under the guest group.

Comment

Give a brief description for the guest.

Apply to Web
Portal

Enable — Click it to make such profile being applied to web
portal.
Disable — Click it to disable the option.

Clean Deadline

The guest profile can be unlocked to be used by other users.

9. Enter all of the settings and click Apply.
10. A new guest has been added under the Guest Group (named Carrie in this case).

Group
A  Carrig

|5 add | % Edit

Guest Name
Mark
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4.7.4.2 Mass Guest Generator
This option is useful to create a lot of guest profiles with the most expeditious manner.

User Management >> Guest Profile >> Mass Guest Generator a
Auto Logout - | g GuestGroup | Mass Guest Generator Export
Quick Start Wizard
Online Status

MName Settings

Group Name : Do append ifthe group exists
Guest Name Prefix :

Start Index : 1

Number to Generate : 100 Max 255
Random Passward Seftings

‘Weh Portal - Length: B

User Profile Ugage Seftings

UsenGroun Usage Period = Enable () Disable

o

RADIUS Usage Time{min) ; 180

LDAP | Active Directory Validity Period = Enable () Disable
Start Time: - Y- M-DO-HH- MM (e3c 201 3-01-01-08-30) (Use - far unlimif)
End Time : - Y- M- D D-HH- MM{ec 201 3-01-01-08-30) (Use -- for unlimif)

Mazx Simultaneous Login: -{

Note :
1.Usage Period: A countdown usage time starts after the first-time login.
1 apply @ Cancel

Available parameters are listed as follows:

Item Description

Name Settings Group Name — Type the name of the guest group.

Guest Name Prefix — The guest names created with such
manner requires a prefix as the basis of name input.

Note: Guest Name Prefix disallows these 6 characters
"N$%.&".

Start Index — Type a number which will be treated as the
starting number for generating mass guest profiles.

\ Note: The range of Start index is 1~10000.

Number to Generate — Type the total number of guests to
be generated at one time.

The guest name will be named by combining “Guest Name
Prefix” + “Start Index”, for example:

Guest Name Prefix => teashop_

Start Index => 100

Number to Generate => 50

Then, the guests names generated will be:

teashop_100 (starting)

teashop_101

teashop_102

teashop_150 (ending)

Random Password Length — Type a number to determine the length of the
Settings random passwords which will be assigned to the mass guest
profiles by the system. The range of Password Length is
6~12.
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ltem

Description

Usage Settings

Usage Period —It determines the usage time for the guest
accessing into Internet each time. Click Enable to enable
such option.

® Usage Time(min)-The default setting is 180 minutes.

Validity Period —It determines the valid period for the guest
accessing into Internet. That is, the guest cannot access into
the Internet anytime outside the valid period. Click Enable
to enable such option.

® Start Time/End Time — Specify the valid period by
typing the time with the format of
YYYY-MM-DD-MM.

Max Simultaneous
Login

It means the maximum online number of clients logging with
this profile.

The range is from 1 to 255. -1 means no limit; 0 means No
access.

Apply

Click it to save the configuration.

Cancel

Click it to discard the settings configured in this page.

4.7.4.3 Export

This function is used to export the guest profile names and random passwords.

User Management >> Guest Profile >> Export a

Auto Logout . | f

Quick Start Wizard
Online Status

Guest Group ©

Guest Group | Mass Guest Generator Export

Export File Name : Y2960_2016-12-01 .Lsv

Weh Portal

User Profile

User Group

RADIUS

LDAP | Active Directory

# Export

Available parameters are listed as follows:

ltem

Description

Guest Group

Choose a group that you want to export the settings,
including guest profile names and random passwords as a
file for reference.
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4.7.5 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

4.7.5.1 Radius Profile

Vigor router can specify external RADIUS server for performing security authentication.

User Management >> RADIUS >> Radius Profile =l

Auto Logout © | o

Quick Start Wizard
Online Status Enable

Radius Profile | Radius Server

Use Local Radius Server : ) Enable @ Disable

Server IP Address :
Destination Port :
Shared Secret :
Logout After{min):

‘Web Portal
User Profile
User Group
Guest Profile

LDAP | Active Directory

1812 default port 1812

-1 {User Management]

El Aoy @ Cancel

Available parameters are listed as follows:

ltem

Description

Enable

Check this box to enable such profile.

Use Local Radius Server

Enable- Choose it to use local RADIUS server for user
authentication.

Disable — Choose it to specify another server for user
authentication.

Server IP Address

Enter the IP address of RADIUS server.

Destination Port

The UDP port number that the RADIUS server is using. The
default value is 1812, based on RFC 2138.

Shared Secret

The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Logout After(min)

It means the maximum usage duration for RADIUS
authentication.

Apply

Click it to save the configuration.

Cancel

Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.
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4.7.5.2 Radius Server

In addition to specifying an external RADIUS server for security authentication, Vigor router
also can be treated as a RADIUS server for performing security authentication and offer the
RADIUS service for wireless clients.

User Management >> RADIUS >> Radius Server =]
Auto Logout - |off Radius Profile | Radius Server
Quick Start Wizard
Orikestats Enable RADIUS Server
Interface
Port: 1812 default port1812
:, Add Profile Mumber Limit: 32
Profile L Subnet Mask Shared Secret
Mo itemns to show.
Web Portal ' Authentication Client :

User Profile
User Group
Guest Profile

LDAP | Active Directory

B 2pply @ Cancal

Available parameters are listed as follows:

Item Description
Enable RADIUS Server | Check this box to make Vigor router as a RADIUS server.

Interface Only the clients from the selected interface can be
authenticated by Vigor RADIUS server.

Port Clients can use the specified port number to exchange
RADIUS information.

Authentication Client Only the clients specified in this field can be authenticated
by Vigor RADIUS server.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

After finished the above settings, click Apply to save the configuration.

Note: “Allow Radius Server Login” can be enabled from the configuration page in User
Management>>User Profile. It allows the clients to be authenticated by internal
RADIUS server of Vigor router.
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4.7.6 LDAP/Active Directory
Lightweight Directory Access

Protocol (LDAP) is a communication protocol for using in

TCP/IP network. It defines the methods to access distributing directory server by clients,
work on directory and share the information in the directory by clients. The LDAP standard
is established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service
without the complexity of other directory service protocols. For LDAP is defined to perform ,

inquire and modify the inform

ation within the directory, and acquire the data in the directory

securely, therefore users can apply LDAP to search or list the directory object, inquire or

manage the active directory.

User Management >> LDAP / Active Directory @
beivlloga |l s LDAP | Active Directory
Quick Start Wizard = -
e 5y add & Edit [[]] Delete 45 Refresh Prafle Murnber Limit: 32
Profile Enable Bind Type Server IP Address Faort Caomm... BaseDN Group DN Regular... Regular ...
profile false 388
rd1 false Simple ... 192.168.1.220 389 o
Web Portal
User Profile
User Group
Guest Profile
RADIUS

Available parameters are listed as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (32) of the profiles to be created.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

Bind Type Display the type setting selected for such profile.

Server IP Address Display the IP address of the LDAP server.

Port Display the port number set for such profile.
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Item Description

Common Name Display the name for identification.

Identifier

Base DN Display the configured Base DN if Bind Type is set with
Simple Mode.

Group DN Display the configured Group DN if Bind Type is set with
Simple Mode.

Regular DN Display the configured regular DN if Bind Type is set with

Regular Mode.

Regular Password Display the configured regular password if Bind Type is set
with Regular Mode.

How to create a new LDAP/Active Directory Profile
1. Open User Management>>LDAP/Active Directory.

2. Simply click the Add button.

3. The following dialog will appear.

y LDAP ! Active Directory -

Profile : rd1

Enahle

Use SSL
Bind Type Sirnple Mode v
Server IP Address : 192.158.1.22D|
Port : agq
Common Name ldentifier : cn
Base DM :
Group DH :

(Dptional)

Logout After{minj : -1 (User Management)

M apply Q9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile.

Enable This Profile | Check this box to enable such profile.
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Bind Type

There are three types of bind type supported.

Regular Mode W
Simple Mode

Anonymous

Regular Mode

Simple Mode - Just simply do the bind authentication
without any search action.

Anonymous — Perform a search action first with
Anonymous account then do the bind authentication.

Regular Mode- Mostly it is the same with anonymous
mode. The different is that, the server will firstly check if
you have the search authority.

For the regular mode, you’ll need to type in the Regular DN
and Regular Password.

Server IP Address

Enter the IP address of LDAP server.

Port

Type a port number as the destination port for LDAP server.

Common Name
Identifier

Type or edit the common name identifier for the LDAP
server. The common name identifier for most LDAP server
is “cn”.

Base DN

It means “Base Distinguished Name”. Type the
distinguished name used to look up entries on the LDAP
server.

Group DN

It means “Group Distinguished Name”. Type the
distinguished name used to look up entries on the LDAP
server.

Regular DN

Type this setting if Regular Mode is selected as Bind Type.

Regular Password

Specify a password if Regular Mode is selected as Bind
Type.

Logout After (min)

It means the maximum usage duration for LDAP
authentication.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.

5. A new LADP/Active Directory Profile has been created.
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4.8 Application

Below shows the menu items for Applications.

Applications

[Inmamic DHNS

DHS Security

GVRP

IGMP Proxy

UPnP

High Availahility

Wake on LAN

SMS / Mail Alert Service

4.8.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN [P address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to ten accounts from eight different DDNS
service providers. Basically, Vigor routers are compatible with the DDNS services supplied
by most popular DDNS service providers such as www.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com. You should visit
their websites to register your own domain name for the router.
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4.8.1.1 Status
This page displays all the available DDNS profiles.

Applications >> Dynamic DNS >> Status 2]
Auto Logout - |off Status Sefting | DOMS log
Quick Start Wizard
Oniing Status Auto Refresh : || pingte |~ | %™ Refresh
Profile Status Domain Mame
ddns1 Mot Connected
ddns2 Mot Connected
ddns3 Mot Connected
ddns4 Mot Connected
ddnsh Mot Gonnected
ddnsf Mot Connected
1 ddns? Mot Gonnected
m ddnsg Mot Connected
DNS Security ddnsg Mot Connected
GVRP ddns10 Mot Connected

IGMP Proxy

uPnP

High Availability

Wake on LAN

SHS / Mail Alert Service

Each item will be explained as follows:

Item Description

Auto Refresh Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

10 Seconds v

10 Seconds
30 Seconds
1 Minute
Disahle

Refresh Renew current web page.

Profile Display the name of the DDNS.

Status Display the connection status of the DDNS server.

Domain Name Display the domain name for the DDNS server.
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4.8.1.2 Setting
This page allows you to configure DDNS server for your request.

Applications >> Dynamic DNS »> Setting 7

Auto Logout : | o Status Setting DDNS log

Quick Start Wizard

Online Status & Edit ] Force Update

Profile Enahle WAN Profile Routing Policy Service Prov... Service Type  Domain Mame IP Source Force update ...
ddns1 false wani selected wan ... dyndns Dynamic 14400
ddns2 false wan selected wan ... dyndns Dynamic 14400
ddns3 false wan1 selected wan ... dyndns Dynamic 14400
ddnsd false wani selected wan ... dyndns Dynamic 14400
ddnsa false wani selected wan ... dyndns Dynamic 14400
3 ddnsh false wani selected wan ... dyndns Dynarmic 14400
1 ddnsT false wan1 selected wan ... dyndns Dynamic 14400
m ddnsg false wanl selected wan . dyndns Dynamic 14400
DNS Security ddns8 false wan1 selected wan ... dyndns Dynamic 14400
GVRP ddns10 false wani selected wan ... dyndns Dynarmic 14400

IGMP Proxy

UPnp

High Availability

‘Wake on LAN

SMS i Mail Alert Service

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Force Update Force the router updates its information to DDNS server
immediately.

Refresh Renew current web page.

Profile Display the name of the profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display current WAN profile used by such DDNS profile.

Routing Policy Display the routing policy used for such DDNS profile.

Service Provider Display the name of service provider used by such profile.

Service Type Display the type for such profile.

Domain Name Display the domain name of such profile.

IP Source Display the interface (My WAN IP or My Internet IP)
selected by such DDNS profile.

Force update interval Display the interval setting to refresh the data for such
profile.

How to edit an existing DDNS Profile

There are 10 sets of DDNS server offered for you to modify and configure. Please choose
any one of them and click Edit to open the following page for modification.
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1. Open Applications>>Dynamic DNS and click the Setting tab.
2. Choose one of the DDNS profiles and click the Edit button

Setting =[x
Profile : ddns1
Enable
WAHN Profile WanT hd
Routing Policy : selected wan first ¥
Service Provider : dyndns w
Semvice Type : Dynamic w
Domain Name :
User Login Name :
Passworid
IP Source : Py WAM [P w
Wild Card : () Enable (%) Disable
Backup MX : () Enable (&) Disable
Mail Extender : (Dptional)
Force update interval : 14400 Minutes {1-~43200)

22 clear B Force Lpdate = Apply J Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Display the name of the profile.

Enable

Check this box to enable such profile.

WAN Profile

Choose a WAN profile that such profile will apply to.

Routing Policy

Choose a routing policy applied to the DDNS profile.

selected wan first e

selected wan first
selected wwan anly

selected wan first — The DDNS profile will be applied to the
traffic via WAN interface first, then applied to other
interface.

selected wan only — The DDNS profile will be applied to
the traffic via WAN interface only. No other interface will
be used.

Service Provider

Select the service provider for the DDNS account.
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Service Type

Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Cwnamic w

Cynamic
Static
Custom

Domain Name

Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

User Login Name

Type in the login name that you set for applying domain.

Password Type in the password that you set for applying domain.
IP Source Choose My WAN IP or My Internet IP as the source for the
DDNS profile.
iy WAN IP w
My WAN IP
Iy Internet IP
Wildcard and The Wildcard and Backup MX features are not supported for
Backup MX all Dynamic DNS providers. You could get more detailed

information from their websites.

Mail Extender

Type the IP/Domain name of the mail server.

Force update
interval

Set the time for the router to perform auto update for DDNS
service.

Clear

Click it to restore the default settings for such profile.

Force Update

Click it to force update the profile.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

Enter all of the settings and click Apply.
The DDNS Profile has been modified.
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4.8.1.3 DDNS Log
This page displays the information related to all DDNS.
Applications >> Dynamic DNS >> DDNS log 2
Status Setting DDNS log

" Refresh [ Clear All

Search H
Log

2011/01402 12:51:32 gethosthwnamed failed: members.dyndns.arg 3
200111002 12:51:22 Connecting to DONS server..

2011701402 12:51:21 gethosthwnamed failed: members.dyndns.arg

20011102 12:51:11 Connecting to DOMNS server..

2011/01402 12:51:10 gethosthynamed failed: members.dyndns.arg

20110102 12:51:00 Connecting to DONS server..

2011/01602 12:51:00 User-Agent Wigor3900 series, Host members. dyndns.arg
20010102 12:51:00 ===== DDOMET is updateing =====

2011/01402 12:40:85 gethosthynamed failed: members.dyndns.arg

2011001002 12:40:48 Connecting to DONS server..

201101402 12:40:48 gethosthwnamed failed: members.dyndns.arg

2011001002 12:40:38 Connecting to DONS server..

201101402 12:40:37 gethosthwnamed failed: members.dyndns.arg

201101002 12:40:27 Connecting to DONS server..

2011701002 12:40:27 User-Agent Wigor3900 series, Host members. dyndns.arg
200101002 12:40:27 ===== DDMET is updateing =====

201101402 12:30:25 gethosthwnamed failed: members.dyndns.arg

2011001002 12:30:15 Connecting to DOMNS server..
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4.8.2 DNS Security

DNS security is able to ensure that the incoming data is not falsified and the source of the
data is secure and correct to prevent from DNS attack by someone.

Applications >> DNS Security 2]
vso Cogout 7| shiin 2 DN Security
Quick Start Wizard
Online Status
|Enable DNS Security
Check DNS Reply Stricthy (@) Enable () Disable
DOMS Server IP * DMNS Security Availahle -
Mo iterns to show.
DNS Server check for DNS Security ()
Dynamic DNS
DNS Security
GVYRP
IGMP Proxy
UPnP
High Availability
Wwake on LAN Note:
SMS / Mail Alert Service & The DNE semver fully supparts DNSEEC.

The OMS server does not fully support DNSSEC, function may not work for domain names which not support DMSSEC
@ The DMS server does nat support DMSSEC, function may notwork as expected even ifitis enahled

] apply &3 Cancel

Available parameters are listed as follows:

Item Description

Enable DNS Security Check the box to enable the DNS security management.

Check DNS Reply In default, Vigor router does not check that unsigned DNS
Strictly replies are legal or not: they are assumed to be valid and
passed on. This does not protect against an attacker forging
unsigned replies for signed DNS zones, but it is fast. If this
option is enabled, Vigor router will check the zones of
unsigned replies to ensure that unsigned replies are allowed
in those zones. The cost of this is more upstream queries and
slower performance.

Enable — It will check if the unsigned DNS replies are
unsigned or not.

Disable — The unsigned DNS replies will be regarded as
“legal”. It is default setting.

DNS Server check for Vigor router will check and display if the DNS servers listed

DNS Security in WAN profiles supporting DNS security or not.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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4.8.3 GVRP

This function can define the method for the changing the VLAN information among devices.
With supporting GVRP, the device can receive the VLAN information coming from other

devices.
Applications >> GYRP -
Auto Logout - | off -/ GYRP
Quick Start Wizard
Online Status Enable

Interface

Join Time : 20 Seconds

Dynamic DNS
DNS Security

IGMP Proxy

uPnP

High Availability

Wake on LAN

SMS J Mail Alert Service

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Enable This Profile Check this box to enable GVRP function.

Interface Choose LAN and/or WAN profiles.
To clear the selected one, click | ™ to remove current object
selections.

Join Time Define the time for the system to send GVRP packet to other
device. The unit is second.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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4.8.4 IGMP Proxy

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

Auto Logout | o

Quick Start Wizard
Online Status

IGMP Procy

Enable
IGMP Proxy Channel : 511
Downstream lan1
IGMP via PPPOE = Enable . Disable

Dynamic DNS

DNS Security

GVRP

uPnp

High Availability

WWake on LAN

SMS f Mail Alert Service

B Apply @ cancel

Available parameters are listed as follows:

Item Description

Enable Check this box to enable IGMP proxy function.

IGMP Proxy Channel The application of multicast will be executed through WAN
port. In addition, such function is available in NAT mode.

Downstream Use the drop down list to specify the LAN profile as the
destination of data coming from WAN interface (defined in
IGMP Proxy Channel).

IGMP via PPPoE Enable — In LAN, the PC which uses PPPoE connection to
communicate with Vigor router can accept the packets
transmitted from IGMP proxy.

Disable —In LAN, the PC which uses PPPoE connection to
communicate with Vigor router can NOT accept the packets
transmitted from IGMP proxy.

® |GMP Interface IP — Type the IP address of IGMP

server.
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
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4.8.5 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT
routers, the major feature of UPnP on the router is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a router. It is more reliable than requiring a router to work out by itself which ports need to
be opened. Further, the user does not have to manually set up port mappings or a DMZ.
UPnNP is available on Windows XP and the router provide the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.

Applications >> UPnP @
Auto Logout © | o

Quick Start Wizard
Online Status

UPnP

Enahle
Download : 1 Kbps @ Mbps
Upload 912 * Khps Mbps
External Interface : g0
Internal Interface © |59
Max Session : 500

Dynamic DNS
DNS Security
GWRP

IGMP Proxy

High Availability
Wvake on LAN
SMS [ Mail Alert Service

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Enable Check this box to enable UPnP function.

Download Enter the maximum sustained WAN download speed in
kilobits/second. Such information can be requested by UPnP
clients.

Upload Enter the maximum sustained WAN upload speed in
kilobits/second. Such information can be requested by UPnP
clients.

External Interface Select a WAN profile for UPnP protocol.

Internal Interface Select a LAN profile for UPnP protocol.

Max Session Determine the maximum session number for UPnP function.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software
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Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You

should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware

applications. When the applications terminate abnormally, these mappings may not be

removed.

4.8.6 High Availability

The High Availability (HA) feature refers to the awareness of component failure and the
availability of backup resources. The complexity of HA is determined by the availability
needs and the tolerance of system interruptions. Systems, provide nearly full-time
availability, typically have redundant hardware and software that make the system available
despite failures.

The high availability of the Vigor2960 Series is designed to avoid single points-of-failure.
When failures occur, the failover process moves processing performed by the failed
component (the “Master”) to the backup component (the “Slave™). This process remains
system-wide resources, recovers partial of failed transactions, and restores the system to
normal within a matter of microseconds.

Take the following picture as an example. The upper Vigor2960 is regarded as Master
(Active) device, the lower Vigor2960 is regarded as Slave (standby) device. When Master
Vigor2960 Series is broken down, the Slave device could replace the Master role to take
over all jobs as soon as possible. However, once the original Master is working again, the
Slave would be changed to original role to stand by.
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4.8.6.1 High Availability Global Setup

> High ilability >> High Availability Global Setup &
Auto Logout - | o

Quick Start Wizard
Online Status

High Availahility Global Setup | Hol-Standby Profile Setup | Active-Standby Profile Setup | HA Status

Enable High Availability

Redundant Method Huat Standby
Authentication Key: drawtek
Advance Preemption Mode : Immediate
WAN Connection Status Detection: ) Enable = Disable
LAN Port Status Detection Disahle

Dynamic DNS

DNS Security

GVRP

IGMP Proxy

UPnP

Wake on LAN

SMS J Mail Alert Service Nate:

In Hot-Standby Method, setup LAN profiles and the LAN WLAN D configurations on each router by following rules;
(1)The LAN profile name and LAN YLAM |D of corresponding LAMN between different routers must be the same.
(2)The LAN profile IP address of HA LAN on each router must NOT be the same.

(3)The LAN profile IP address except HA LAMN on each router must be the same.

Example:

Router_A: LAM1(HA-LAM)-182.168.1.10 LANZ-1010.10.1
Diter O L AKA AL LARY 109 1604 90 LAKD 4040404

B 2pply @ Cancel

Available parameters are listed as follows:

Item Description
Enable High Check this box to enable HA function.
Availability

Redundant Method Choose Hot-Standby or Active-Standby as the method for HA.

Hot-Standby — Hot-Standby is a redundant method of having
several secondary service nodes running standby with another
identical primary service node. Upon failure of the primary
node, the system immediately elects one from all secondary
nodes to replace the failure one and take over the service.
While in the standby status, the secondary nodes are still
mirrored the configuration of primary in real time, thus the
whole systems are assured of having identical configuration.

Active-Standby —Active-Standby is a redundant method of
having the access points configured independently by
participating in HA session with individual LAN interface. As
an active gateway LAN, it routes user’s traffic while others stay
in standby status.

Settings under Authentication Key — Type a string as the authentication key.
Hot-Standby It is used for encrypting the HA session communication to
prevent malicious attack.

Advance Preemption Mode — Specify a mode for changing
the Config Synchronization Role.

Advance Preemption Mode ; Immediate v

T B B T KN B B

Immediate
Delayed
Manual

® Immediate — The router will be restored to primary
(master) router once the service is restored.

® Delayed — The router must wait for a period of time to
restore to primary (master) router when the service is
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restored.
Delayed Interval: Specify the time for waiting.

® Manual - Restoring must be done according to the setting
of Manual Preemption Status.

Manual Preemption Status — Click Active or Inactive.

Manual Mode Threshold — Set a period of time for the
system to determine the master router when there is no
master router detected.

If the router is set as Master router, and you change the Manual
Preemption Status from Active to Inactive. Once the router
detects that it is in Inactive state, it will not take preemption.
However, if there is no secondary router taking over the
service, all the data traffic would be terminated.

To solve the problem, two methods can be executed:

1. Simply reset Manual Preemption Status from Inactive to
Active and then click Apply to save the settings.

2. Set the value for Manual Mode Threshold. After passing the
time configured in Manual Mode Threshold, if the system
detects no master router existing, then Manual Preemption
Status will be reset to Active to locate the master router.

WAN Connection Status Detection —Click Enable to make
the router detecting WAN connection status. It is similar to
"LAN Port Detection Mode™ but will detect connection status
of all enabled WAN profiles. If connection status of all enabled
WAN profiles are down, the master router hands off its
position.

LAN Port Detection Mode — The router (with the role of
Primary - Master) will detect if there is malfunction on LANs
automatically. This function will force the master router to
failover to other backups if any failure of LAN is detected.
There are two schemes to determine the failure of LAN ports:

Disable
At Least One Up
All Must Be Lp

® At Least One Up - The master router can own its position
only if one LAN port is connecting.

® All Must Be Up - The master router can own its position
only when all of LAN ports are connecting.

Settings under Authentication Key — Type a string as the authentication key.
Active-Standby It is used for encrypting the HA session communication to
prevent malicious attack.

WAN Connection Status Detection — Click Enable to make
the router detecting WAN connection status. It is similar to
"LAN Port Detection Mode" but will detect connection status
of all enabled WAN profiles. If connection status of all enabled
WAN profiles are down, the master router hands off its
position.
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4.8.6.2 Hot-Standby Profile Setup

The Hot-Standby mechanism is that the router with highest priority to be Master device. And
other lower priority router will be a backup device for the highest router.

When the Master device fails, one of the backup devices will be chosen by priority as the
Master device to offer the network service for the connected PCs.

Applications >> High Availability >> Hot-Standby Profile Setup Q
Auto Logout : | o

Quick Start Wizard
Online Status

High Availability Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup | HA Status

HA LAN Profile

Priority ID : 2 1 has highest priority
Virtual IP for Gateway ©

Group ID: 1

HA, Status :

Dynamic DNS

DNS Security

GVRP

IGMP Proxy

UPnP

Wake on LAN

SMS / Mail Alert Service

B apply @ Cancel

Available parameters are listed as follows:

Item Description

HA LAN Profile Choose one of the LAN profiles for communication in HA
application.

Priority ID “1” has the highest priority. For example, Vigor router with the
priority of “1” shall play the role of Master device.

Virtual IP for Assign an IP address as a virtual IP.

Gateway

Group ID Type a value as Group ID for identification in HA application.

All of the routers under a certain HA application must be
configured with the same group ID. Different HA applications
shall have different group ID.

HA Status It will display the HA status (Master or Backup) for such
router.
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
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4.8.6.3 Active-Standby Mechanism

The active-standby Mechanism is that each access point in LAN will participate in different

high availability sessions. All the WAN interfaces can be active which provide more flexible
utilization of network service.

Router A Router B Router C

Switch B

PC1 PC 2

When LANL in Router A fails, one of the available line connections (e.g., LANL1 in Router C)
will be selected to offer the network service for all the connected PCs.

Router A Router B Router C

Switch B

- ] : |

PC1 PC 2 PC3 PC4
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The following page is used to create Active-Standby profiles.

Applications >> High Availability >> Active-Standby Profile Setup a9

Auto Logout © | o
Quick Start Wizard

Online Status
Profile

Dynamic DNS

DNS Security

GVRP

IGMP Proxy

UuPnp

Wake on LAN

SMS / Mail Alert Service

%5 Add 2§ Edit [ Delete AutoRefresh : |1 pinute

High Availability Global Setup | Hot-Standby Profile Setup | Active-Standby Profile Setup | HA Status

v | &% Refresh Profile Murmber Limit: 4

HA LAN Profile Virtual IP for Gateway VHID Raole HA Status

MNoiterns to show:.

Available parameters are listed as follows:

Item Description

Add Add a new HA profile.

Edit Modify the selected HA profile.
To edit the profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for you
to modify the corresponding settings for the selected profile.

Delete Remove the selected HA profile.

To delete a profile, simply select the one you want to delete and
click the Delete button.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (4) of the object profiles to be created.

Profile Display the name of the HA profile.

HA LAN Profile Display the LAN profile used by such HA.

Virtual IP for Display the IP address of the gateway.

Gateway

VHID Display the virtual host ID number of the profile.

Role Display the role of this profile in the corresponding HA group.
HA Status Display the online status (Master, Backup, LAN_failed and

WAN_Failed) of such HA profile.

How to create a new Active-Standby Profile

1.  Open Applications>>High Availability and click the Active-Standby Profile Setup

tab.
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2. Simply click the Add button.
3. The following dialog will appear.

Active-Standby Profile Setup =
Profile : HA_2
HA LAN Profile lan w
Yirtual IP for Gateway : 192 168 66
VHID 1
Role : hiaster =

= apply 3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile.

HA LAN Profile | Choose one of the LAN profiles that such function will be
applied to.

Virtual IP for Assign an IP address as a virtual IP.

Gateway

VHID It means Virtual Host ID. Type a number as VHID for such

function. VHID is used for Backup router to identify which
Master will be backed up.

Role LAN profiles configured for HA application can run
independently and will not interfere with each other.

Therefore, LAN1 (Backup) of router A can be the backup of
LAN1 (Master) of router B; LAN2 (Backup) of router B can
the backup of LAN2 of router A(Master).

Each HA LAN profile (configured under the same router) must
be specified a role as Master or Backup.

Role : Master v
Master
Backup
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.

4.  Enter all of the settings and click Apply.
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4.8.6.4 HA Status

Applications >> High Availability >> HA Status a
eUE DO Ot ” High Availability Glohal Setup | Hol-Standby Profile Setup | Active-Standby Prafile Setup | HA Status
Quick Start Wizard £ e —— o
Online Status ORGIesh 110 Secon... x| 7 Renew
Group 1D Priority 1D P Router Name Redundant Method  HA Status Detail

Mo iterns to show:

Dynamic DNS

DNS Security

GYRP

IGMP Proxy

UPnp

Wake on LAN

SMS / Mail Alert Service

Each item is explained as follows:

Item Description

Auto Refresh Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

Refresh Renew current web page.
Group ID Display the group ID number of such router.
Priority ID Display the number which represents the priority of Vigor

router in HA application. The less the number is; the higher the
priority shall be. The router with the highest priority will be
treated as the Master device in HA application.

IP Display the IP address of Vigor router.

Router Name Display the name of Vigor router.

Redundant Method Display the method (Hot-Standby or Active-Standby) used for
HA.

HA Status Display the online status (Master, Backup, LAN_failed and

WAN_Failed) of such HA profile.

Detail An icon displayed here allows to open a detailed settings page
for HA configuration.
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4.8.7 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake
up a specified PC through the router, he/she must type correct MAC address of the specified
PC on this web page of Wake on LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.

4.8.7.1 Wake on LAN

Applications >>Wake on LAN >>Ywake on LAN @

Auto Logout | o v Wiake on LAN | Schedule Yake on LAN
Quick Start Wizard
Online Status

Configure Bind IP to MAC

Dynamic DNS
DNS Security
GVRP

IGMP Proxy
UPnp

High Availability

SMS | Mail Alert Service

= Profile Name v
Wiake By IP Address LAN Profile: |gn1 v wiake Up (il Delete
Mac Address

Note :
Wiake on LAN integrates with Bind IP to MAC function, only binded PCs can wake up through 1P

Available parameters are listed as follows:

Item Description

Configure Bind IP to Click it to open the setting page of Bind IP to MAC.

MAC

Wake by Three types provide for you to wake up the bound IP. If you

choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you
choose Wake by IP Address, you have to choose the correct
IP address.

Profile Name — Choose a profile (created by LAN>>Bind
IP to MAC) from the drop down list.

IP Address - The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop
down list. Choose the IP address from the drop down list that
you want to wake up.

MAC Address - Type any one of the MAC address of the

bind PCs.
LAN Profile — Use the drop down list to choose one of the
LAN profiles.
Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.
Delete Click this button to remove the result.
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4.8.7.2 Schedule Wake on LAN

This page is used to set profiles which will perform WOL based on the conditions specified
by Bind Table profile, MAC address, LAN profile and time profile.

Applications >>\Wake on LAN >> Schedule Wake on LAN o4

Auto Logout * | o Wiake on LAN | Schedule ¥wake on LAN

Quick Start Wizard — = P
o] Profile Murmber Limit: 16
Onling Status T Add £ Edit ] Delete &% Refresh
Profile Enable Bind Tahle MAC Address Time Ohject LAN Profile

Mo iterns to show:.

Dynamic DNS
DNS Security
GVRP

IGMP Proxy
UPnp

High Availability

SMS | Mail Alert Service

Available parameters are listed as follows:

Item Description
Add Add a new schedule profile.
Edit Modify the selected schedule profile.

To edit the profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected schedule profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Display the name of the profile.

Enable Display the status of profile (true means Enable/ false means
Disable).

Bind Table Display the profile name from Bind Table.

MAC Address Display the MAC address of the computer to be woke on
LAN.

Time Object Display the name of the time object selected for WOL.

LAN Profile Display the name of LAN profile.

How to create a new schedule profile for WOL

1. Open Applications>>Wake on LAN and click the Schedule Wake on LAN tab.
2. Simply click the Add button.

3. The following dialog will appear.
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Schedule YWake on LAN =X

Profile : Exam_1
¥|Enable
Mode (" Bind Table () MAC Address
MAC Address : 00:57:7f12:dd:30|
Time Object : v|
LAN Profile . ||an1 v|

S Apply I Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile.

Enable Check the box to enable such profile.

Mode Choose the type for data input, Bind Table or MAC Address.
Bind Table Choose one of the profiles listed in Bind Table.

MAC Address If MAC Address is selected as Mode, you have to type MAC

address in this field. Then only the PC with such address will
be waken up remotely.

Time Object Choose time object profile for waking up the computer in
specified time. Time object profiles can be configured in
Object Settings>>Time Object previously.

LAN Profile Choose one of the LAN profiles. The computers specified in
the selected LAN profile will be waken up remotely.

Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
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4.8.8 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a
message to user’s mobile or e-mail box through specified service provider to assist the user
knowing the real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

4.8.8.1 SMS Alert Service

This page allows you to specify SMS provider, who will get the SMS, what the content is
and when the SMS will be sent.

Applications >> SMS | Mail Alert Service >> SMS Alert Service
Auto Logout © o

Quick Start Wizard
Online Status

SMS Alert Service | Mail Alert Service

2 Edit &% Refresh

Index Enable SMS Provider Recipient Notify Profile
false

false

false

false

false

false

false

Dynamic DNS false

DNS Security
GVRP

IGMP Proxy
uPnpP

High Availability
Wake on LAN

SMS / Mail Alert Service

false

S oo m o e W =

=

false

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

profile.
Refresh Renew current web page.
Index Display the index number (from 1 to 10) of the profile.
Enable Display the status of the profile. False means disabled; True
means enabled.
SMS Provider Display the name of the SMS provider.
Recipient Display the one who will receive the SMS.
Notify Profile Display the name of the notify profile.
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How to edit the SMS alert service profile
1.  Open Applications>> SMS/Mail Alert Service and click the SMS Alert Service tab.
2. Choose one of the index numbers and click the Edit button.

3. The following dialog will appear.

| SMS Alert Service - |2

Index : 1

|__uf Enable

SMS Provider : [Lins_down ¥

Recipient :

Hotify Profile ; |MNotify_attack W

ﬂ Apphy {3 Cancel
T E E — E— ———————————GGRR®

Available parameters are listed as follows:

Item Description

Enable Check this box to enable such profile.

SMS Provider Choose the SMS provider object profile from the drop down
list.

Such profiles can be created from Object Setting>>SMS
Service Object.

Recipient Type the cell phone number to receive the SMS.

Notify Profile Choose a profile (specify the timing for sending SMS) from
the drop down list.

Such profiles can be created from Object
Setting>>Notification Object.

Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
The SMS alert service profile has been modified.
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4.8.8.2 Mail Alert Service

This page allows you to specify Mail Server profile, who will get the notification e-mail,
what the content is and when the message will be sent.

Applications >> SMS / Mail Alert Service >> Mail Alert Service

furto Logout =] ot SMS lert Gervice | Mail Alert Service

Quick Start Wizard
T TS J& Edit &5 Refresh
Index Enable This Profile Mail Profile Recipient Hotify Profile

false

false

false

false

false

false

false

Dynamic DHS false

DNS Security
GVRP

IGMP Proxy
upnp

High Availability
Wake on LAN

SMS [ Mail Alert Service

e

=

false
false

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

profile.

Refresh Renew current web page.

Index Display the index number (from 1 to 10) of the profile.

Enable This Profile Display the status of the profile. False means disabled; True
means enabled.

Mail Profile Display the name of the mail profile.

Recipient Display the one who will receive the mail alert.

Notify Profile Display the name of the notify profile.

How to edit the mail alert service profile

1.  Open Applications>> SMS/Mail Alert Service and click the Mail Alert Service tab.
2. Choose one of the index numbers and click the Edit button.

3. The following dialog will appear.
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Mail Alert Service - ||

Index : 1
+|Enahle This Profile
Mail Profile . |wail_notify i
Recipient :
Notify Profile | notify_attack bl

= gend ATestMail [E) Apply & Cancel

Available parameters are listed as follows:

Item Description

Enable This Profile | Check this box to enable such profile.

Mail Profile Choose the mail service object profile from the drop down
list.

Such profiles can be created from Object Setting>>Mail
Service Object.

Recipient Type the e-mail address for receiving the mail.

Notify Profile Choose a profile (specify the timing for sending SMS) from
the drop down list.

Such profiles can be created from Object
Setting>>Notification Object.

Send A Test Mail Click it to send a test mail.
Apply Click it to save the configuration and exit the page.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all of the settings and click Apply.
The mail alert service profile has been modified.
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4.9 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses
links across shared or public networks like the Internet. In short, by VPN technology, you
can send data between two computers across a shared or public network in a manner that
emulates the properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Access.

VPN and Remote Access

VPN Client Wizard

VPN Server Wizard
Remote Access Control
PPP General Setup
IPSec General Setup
VPN Profiles

VPN TRUNK Management

Connection Management

4.9.1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

VPN and Remote Access
Auto Logout : | off - Step 1
Quick Start Wizard
Online Status Type @PPTP O IPsec OssL

WPN Settings Via: (3 Select From Current Settings () Create New VPN Profile

Profile Status

Mo items to show.

VPN Client Wizard

VPN Server Wizard
Remote Access Control
PPP General Setup
IPsec General Setup
VPN Profiles

VPN TRUNK Management
Connection Management

= L1 B Mest @ @ cancel
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How to create LAN-to-LAN profile for VPN client (dial-out)
1.  Open VPN and Remote Access >> VPN Client Wizard.
2. The following dialog will appear.

VPN and Remote Access
Step1

Type : ®PPTP O IPsec (SsL
WPMN Settings Via: (&) Select From Current Settings () Create New VPN Profile

Profile Status

Mo items to show.

W B oNet & @ cancel
Available parameters are listed as follows:
Item Description
Type Specify which protocol (PPTP/IPsec/SSL) will be used for

such VPN profile.

VPN Settings Via Select From Current Settings - Current VPN LAN to LAN
profiles will be listed below such setting. Choose the one
you need.

Create New VPN Profile — It allows you to create a new
VPN LAN to LAN profile. Simply type the name in the field
of Profile Name. The field of Profile Name is available only
when you click this setting.
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3. Specify the type. Click Create New VPN Profile and type the name of the profile.
Then, click Next.

VPN and Remote Access
Step 1

Tyne : & PPTP O IPsec (SSL
WP Seftings Via . () Select From Current Settings (&) Create New VPN Profile
Profile Mame:  \WPN_CLI_1|

L] B Next = @ cancel

4. If you choose PPTP as the Type, you will get the following screen:

VPN and Remote Access
Step 2
Profile : WRM_CLI_1
¥|Enable

Always On : (O Enable (%) Disable

Dial-Out Through : wanl ¥ | (@) Default WANIP (") WAN Alias IP

Failover to : Wwanz2 bt

Idle Timeout {sec) : 300 (Cptional)

Server IPHost Name : 172.16.3.8

PPTP User Hame : nptpuser £

PPTP P d:

Local IP /Subnet Mask . | 192.168.1.11 | |255.255.265.0024 |~
o oadd B save Frofile Mumhber Limit: 16
P Subnet Mask

Remote IP / Subnet Mask : Ma iterns to show.

Route s NAT Mode : Route hd
Nethios Naming Packet : (O Enable (3 Disable

W Previous & B Finish @ cancel
Available parameters are listed as follows:
Item Description
Profile Display the name of the VPN profile.
Enable Check this box to enable such profile.
Always On Click Enable to make the profile being always on.
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Dial-Out Through

Choose a wan profile to be used by such profile. Then, use
the default WAN IP or specify a WAN Alias IP for VPN
tunnel.

Failover to Choose a wan profile which will lead the data passing
through other WAN automatically when the selected WAN
interface (in Dial-Out Through) is failover.

Idle Timeout When Always On is disabled, you have to type the value for

terminating the network connection.

Server IP/Host
Name

Type the IP address or host name of PPTP server.

PPTP User Name

Type a user name for authentication in PPTP connection.

PPTP Password

Type a password for authentication in PPTP connection.

Local IP/Subnet
Mask

Type the IP address and subnet mask of local host.

Remote IP/Subnet
Mask

Type the LAN IP address and LAN subnet mask for the
remote host.

Route/NAT Mode

Specify the purpose for such profile.

MAT w

Routs

HAT

Netbios Naming
Packet

Enable — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

Disable ~When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet inside
the tunnel.

Multicast via VPN

Some programs might send multicast packets via VPN
connection.

® Enable - Click this button to let multicast packets pass
through the router.

® Disable — This is default setting. Click this button to let
multicast packets be blocked by the router.

RIP via VPN

® Enable - Click it to exchange routing information
protocol packets via VPN connection.

® Disable — Disable such function. This is default setting.
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If you choose IPsec as the Type, you will get the following screen:

VPN and Remote Access
Step 2

Profile :
/| Enable

VAN Profile :

Local IP / Subnet Mask :
Local Mext Hop :

Remote Host :

Remote IP / Subnet Mask :

More Remote Subnet :

IKE Phase 1 :
Auth Type :
Preshared Key :
Security Protocol
DPD Delay :

WRM_CLI_1

wan W

192.168.1.0 255.295.255.0/24 | ¥
n0.0.0.n0 (0.0.0.0: default gateway)
0.0.0.0

0.0.0.0 255,255 255.255/32 | ¥

o Add [S] save

P

() Main Mode

Profile Mumber Limit: 16| |=
Subnet Mask

Maiterns to shaw.

O Aggressive Mode

PSK %

{If Aggressive mode is disabled and Remate Host IP is 0.0.0.0 then the Pre

ESP %

an

W Previous & B Finish &3 Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the VPN profile.

Enable Check this box to enable such profile.

WAN Profile Choose a wan profile to be used by such profile.

Local IP/Subnet
Mask

Type the IP address and subnet mask of local host.

Local Next Hop

Specify the gateway for WAN interface. Usually, use the
default setting (leave it in blank).

Remote Host

Type the WAN IP address for the remote host.

Remote IP / Subnet
Mask

Type the LAN IP address and LAN subnet mask for the
remote host.

More Remote
Subnet

Add more remote subnet in this field if required.

IKE Phase 1

The ultimate outcome is to exchange security proposals to
create a protected secure channel. Main mode is more secure
than Aggressive mode since more exchanges are done in a
secure channel to set up the IPSec session. However, the
Aggressive mode is faster. The default value in Vigor router
is Main mode.

Local ID — Type the ID for Vigor router which can be
configured by the remote end. It is available only when
Aggressive Mode is enabled.

Remote ID — It is on behalf of the IP address while identity
authentication with remote VPN server. The length of ID is
limited to 47 characters. It is available only when Aggressive
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Mode is enabled.

Auth Type The authentication to be used by Pre-Shared Key or RSA
Signature. Choose PSK or RSA for such profile.

Preshared Key Type a pre-shared key for authentication if PSK is selected
as Auth Type.

Security Protocol Choose ESP to specify the IPsec protocol for the
Encapsulating Security Payload protocol. The data will be
encrypted and authenticated. Choose AH to specify the IPsec
protocol for the Authentication Header protocol. The data
will be authenticated but not be encrypted.

DPD Delay DPD means dead peer detection. It is a keep-alive timer. A
Hello message will be emitted periodically when a tunnel is
idle. Use the value 0 to disable this function. The
recommended value is 30 seconds if enabled.

DPD Timeout It is the timeout timer. The peer will be declared dead once
no acknowledge message is received after timeout value.
Use the value 0 to disable this function. The recommended
value is 120 seconds if enabled.

If you choose SSL as the Type, you will get the following screen:

VPN and Remote Access
Step 2
Profile : WPM_CLI_1
Enable
Always On (O Enable (%) Disable
Dial-Out Through : wan v | (& Default WAN IP (" WAN Alias IP
Failowver to : ~
Idle Timeout {sec) : 300 Optionaly

Server IP/Host Mame :
S5L User Name :
S5L Password :
Local IP / Subnet Mask : 255255255024 X
T Add [E] Bave Frofile Murnber Limit : 16

P Subnet Mask

Remote IP / Subnet Mask : Mo iterns to show.

Route / NAT Mode : Route v
Netbios Naming Packet . () Enable () Disable

%W Previous & ] Finish @ Cancel
Available parameters are listed as follows:
Item Description
Profile Display the name of the VPN profile.
Enable Check this box to enable such profile.
Always On Click Enable to make the profile being always on.
Dial-Out Through Choose a wan profile to be used by such profile. Then, use
the default WAN IP or specify a WAN Alias IP for VPN
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tunnel.

Failover to Choose a wan profile which will lead the data passing
through other WAN automatically when the selected WAN
interface (in Dial-Out Through) is failover.

Idle Timeout When Always On is disabled, you have to type the value for

terminating the network connection.

Server IP/Host
Name

Type the IP address or host name of SSL VPN server.

SSL User Name

Type a user name for authentication in SSL VPN connection.

SSL Password

Type a password for authentication in SSL VPN connection.

Local IP/Subnet
Mask

Type the IP address and subnet mask of local host.

Remote IP/Subnet
Mask

Type the LAN IP address and LAN subnet mask for the
remote host.

Route/NAT Mode

Specify the purpose for such profile.

HAT w

Routs

HAT

Netbios Naming
Packet

Enable — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

Disable ~When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet inside
the tunnel.

Multicast via VPN

Some programs might send multicast packets via VPN

connection.

® Enable — Click this button to let multicast packets pass
through the router.

® Disable — This is default setting. Click this button to let
multicast packets be blocked by the router.

RIP via VPN

® Enable — Click it to exchange routing information
packets via VPN connection.

® Disable — Disable such function.

Fill in the required information on this page and click Finish. Later, a new profile has

been created.
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VPN and Remote Access
Step 1

Type : © PPTP ) IPsec (SSL
WP Settings Via: (5) Select From Current Settings () Create New VPN Profile

Frofile Status
WRM_CLI_1 disable

W B Next B & Cancel
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4.9.2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

VPN and Remote Access
Buto Logout . | Off v Step 1

Quick Start Wizard
Online Status Type @PPTP O IPsec (OSSL

WPN Settings Via (& Select From Current Settings () Create New VPN Profile
Profile Status

Mo iterns to show.

VPN Client Wizard

VPN Server Wizard

Remote Access Control
PPP General Setup
IPsec General Setup
VPN Profiles

VPN TRUNK Management

Connection Management

. | B Ned @ @ Cancel

How to create LAN-to-LAN profile for VPN server
1. Open VPN and Remote Access >> VPN Server Wizard.
2. The following dialog will appear.

VPN and Remote Access
Step 1

Type ®PPTP O IPsec (OSSL
WPM Settings Via: () Select From Current Settings (=) Create New VPN Profile
Profile Hame : WRR_Ser 1

W Nt B @ Cancel

Available parameters are listed as follows:

Item Description

Type Specify which protocol (PPTP/IPsec/SSL) will be used for
such VPN profile.
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VPN Settings Via

Select From Current Settings - Current VPN LAN to LAN
profiles will be listed below such setting. Choose the one
you need.

Create New VPN Profile — It allows you to create a new
VPN LAN to LAN profile. Simply type the name in the field
of Profile Name. The field of Profile Name is available only
when you click this setting.

Profile Name Type a new name for such profile.
Next Go to next page.
Cancel Cancel the configuration and return to the home page of such

function.

3. Click Create New VPN Profile and type the name of the profile. Click Next to get into
next page. Note that if you choose PPTP as the Type in Step 2, you will see the page

as below:
VPH and Remote Access
Step 2
Profile : WPM_Ser_1
Enable
PPTP User Name : v
Local IP / Subnet Mask :  192.168.1.45 255,255 255 0/24 v

© add B save Profile Murnber Lirmit 16

P Subnet Mask

Remote IP § Subnet Mask ;| 192.168.2.5 255.255.255.0 [f“

Netbios Naming Packet . () Enable (&) Disable

Multicast via VPN : () Enable (%) Disable

RIP via VPN (O Enable (¥)Disable

W Previous & B Finish 3 Cancel

Item Description
Profile Display the name of the profile.
Enable Check this box to enable such profile.

Choose a user for authentication in PPTP connection.

Such profile shall be created in User Management>>User
Profile previously. Otherwise, there are no selections
displayed here.

PPTP User Name

Local IP / Subnet Type the IP address and subnet mask of local host.

Mask
Remote IP / Subnet | Type the LAN IP address and LAN subnet mask for the
Mask remote host.
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Netbios Naming
Packet

Enable — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

Disable ~When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet inside
the tunnel.

Multicast via VPN

Some programs might send multicast packets via VPN
connection.

® Enable - Click this button to let multicast packets pass
through the router.
® Disable — This is default setting. Click this button to let
multicast packets be blocked by the router.
RIP via VPN ® Enable — Click it to exchange routing information
packets via VPN connection.
® Disable — Disable such function. This is default setting.

If you choose IPsec as the Type in Step 1, you will get the following page:

VPN and Remote Access
Step 2

Profile :
Enable

WAN Profile :

Local IP / Subnet Mask
Local Next Hop :
Remote Host :

Remote IP | Subnet Mask :

More Remote Subnet :

IKE Phase 1 :
Auth Type :

Preshared Key

YPM_Ser_1

wan

255.255.255.024 ~
0000 (0.0.0.0 : default gateway)
0.0.0.0

0000 265.255.255.0/24

»

3 Add [ save Profile Mumber Limit: 18

P Subnet Mask

Mo iterns to show.

(% Main Mode () Agoressive Mode
P35k

w

(If Agaressive mode is disabled and Remote HostIP is 0.0.0.0 then the Preshared Key is inl =
m »

W Previous

[ Finish (3 cancel

Available parameters are listed as follows:

ltem

Description

Profile

Display the name of the VPN profile.

Enable

Check this box to enable such profile.

WAN Profile

Choose a WAN profile to be used by such profile.

Local IP/Subnet
Mask

Type the IP address and subnet mask of local host.

Local Next Hop

Specify the gateway for WAN interface. Usually, use the
default setting (leave it in blank).

Remote Host

Type the WAN IP address for the remote host.
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Remote IP / Subnet | Type the LAN IP address and LAN subnet mask for the

Mask remote host.

More Remote Add more remote subnet in this field if required.

Subnet

IKE Phase 1 The ultimate outcome is to exchange security proposals to

create a protected secure channel. Main mode is more secure
than Aggressive mode since more exchanges are done in a
secure channel to set up the IPSec session. However, the
Aggressive mode is faster. The default value in Vigor router
is Main mode.

Local ID — Type the ID for Vigor router which can be
configured by the remote end. It is available only when
Aggressive Mode is enabled.

Remote ID - It is on behalf of the IP address while identity
authentication with remote VPN server. The length of ID is
limited to 47 characters. It is available only when Aggressive
Mode is enabled.

Auth Type The authentication to be used by Pre-Shared Key or RSA
Signature. Choose PSK or RSA for such profile.

Preshared Key Type a pre-shared key for authentication if PSK is selected
as Auth Type.

Security Protocol Choose ESP to specify the IPsec protocol for the
Encapsulating Security Payload protocol. The data will be
encrypted and authenticated. Choose AH to specify the IPsec
protocol for the Authentication Header protocol. The data
will be authenticated but not be encrypted.

DPD Delay DPD means dead peer detection. It is a keep-alive timer. A
Hello message will be emitted periodically when a tunnel is
idle. Use the value 0 to disable this function. The
recommended value is 30 seconds if enabled.

DPD Timeout It is the timeout timer. The peer will be declared dead once
no acknowledge message is received after timeout value.
Use the value 0 to disable this function. The recommended
value is 120 seconds if enabled.
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If you choose SSL as the Type in Step 1, you will get the following page:

VPN and Remote Access
Step 2

Profile :
Enable

YPMN_Ser_1

SSL User Hame : v

Local IP f Subnet Mask :
© add 5 save
P

Remote IP / Subnet Mask :

255.255.255.0124 ~
Frofile Mumber Limit : 16

Subnet Mask

Mo items to show.

Methios Naming Packet ;
Multicast via VPN
RIP via VPN :

() Enable (%) Disable
() Enable (%) Disable
() Enable (%) Disable

% Previous &

E Finish & Cancel

ltem

Description

Profile

Display the name of the profile.

Enable

Check this box to enable such profile.

SSL User Name

Choose a user for authentication in SSL connection.

Such profile shall be created in User Management>>User
Profile previously. Otherwise, there are no selections
displayed here.

Local IP / Subnet
Mask

Type the IP address and subnet mask of local host.

Remote IP / Subnet
Mask

Type the LAN IP address and LAN subnet mask for the
remote host.

Netbios Naming
Packet

Enable — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

Disable —When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet inside
the tunnel.

Multicast via VPN

Some programs might send multicast packets via VPN
connection.

® Enable — Click this button to let multicast packets pass
through the router.

® Disable — This is default setting. Click this button to let
multicast packets be blocked by the router.

RIP via VPN

® Enable - Click it to exchange routing information
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packets via VPN connection.
® Disable — Disable such function. It is default setting.

4. Fill in the required information on this page and click Finish. A pop-up window will
appear.

Confirm b4

@ Dizplay WPN Status?
| 0K Cancel 255

K Add [=] Save

5. Click OK. Then, return to VPN and Remote Access>>VPN Server Wizard. The new
added VPN server profile will be displayed on the screen.

VPN and Remote Access
Step 1
Type O PPTP @ IPsec (O8SL

WFN Settings Via: (&) Select From Current Settings () Create New VPN Profile

Profile Status
WPM_Ser_1 enable
w B Next = @ Cancel
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4.9.3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service (e.g., PPTP VPN, L2TP VPN, SSL VPN, IPsec
etc.) of Vigor Router to allow VPN tunnel pass through.

VPN and Remote Access >> Remote Access Control 2}

Auto Logout | Off v Remate Access Contral

Quick Start Wizard

QuilieiStatus 7] Enable PPTP VPN Service

/|Enable L2TP VPN Service
¥|Enable SSL Tunnel Service (To use S50 Tunnel Service, please ensure HTTPS Allow is set as Enable via Systermn Maintanence ==Access Cor
/|Enable IPsec Service

IPsec Remote Dial-In Service : (&) None (O L2TP over IPsec () DHCP aver IPsec

VPN Client Wizard

VPN Server Wizard

PPP General Setup

IPsec General Setup
VPN Profiles

VPN TRUNK Management
Connection Management

B apply  ( cancel
>

Available parameters are listed as follows:

Item Description
Enable PPTP/L2TP Check the box(es) to enable the service.
VPN Service /
Enable SSL Tunnel
/1Psec Service
IPsec Remote Dial-In Choose one of the services by clicking on the radio button.
Service
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
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4.9.4 PPP General Setup

Remote users can connect to the site, host, server and etc. via VPN connection built between
the router and the users by authentication procedure.

4.94.1 PPTP
This page display current status for VPN tunnel built with PPTP protocol.

VPN and Remote Access >» PPP General Setup >> PPTP @
futo Logout - Jor hd PPTP LaTP S5LYPN
Quick Start Wizard
Online Status
Authenticate Protocol : WS CHAP v2 ~
MPPE Encryption 128 hit ~
User Authentication Type : |Local ~ (Ifyou use LDAP for PPP Authentication, Authentication Protocal will auto setto PAP)
WAN Profile ~ | X | (If nothing selected, means "All'WAN interface.)
DHCP Relay (3 Disahle (Enable
PPTP MSS: 1360
VPN Client Wizard NetBIOS Haming Packet: () Pass (@ Block
VPN Server Wizard Multicast Packet via VPN ©  ()Pass (3)Block
femateliccessiGantrol PPTP Acceleration @Enable () Disable
PPP General Setup
IPsec General Setup
VPN Profiles
VPN TRUNK Management
- Note :
Connection Management PPTP+L2TF up to 200 concurrent tunnels

[ apply € cCancel

Available parameters are listed as follows:

Item Description

Authenticate Protocol The router will authenticate the dial-in user with the protocol
selected here.

WS- CHAP-v2 w

PAP
CHAP
MS-CHAP
MS-CHAP-v2

PAP - It means the router will attempt to authenticate dial-in
users with the PAP protocol.

CHAP - It means the router will attempt to authenticate
dial-in users with the CHAP protocol.

MPPE Encryption Specify one of the encryptions for such server. It is available
only when MS-CHAP or MS-CHAP_v2 is selected.
128-hit w
4001 28-hit
128-hit
Dizahle
User Authentication Set user authentication to Local, RADIUS or LDAP server.
Type
Lacal -
V| Local
RADIUS
LDAP
LDAP profiles Choose a LDAP profile for PPTP Server if LDAP is selected
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as user authentication type.

To clear the selected one, click
selections.

to remove current object

DHCP from Choose a LAN profile for L2TP Server if RADIUS is
selected as user authentication type.

WAN Profile Choose an interface (e.g., wanl, ushl) profile.

DHCP Relay Enable - Let the router assign IP address to every host in the
LAN.
Disable - Let you manually assign IP address to every host
in the LAN.

PPTP MSS Type the maximum segment size (MSS) for PPTP VPN

tunnel.

NetBI1OS Naming
Packet

Pass — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

Block — When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet inside
the tunnel.

Multicast Packet via
VPN

Some programs might send multicast packets via VPN
connection.

®  Pass — Click this button to let multicast packets pass
through the router.

® Block — This is default setting. Click this button to let
multicast packets be blocked by the router.

PPTP Acceleration

Enable — Click it to make PPTP acceleration for VPN.

Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
4942 L2TP

This page display current status for VPN tunnel built with L2TP protocol.
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VPN and Remote Access »> PPP General Setup »» L2TP 7))

Auto Logout * |off v

PPTP L3TP SSLYPN
Quick Start Wizard
Online Status
Authenticate Protocol CHaP -
User Authentication Type © | gcal ~ | (Ifyou use LDAP for PPP Authentication, Authentication Protocol will auto set to PAF)
DHCP Relay (& Disable () Enahle
“|Force L2TP with IPsec policy
VPN Client Wizard
VPN Server Wizard
Remote Access Control
PPP General Setup
IPsec General Setup
VPN Profiles Note :
VPN TRUNK Management 1. PPTP+L2TP up to 200 concurrent tunnels

2. Mare than one L2TP over IPsec connections from the same remaote public IP is not supported.

Connection Managerment 3. For mare than one YPM connections and better VPN performnace, please use PPTPIPse: instead.

[ apply @ cancel

Available parameters are listed as follows:

Item Description

Authenticate Protocol The router will authenticate the dial-in user with the
protocol selected here.

MS- CHAP-v2 v
PAP

CHAP

MS- CHAP

MS- CHAP-v2

PAP - It means the router will attempt to authenticate
dial-in users with the PAP protocol.

CHAP - It means the router will attempt to authenticate
dial-in users with the CHAP protocol.

User Authentication Set user authentication to Local server or RADIUS server.
Type

LOAP "

Local

RADIUS

LOAP
LDAP profiles Choose a LDAP profile for L2TP Server if LDAP is

selected as user authentication type.

. x
To clear the selected one, click to remove current
object selections.

DHCP from Choose a LAN profile for L2TP Server if RADIUS is
selected as user authentication type.

DHCP Relay Enable - Let the router assign IP address to every host in
the LAN.

Disable - Let you manually assign IP address to every host
in the LAN.

DHCP Server Location | Itis available when DHCP Relay is enabled.
Choose the WAN/LAN interface for the DHCP server.
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DHCP Server IP It is available when DHCP Relay is enabled. Set the IP

Address address of the DHCP server you are going to use so the
relay agent can help to forward the DHCP request to the
DHCP server.

Force L2TP with IPsec If it is checked, the router will use L2TP with IPsec policy

policy for VPN connection.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

Enter all of the settings and click Apply.
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4.9.4.3 SSL VPN

This page display current status for VPN tunnel built with SSL protocol.

VPN and Remote Access >» PPP General Setup »» SSL VPN Q‘.
furta Logout - |Of = FPTP TP SELYPN
Quick Start Wizard
Online Status
Authenticate Protocol © PAP v
User Authentication Type : |Lacal v
DHCP Relay : ( Disable () Enahle
DHCP Server Location©  |wan1 V7
DHCP Server IP Address :
SSLVYPNMSS : 1300

VPN Client Wizard

VPN Server Wizard
Remote Access Control
IPsec General Setup
VPN Profiles

VPN TRUNK Management

Connection Management

Note :

NetBIOS Naming Packet : () Pass (@) Block

Multicast Packetvia VPN . () Pass (3)Block

SSL VPN up to 50 concurrent tunnels.

B Apply @ cancel

Available parameters are listed as follows:

ltem

Description

User Authentication
Type

Set user authentication to Local server or RADIUS server.

LDAP profiles

Choose a LDAP profile for PPTP Server if LDAP is selected
as user authentication type.

To clear the selected one, click
selections.

to remove current object

DHCP from Choose a LAN profile for L2TP Server if RADIUS is
selected as user authentication type.
DHCP Relay Enable - Let the router assign IP address to every host in the

LAN.

Disable - Let you manually assign IP address to every host in
the LAN.

DHCP Server Location

It is available when DHCP Relay is enabled.
Choose the WAN/LAN interface for the DHCP server.

DHCP Server IP

It is available when DHCP Relay is enabled. Set the IP

Address address of the DHCP server you are going to use so the relay
agent can help to forward the DHCP request to the DHCP
server.

SSL VPN MSS Type the maximum segment size (MSS) for SSL VPN tunnel.

NetBIOS Naming
Packet

Pass — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel while
connecting.

Block — When there is conflict occurred between the hosts on
both sides of VPN Tunnel in connecting, such function can
block data transmission of Netbios Naming Packet inside the
tunnel.
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Multicast Packet via Some programs might send multicast packets via VPN
VPN connection.

Pass — Click this button to let multicast packets pass through
the router.

Block — This is default setting. Click this button to let
multicast packets be blocked by the router.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

Enter all of the settings and click Apply.
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4.9.5 IPsec General Setup

The IPsec services can provide access control, connectionless integrity, data origin
authentication, rejection of replayed packets that is a form of partial sequence integrity, and
confidentiality by encryption. These objectives are met through the use of two traffic
security protocols, the Authentication Header (AH) and the Encapsulating Security Payload
(ESP), and through the use of cryptographic key management procedures and protocols.

VPN and Remote Access >> IPsec General Setup 7]
AUTTOUDTRY off * IPsec General Setup
Quick Start Wizard
OninciStatig Preshared Key : \7 idax 46 characters)
WWAN Profile : wian1 Sfes
DHCP LAN Profile : |an1 v
IKE Port : 400
NAT-TPort : 4500
IPsec MSS: 1360
VPN Client Wizard
VPN Server Wizard
Remote Access Control
PPP General Setup

VPN Profiles
VPN TRUNK Management
Connection Management

[ spply &3 cancel

Available parameters are listed as follows:

Item Description

Preshared Key Specify a key for IKE authentication
Confirm Pre-Shared Key- Retype the characters to confirm
the pre-shared key.

WAN Profile Choose a WAN interface profile to be used.

- >
To clear the selected one, click to remove current
profile selections.

DHCP LAN Profile Choose one of the LAN profiles for VPN.

IKE Port Type the UDP port number for Internet Key Exchange (IKE)
traffic to the VPN server.

NAT-T Port Type the UDP port number for IPsec network address
translator traversal (NAT-T) traffic.

IPsec MSS Type the maximum segment size (MSS) for IPsec VPN
tunnel.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

Enter all of the settings and click Apply.
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4.9.6 VPN Profiles

The router allows you to create VPN profiles via the protocol of IPsec or PPTP (dial-in or
dial-out).

The router supports up to 200 VPN tunnels simultaneously. The following figure shows the
summary table.

4.9.6.1 IPsec Tunnel
Display the name of LAN to LAN profile with IPsec policy.

VPN and Remote Access >» VPN Profiles »> IPsec @)
Auto Logout - | o L IPsec | PPTP Diakout | PPTP Diakin | SSL Diak-out | S5LDiakin GRE
Quick Start Wizard =
e £y Add £ Edit [] Delste G Rename 5 Refresh Profile Mumber Limit: 200
Search * Search | Search % Search ¥ Search | Search % Search
Profile Enable Status Dial-OutThro... Local IP /1 Su Remote Host  Remote IP / More Remote
1 L1 0] o wanl 192.168.1.15724 0.0.00 0.0.0.0/32
VPN Client Wizard
VPN Server Wizard
Remote Access Control
PPP General Setup
IPsec General Setup

VPN TRUNK Management
Connection Management

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.
Profile Number Limit Display the total number (200) of the object profiles to be
created.
Profile Display the name of LAN to LAN profile with IPsec policy.
Enable Display the status of the profile. False means disabled; True
means enabled.
Dial-Out Through Display the WAN interface selected for the profile.
Local IP / Subnet Mask | Display the LAN IP address with subnet mask of this profile.
Remote Host Display the name of the remote host of this profile.
334 Vigor2960 Series User's Guide

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: (0)330 088 0195 Fax: +44 (0)1245 808299



Remote IP / Subnet Display the WAN IP address with subnet mask of this
Mask profile.

More Remote Subnet Display other LAN IP addresses with subnet mask which can
be used of this profile.

How to create an IPsec VPN profile

The IPsec services can provide access control, connectionless integrity, data origin
authentication, rejection of replayed packets that is a form of partial sequence integrity, and
confidentiality by encryption. These objectives are met through the use of two traffic
security protocols, the Authentication Header (AH) and the Encapsulating Security Payload
(ESP), and through the use of cryptographic key management procedures and protocols.

1.  Open VPN and Remote Access >> VPN Profiles.
2. Simply click the Add button.
3. The following dialog will appear. Click the Basic tab to configure the settings.

IPsec . =[x
Profile : L2l 1
¥|Enable
Basic Advanced GRE Proposal | Multiple SAs
2
Auto Dial-Out : () Enable (3 Disable
For Remote Dial-In User : () Enable (5 Disable
Dial-Out Through : wani v | (% Default WANIP () WAN Alias IP
Failover to wanz .
Local IP / Subnet Mask : 192.168.1.14 265.256.255.0/24 A
Local Hext Hop : 192.168.1.1148 (0.0.0.0 : default gateway)
Remote Host : 172.16.3.89
Remote IP f Subnet Mask : 255.255.255.0124 hd
Ty add [ save Profile Murmber Limit: 16
P Subnet Mask

More Remote Subnet ; . -
Ko iternes to chone

v
[ apply (3 cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable Check this box to enable this profile.

Basic Auto Dial-Out - Click Enable to make Vigor router

performing VPN connection based on the condition selected
(e.g., Always Dial-Out, if.wanl/wan2/usbl/usb2 down).

For Remote Dial-In User- Click Enable to allow the
connection via IPsec remote dial-in host.

Dial-Out Through- Choose a wan profile to be used by such
profile.

Failover to — Choose a wan profile which will lead the data
passing through other WAN automatically when the selected
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WAN interface (in Dial-Out Through) is failover.

Local IP/Subnet Mask - Type the IP address and subnet
mask of local host.

Local Next Hop - Specify the gateway for WAN interface.
Usually, use the default setting (leave it in blank).

Remote Host - Type the WAN IP address for the remote
host.

Remote IP / Subnet Mask - Type the LAN IP address and
LAN subnet mask for the remote host.

More Remote Subnet — Add more remote subnet in this
field if required.

IKE Protocol — Choose IKEv1 or IKEv2.

IKE Phase 1 - Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security
proposals to create a protected secure channel. Main mode is
more secure than Aggressive mode since more exchanges
are done in a secure channel to set up the IPsec session.
However, the Aggressive mode is faster. The default value
in Vigor router is Main mode.

Auth Type - The authentication to be used by Pre-Shared
Key or RSA Signature. Choose PSK or RSA for such
profile.

Local Certificate - Choose a local certificate from the drop
down list if RSA is selected as Auth Type.

Local ID — Type the ID for Vigor2960 which can be
configured by the remote end. It is available for Aggressive
Mode enabled only.

Remote ID - Peer ID is on behalf of the IP address while
identity authenticating with remote VPN server. The length
of the ID is limited to 47 characters. It is available for
Aggressive Mode enabled only.

Preshared Key — Specify a key for IKE authentication if
PSK is selected as Auth Type.

Security Protocol — Choose ESP to specify the IPsec
protocol for the Encapsulating Security Payload protocol.
The data will be encrypted and authenticated. Choose AH to
specify the IPsec protocol for the Authentication Header
protocol. The data will be authenticated but not be

encrypted.
Apply Click it to save the configuration.
Cancel Click it to exit the page without saving the configuration.

The Advanced tab provides more parameters of IPsec tunnel, change setting if needed.
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IPsec =

Profile : LaL 1
¥|Enable
Basic Advanced GRE Proposal Wultiple SAs
Phase1 Key Life Time : 28800 seconds
Phase2 Key Life Time : 3600 seconds

Perfect Forward Secrecy Status | () Enable (3 Disable

Dead Peer Detection Status (s)Enable () Disable

DPD Delay : 30 seconds
DPD Timeout : 120 seconds
Ping to Keep Alive : () Enable (5 Disahle

Route ! NAT Mode Route ¥

Source P : auto_detect_srcip w7

Apply NAT Policy : (O)Enable (@) Disable

Nethios Naming Packet (Enable (% Disable

B Apply (3 Cancel

Available parameters are listed as follows:

Item Description

Phase 1 Key Life The rekey-renegotiated period of the IKE Phasel keying
Time channel of a connection. The acceptable range is from 5 to
480 minutes (8 hours).

Phase 2 Key Life The rekey-renegotiated period of the IKE Phase 2 keying
Time channel of a connection. The acceptable range is from 5 to
480 minutes (8 hours).

Perfect Forward Enable the PFS function. A new Diffie-Hellman Key

Secrecy Status Exchange is included every time an encryption and/or
authentication key are computed on PFS.

Dead Peer Enable or disable the DPD function.

Detection Status

DPD Delay The keep-alive timer. A Hello message will be emitted
periodically when a tunnel is idle. Use the value 0 to disable
this function. The recommended value is 30 seconds if
enabled.

DPD Timeout The timeout timer. The peer will be declared dead once no
acknowledge message is received after timeout value. Use
the value 0 to disable this function. The recommended value
is 120 seconds.

Ping to Keep Alive | Enable - Click it to enable such function.

Ping to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping

alive.
Route/NAT Mode If the remote network only allows you to dial in with single
IP, please choose this mode, otherwise please choose Route
Mode.
Source IP Choose one of the LAN profiles as a source IP.
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Apply NAT Policy Enable — This option allows for performing one-to-one NAT
for all traffic flowing across the VPN.

Translated Local Network — Specify the IP address with
subnet mask of the network that all traffic will be translated

into.
Netbios Naming Enable — Click it to have an inquiry for data transmission
Packet between the hosts located on both sides of VPN Tunnel

while connecting.

Disable ~When there is conflict occurred between the hosts
on both sides of VPN Tunnel in connecting, such function
can block data transmission of Netbios Naming Packet inside
the tunnel.

Multicast via VPN Some programs might send multicast packets via VPN
connection.

® Enable - Click this button to let multicast packets pass
through the router.

® Disable — This is default setting. Click this button to let
multicast packets be blocked by the router.

RIP via VPN ® Enable - Click it to exchange routing information
protocol packets via VPN connection.

® Disable — Disable such function. This is default setting.

Apply Click it to save the configuration.

Cancel Click it to exit the page without saving the configuration.

For GRE over IPsec Tunnel, please enable GRE function and enter your GRE IP for
both sides.

IPsec =[x

Profile : L2L_1

/| Enable

Basic Advanced GRE Proposal | Multiple SAs

Enable GRE Function : (®)Enable () Disable

Local GRE IP

Remote GRE IP

Auto Generate GRE Key : (" Enable (5 Disable

GRE In Key : (Optional)
GRE Out Key : (Optional)

Note :
ltis necessary create Load Balance PoolfRule in PR Trunk Management for making GRE tunnels work.

B Apply Q Cancel

Available parameters are listed as follows:

Item Description
Enable GRE Click Enable to enable such function.
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Function

Local GRE IP The virtual IP address of the router, specified for this tunnel.

Remote GRE IP The virtual IP address of the remote client, specified for this
tunnel.

Auto Generate Click Enable to enable such function.

GRE Key If you click Disable, you have to type GRE In Key and

GRE Out Key respectively.

GRE In Key Type the hexadecimal number as GRE In Key. This value is
used for the router to authenticate the source of the packet.
The length is 4 bytes

GRE Out Key Type the hexadecimal number as GRE Out Key. This value
is used for the remote client to authenticate the source of the
packet. The length is 4 bytes.

Apply Click it to save the configuration.

Cancel Click it to exit the page without saving the configuration.

The Proposal tab lists encryption and authentication algorithms to be negotiated with
the remote IPsec peer. Change settings to meet the security requirement.

IPsec -

Profile : L2L_1

[¥|Enable
Basic Advanced GRE Proposal || Multiple SAs
IKE Phase1 Proposal [Dial-Out] : AES128 G5 |
IKE Phase1 Authentication [Dial-Out] © s | |
IKE Phase? Proposal [Dial-Out] AES128with auth ¥ |
IKE Phase? Authentication [Dial-Out] : g | |
Accepted Proposal [Dial-In] : acceptall |

Note :
G1: Group (786 hit)
G2 Group2 (1024 bity
@A Groups (1536 bit)
G14: Group4 (2048 bit)

= Apply @ cancel

Available parameters are listed as follows:

Item Description

IKE Phasel Propose the local available authentication schemes and
Proposal (Dial-Out) | encryption algorithms to the VPN peers, and get its feedback
to find a match.

IKE Phasel Propose the local available algorithms to the VPN peers, and
Authentication get its feedback to find a match.

(Dial-Out)

IKE Phase2 Propose the local available authentication schemes and

Proposal (Dial-Out) | encryption algorithms to the VPN peers, and get its feedback
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to find a match.

IKE Phase2 Propose the local available algorithms to the VPN peers, and
Authentication get its feedback to find a match.

(Dial-Out)

Accepted Proposal For the dial-in VPN user, please specify the limitation of the
(Dial-In) proposal.

acceptall - When the VPN tunnel is established, all the
proposals supported by this device will be accepted and
applied.

acceptabove - When the VPN tunnel is established, only the
selected proposal will be accepted and applied by this

device.
Apply Click it to save the configuration.
Cancel Click it to exit the page without saving configuration.

Multiple SAs will negotiate IPSec SAs in IKE phase 2 to establish multiple IPSec
tunnels for each subnet routing. Configure if required.

IPsec =[]

Profile : L2l

¥|Enable

Basic Advanced GRE Proposal || Multiple SAs
Enable Laocal IPfSubnet Mask Remote IF / Subnet Mask Clear :
msal < \ 269.285.265.0/24 - 255.255.255.0024 -

v
B apply (3 cancel

Available parameters are listed as follows:

Item Description

Enable An IPsec VPN profile can support 1 up to 16 multiple SAs
(security association). Check the one you want to enable it.

Local IP /Subnet Type the IP address and subnet mask of local host.

Mask

Remote IP /Subnet | Type the LAN IP address and LAN subnet mask for the

Mask remote host.

4.  After filling the required information, click Apply and a new IPsec LAN-to-LAN
profile will be created.
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4.9.6.2 PPTP Dial-out/SSL Dial-out Tunnel
Display the name of LAN to LAN profile with PPTP dial-out/SSL dial-out tunnel.

VPN and Remote Access >> WP Profiles >> PPTP Dial-out )
Auto Lonout: |on X IPsec | PPTP Diakout | PPTP Diakin | SSL Diakout | SSL Diakin GRE
Quick Start Wizard =
T 3 Add & Edit [I] Dalete (f Renams &5 Refresh Profile Murnber Limit: 200
Search h-] Search @ earch o Gearch S| Search & Search % gearch
Profile Enahle Status Dial-Out Thro... Sener IP/Ho. PPTP UserN... LocallP [Su. Remote IP /S....
1 WRN_CLI_1 0] L] want 172.16.3.88 [uidd 192.168.1.50/24 192.168.1.96524
VPN Client Wizard
VPN Server Wizard
Remote Access Control
PPP General Setup
IPsec General Setup

VPN TRUNK Management
Connection Management

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (200) of the object profiles to be
created.

Profile Display the name of LAN to LAN profile with PPTP/SSL
dial-out policy.
Enable Display the status of the profile. False means disabled; True

means enabled.

Dial-Out Through

Display the WAN interface selected for the profile.

Server IP/Host

Display the IP address or the host name of PPTP/SSL server.

PPTP User Name/
SSL User Name

Display the user name for authentication in PPTP/SSL
connection.

Local IP / Subnet Mask

Display the LAN IP address with subnet mask of this profile.

Remote IP / Subnet
Mask

Display the WAN IP address with subnet mask of this
profile.
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How to create a PPTP Dial-Out/SSL Dial-out VPN profile

Below will guide you to create a PPTP/SSL dial-out profile for VPN connection:

1.  Open VPN and Remote Access >> VPN Profiles.
2. witch to the tab of PPTP Dial-Out/SSL Dial-Out Simply click the Add button.
3. The following dialog will appear.
PPTP Dial-out =[x

Profile : YPM_CLI_1

|Enable

Always On (O Enable (&) Disable

Dial-Out Through wean v | (3 Defaut WANIP () WAN Alias IP

Failover to : wian2 s

Idle Timeout (Sec) 300 (Optional)

Server 