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Document Overview

Content

This document includes configuration examples for:

snom 360 with OCS

snom 360 with VX Registrar Fallback
snom 360 TLS with VX Registrar
eyeBeam TLS with VX Registrar

Note: This document does not necessarily describe accurately the design or operation of any NET
product or service and it does not create any express or implied warranty. NET's sole warranty is
contained in its Product Warranty. The End User Documentation shipped with NET's products
constitutes the sole Specifications referred to in the Product Warranty. NET assumes no responsibility
for any use of the information contained in this document or for any infringement of patents or other
rights of third parties that may result. Networking products cannot be tested in all possible uses,
configurations or implementations, and interoperability with other products cannot be guaranteed. The
customer is solely responsible for verifying the suitability of NET's products for use in its network. This
document and NET's specifications are subject to change without notice.

Intended Audience

This document is intended for Systems Integrators with significant telephony knowledge.
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Configuring snom 360 and VX with TLS

Use the steps in this section to configure the snom 360 (snom) and VX with Transport Layer Security (TLS).

Step 1: Install VX Root Certificate onto the snom Phone
If VX is using a Certificate Authority (CA)-signed trusted certificate, the VX root certificate file can also be installed

directly onto the snom phone to allow TLS.

1. FTPthe VXroot certificate file to your PC from VX. You can locate the VX root certificate file by entering
sho cert root at the command prompt on VX.

Cert root

2. From the snom Trusted Certificates view, browse the Load from file: and locate the root certificate file.

3.  When you have located the VX root certificate, click Add Certificate. The VX root certificate is now added to
your snom phone.

{Zsnom 360 - Windows Internet Explorer [_TO[ ] I
—
Q )~ | httpigri0.1.1. 109 trusted. b Ell 42l x| feooae £l
| Fle Edt view Favorites Tools Help & -
E A ) snomano | ‘
= - i
Trusted Certificates snom OC
edhon
Operation
Home
1ssued To 1ssued By Expiration Delete
Directory
Setup
Preferences
Speed Dial
. Import Trusted Certificate

Function Keys {cer):

0OCS Account Data

dortits 1 Load from file:

! Filename: [ MBrewse]

Tdentity 2

Identity 3

Identity 4

e &dd Certificate

Identity 5

Identity &

Tdentity 7

Identity &

Tdentity 9 =
Dane [T GFememe [Hew -

Note: The VX root certificate may take a few moments to load and/or display on your snom phone. If the TLS
is still working, the certificate should be available.
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Step 2: Enter the Configuration ldentity

1. On VX, locate the certificate name by entering sho cert at the command prompt. The VX CA-signed

certificate Common Name is vxgw.vx.net.

2. Onthe snom Login Tab, the common name also applies to the Registrar and Outbound Proxy. The Outbound
Proxy includes ; transport=tls, which enables TLS on the snom phone.

Note: The Fully Qualified Domain Name (FDQN) must be resolvable by a Domain Name System (DNS).

{2 snom 360 - Windows Internet Explorer JH[=] E3

@ ;= [0 heepgf10.1.1.103line_Jogin himrl=2 =l 42| x| oo L~
| Fle Edt tiew Favortes Took Help & -
LE A () snom 360 | ‘ J % - B - = - [shPage - (O Tools +

Configuration Identity 2 ~ snom O S, TS

Operation

Horne Login  5IP MAT  RTP

Directory Login Information: . .
Setup Identity active: @ an O off @

Speed Dial Account: 1234 @

Function Keys . " rrrTrEEE—— )

0CS Account Data e

Tdentity 2 Outbound Proxy: vagu vx netytransport=tls @

 rem—

Identity 3 FEttTvErTHETTT frome——1

Identity 4 Authentication Username: @

Identity S Mailbex: @ [

Identity 6 Ringtane: Rirger 1 | @

Identity & =
Identity 9 -

o € mternet 0%
I o 3

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: +44 (0)1245 808195 Fax: +44 (0)1245 808299



Step 3: SIP Settings
On the snom SIP Tab, set Long SIP-Contact (RFC3840) and Support broken Registar to OFF.

{= snom 360 - Windows Internet Explarer M=l E3
@:\/ » O http:fy10.1.1.108fine_sip.htmil=z =1 #2|| x | [soogie A2
| Fle Edt tiew Favortes Tools Help & -
>
S8 e () snom3e0 | | Jf-’}-{j - =~ |iPage - () Tooks -
Operation =
Home Login  SIP  MAT  RTP
Directory

SIP Identity Settings:

E W —
Pref
rterences Bert oo U o

Speed Disl

Function Keys @

€S Account Dats pial-Plan string: . 7]

Identity 1 ENUM Suppart: Con & off @

o o —— o

a4 — N

Tdentity 5 Additional supported headers: @

Tdentity 6 Q-value: ol ®

Identity 7

Prapassd Expiry: @ —
Identity 8 P T
Identity o Lang SIP-Contact (RFC3840): Con & of @
i:z:z:g 13 Support broken Registrar: @ on Coff @
Identity 12 £ on toft
Action URL Settings Publish Presence on boatup: Eon Cot @
advanced DTMF via SIP INFO: off - @
Trusted Certificates Send display name an INVITE: Con & o @
Softwars Update Extension Monitoring Call Pickup List: Con Bo@
Status Extension Manitoring Call Pickup List URL: e
Systern Information Contact List: Con @of @
Loa Contact List URL: I ] =
[Lane [T T T | & mternet 0% -
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Step 4: VX Settings

On the VX General Settings view, enter the Certificate Name.

General Settings

Clack Source

Prirmaty Clack Slat |1 'l
Primary Clock Port IInternaI "l

Secondary Clock Shot INone 'I
Secondary Clock Port IInternal "I

—Secure Relay

STU-III ScrambleriDescrambler v
DC Filker [~
Clock Rate Compensator ¥

Y.14 Auko Detection [

r—Time Server

[” Enabled pode ID ID:D:D:D
Inkerval |216EIEI ser
Max Change I?ZDD ser

—ShMP

Community Mame I public

MIB-II Suppart [

r—Misc

Mid-call DTMF Digitleut-oF-band Cnly 'I
T.38 Fax Redundancy ID—

T.56 CHG Detect W

FaxfModem bypass on PCM W

—Certificate

Certificate Mame

Require TLS for domain logon [

Allows untrusted rook certificate [

—LLEM

Status Update Interval I 2000 s

Mo, of missed skatus

updates before LLEM is I 3

declared down

—Comfort Moise

Send CN RTF packets IEnabIed 'I

Generate TOM CM on Media stream absence
Enable

-
Comnfort Moise Level |55 -dBov

Media stream timeout I 100 ms

STI Clack auto-Fallback

Primary | Secondary |

———

Post-login Message of the Day —Pre-login Banner

Edit MOTD | Edit Eanner

Cancel

[8]4 I
[ s |

Radius
Enable accounting |

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: +44 (0)1245 808195 Fax: +44 (0)1245 808299




Step 5: Trunk Group Settings
On the VX Edit TrunkGroup # 1 view, SIP Tab, select SIP Transport>Enable TLS, Persistent TLS Connection for
Registration, and Reuse TLS Connection.

Edit TrunkGroup # 1 E I
Genera 3P |Hazs |ss7 |
—SIP Common —SIP Mode
Session Expires In Registrant Mode IND j
Outbound Proxy I Proxy-Like Mode IND j
Reqistrar Address I Challenger Mods IND j
Subscriber Table INone 'l
—R.eqistrant

Reject non Subscribers IND "I
Req-Timeaouk Retry I 0
Music on Hold Filename I

Reqg-Errar Retry I

Inkter Reqister Time I

Ringback Audio Filename I

Reliable Provisional
Responses ISuppDrted j

Send Symmetric

—Prosey-Like

Min Proxy Reg Expiry |

Backup Reqistrar Address |

Packetization Time I‘.’es j

Use tel: For Qubgoing Inviee [
Retriesre Diversion from To header [

Enable sua [

—SIP Security

Remate Certificate Name

—5IP Transpork

Enable TCP [ Enable Remate Certificate Mame Check [

Allow SIP URT in TLS

Enable DR [

Enable TLS W Enable Mutual TLs [T
Persistent TLS Connection For Registration v

~RTEP
Enable RTCP ¥

RTCE v
RTCP_zR ¥

Transmission Interval (secs) I &

Reuse TLS Connection [v

Challenger

Realm I

o]

Cancel |
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Step 6: Call Route
On the VX Edit Call Route #6 view, select Destination>SIP Registrar to evaluate the SIP Registrar for matches.

Edit Call Route # 6 |
—General Parameters
Enabled v Using Regular Expression [ Desc IUC IDD ko Mative SIP Priotity ID
Cancel |

—Input ko Match

Match Rule I W4 Match Using AD Field INone 'l

Match Exact Length [ Expression Helper Mumbering Type IAny 'l Mumnbering Plan IAny 'l
Advanced SIP Matching [~ CarrierSelectInfo any - Cartier Code I

—Translate to Qutput

Translation Rule I W\ Translate Using AD Field INone 'l
Mumbering Type IUnknuwn 'l Mumbering Plan IUnknuwn 'l
CarrierSelectInfo IUntransIated 'I Cartier Code I Circuit Code IUntransIated 'l

—On Match Parameters

Signaling Diffsery IBest EFfort VI Media Diffsery IBest EFfort ‘I CalingTransTable INone 'l
Media Class Inny 'I Transfer Cap IUntransIated ‘l Msg lat Table I[None] 'l
Jitker Min Delay ISD ms Jitker Optimization I? 'l

— Destination BSP Link Requirements

~ B3P TrunkGroup I[NJ‘A]
 SIP Proxy Node 1D [ [14/2]

Min Quality IEI %o
% SIP Registrar Table
~ SIP Proxy I
Other Ping Limit |0 ms

" Call Route Table Peer IP [ IF I[Unchanged]

€ [Unchanged] Call Route Mo, INone

Ll L«

L L

Step 7: snom SIP Registration
On the VX, enter sho reg at the command prompt to confirm the snom SIP registration.

ho reg
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Generating a Self-Signed Certificate

If you do not have a DNS server or Certificate Authority, you must use a self-signed certificate. You can create the
self-signed certificate on VX, as described in the steps below, and the certificate will automatically install itself.

Step 1: Generate the Certificate
1. From the VX command prompt, enter gen cert sel. A dialog displays asking for general information to
generate the certificate.

2. Enter the requested information, noting the Common Name of the certificate must be the IP address of the
system.

input the Iollowln int
1 Man 1d be p x5

ed

Generation Expiration
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Step 2: VX Settings

On the VX General Settings view, enter the Certificate Name.

General Settings

Clock Source

Primary Clock Slok |1 ‘l
Primaty Clock Port IInternal ‘l

Secondary Clock Slat INUne 'l
Secondary Clack Port IInternaI 'l

—Secure Relay

STU-IIT Scrambler/Descrambler v
DC Fiter [
Clock Rate Compensator v

¥.14 Auto Detection [

—Time Server

I Enabled  Node 1o [0:0:0:0
Interwval |21600 ser
Max Change |?2on sec

—ShMP

Cornmunity Marne I public

MIE-II Suppart [

Certificate

Certificate Marne | IS

Require TLS for domain logon [

Allows unkrusted root certificate [

—Misc

Mid-call DTMF Digitsl Out-of-band Only 'I
T.38 Fax Redundancylﬂ—

T.38 CMG Detect

Fax/Modem bypass on PO W

—LLEM

Skatus Update Interval I 2000 ms

Mo, of missed status

updates befare LLEM is I 3

declared down

—Comfort Noise

Send CH RTP packets IEnabIed vl

Generate TDM CM on Media stream absence
Enahle I
-dBav

Comfort Moise Level |55

Media stream timeout I 100 ms

Secondary |

STI Clock Auto-Fallback
’V Primary r

Post-login Message of the Day —Pre-login Banner

Edit MOTD | Edit Banner

Radius
Enable sccounting [

Ok I
Cancel |

]|
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Step 3: Trunk Group Settings

On the VX Edit TrunkGroup # 1 view, SIP Tab, select Enable TLS, Persistent TLS Connection for Registration, and
Reuse TLS Connection.

Edit TrunkGroup # 1 I

General SIP

|Hezs | ss7 |

—SIF Comman

Session Expires I ﬂ

Outbound Procey I

Reqistrar Address I

Subscriber Table INnne j

Reject non Subscribers IND j

Reqg-Timeout Retry I 0

Music on Hold Filename I

Ringback Audio Filename I

Reliable Provisional -
Responses ISuppnrted J

Send Symnetric

—SIP Mode
Reqistrant Mode IND j
Prowy-Like Mode INn j
Challenger Mode IND j
—Reqgiskrank

Reqg-Error Retry |

Inkter Register Time I

—Prosy-Like

Min Proey Reg Expiry |

Backup Registrar Address I

Packetization Time I\"'Es j

Use tel: for Oukgoing Invike [
Retrigve Diversion from To header [

Emable 5L& =

—SIP Securiky

Remote Certificate Mame

—SIP Transpork
Enable TCP [~

Enable TLS v Enahle Mutual TLS &
Persistent TLS Connection For Regiskration v

Enable Remate Certificate Mame Check [
Allow SIP URLin TLS [

Enable DR [

~RTCP
Enable RTCR b

RTCP [
RTCP_ SR v

Transmission Interval (secs) I &

Reuse TLS Connection

—Challenger

Realm

o ]

Cancel |

Step 4: Export the Self-Signed Certificate
1. Use VXbuilder’'s Manage File or FTP to move the file to your PC.
TUCdemoff export Cert

Exporting a ce
T

a |
demod gy
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2.  From the snom Trusted Certificates view, browse the Load from file: and locate the self-signed certificate file.

3.  When you have located the VX self-signed certificate, click Add Certificate. The certificate is now added to

your snom phone.

{Zsnom 360 - Windows Internet Explorer M=
< : = [+ =

@:‘/ JO) hitpi110.1.1. 109 trusted htm =042 ][ % | [sooge -

| Fle Edt view Favortes Tools Help & -

S8 ) snom 360 |

&

|&-8 -

Trusted Certificates

Operation

Home
Issued To

CMN=101.1.75

Issued By

Directory D

Setup
Preferences
Speed Dial
Function Keys

0OCS Account Data {.cer):

Expiration
17/07/10

Import Trusted Certificate

snom OC;,

Delete

Identity 1
Identity 2
Identity 3

Load from file:
Filename:

(I T

Identity 4
Identity 5
Identity &
Identity 7
Identity &
Idsntity 3
Identity 10
Identity 11
Identity 12
Action URL Settinas

5

http://10.1.1.109/trusted.htm

=== HTTP Password not set! &

- =rPage - (CFTodls v

[T GFememe

0% -

4. Onthe snom Login Tab, the certificate Common Name is 10.1.1.75. This applies to the Registrar and
Outbound Proxy, with the Outbound Proxy also including ; transport=tls which enables TLS.

{2 snom 360 - Windows Internet Explorer [=] E3
- : - + =

@: [O http:ji10.1.1,109fine _login htmri=z =1 |#2)] x| [coogie L

| Fle Edt view Favarbes Took Help | & -

5 ) snom 3D

[B-

Operation
Home
Directary

Setup
Preferences
Speed Dial
Function Keys
OCS Account Data
Identity 1
Identity 2
Identity 3
Identity 4
Identity 5
Identity &
Identity 7
Identity &
Identity 9
Identity 10
Identity 11
Identity 12
Action URL Settinas

Configuration Identity 2

Login Information:
Identity active:

Displayname:

Account: 1735 @
Fassword: YT @lk
Registrar: 10.1.1.75 @

outbound Proxy:

101 .1.75;transport=tls @

Failover Identity:
Authentication Username:
Mailbox:

Ringtone:

Customn Melody URL:
Display text for idle screen:
ML Idle Sereen URL:

Ring After Delay (sec):
Record Missed Calls:
Record Dialed Calls:

=)
A HTTP Password not set! B
=

~ i Page = () Tools »

|4

[ @

0% -

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: +44 (0)1245 808195 Fax: +44 (0)1245 808299



Configuring OCS Mediation snom with VX Registrar Fallback

Note: Switchover is slow on the loss of OCS Mediation. The snom phone seems to take some time to perform the
switchover, although calls will still attempt to use mediation until the actual failover on the phone occurs.

Note: Previous versions of snom software have been known to have issues. Always have the latest version of
software updates to avoid potential problems.

Step 1: Setting Up the snom Phone
1. Start-up your snom phone application. The Welcome to Your Phone! view displays.

ﬁ'snnm 360 - Windows Internet Explorer [_[al x| I
@H ~ [0 hepepri0.1.1. 109 =l [+ [soo0= 2l
J File Edit View Favorites Tools  Help J & -

e ke € snom 360

Jf“ﬁ - [ - o= v b Page v O Tools v

Operation
Horme
Directary

Setup
Preferences
Speed Dial
Function Keys
OCS Account Data

Welcome to Your Phone!

e A P passrd not set B
7/- TG

snom OC N

=

edition

=
S

snom OCS edition f GUI customization

snom phones snom 870, 820, 370 can be customized
remately, check our wiki. For FW details drop us a
mail:

snom¥l—

oesedition®snom.com

This web interface makes it easy for you to set your phone up correctly and to access the
advanced features.

Identity 1
Ldentity 2 To dial & number, just entsr the number in the fisld below. You can enter a simple telsphone
v number (2.9, 0114930398330) or URI like info@snom.com.
Identity 3
Identity Dial a Number:
Identity & Dial  Hangup
Identity &
Identity 7 Outgoing Identity:
Identity & jsmith@winet | Set
Identity 9
Identity 10
" Dialed, Missed, Received
Identity 11 k
Identity 12
Action URL Settings
Advanoed Dialed Numnbers X ) ]
Trusted Certificat Date Tirme Duration  Costs:  Local Identity Numnber
rusted Gertificates 742172009 4:32PM 0:04 1235@10.1.1.75 140634557751 x
Software Update 742172008 3:3EPM 005 jsmith@vx net 14083489775 5" x
Status
System Information
Log Missed Calls X
E1P Trace Date Time Missed Local Identity Number
- D ;ohane- |
DNS Cache 7/21/2009 3:33PM 1 Jsrithi@yse.nat S0 14083489775, phane . x
Subscrintions context=entsrprise@vsx.net;user=phone >
FCAP Trace
Memory
Settings Recsived Calls X ] ]
Manual Date Time Duration Costs: Local Identity  Number
7/21/2008 4:32PM 0:03 1235@10.1.1.75 <5ip:14083489775@10.1.1.75> 5" x
. ‘ <5ip:140§3459775 phone-
s I1 ()I11 742172009 3:36PM 0:00 Jsmith@vxnet o imenterprise@yx.netiuser=phone= 5 0
@ 200120019 cnnem A6 =
[ [T & [3 & memet HA00% - g
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2.
Data. The OCS Account Data view displays showing
Click Save to continue.

To configure the phone for OCS, from the navigation tree located in the left pane select Setup>0CS Account

the OCS Identity with the SIP Registrar backup identity.

ﬁ'snnm 360 - Windows Internet Explorer

@A + |CD hitp:j10.1.1.109)0cs.htm

j || X IGnngIe

J File Edit VYiew Favorites Tools Help

W € snom 360

a8 &

= —
/ —
OCS Account Data ' snom OC \
edition =
= '/--V
Operation b
Home "y
. Please type in your account data here
Cirectory
Setup SIP-URI [ismith@vs.net | @
Prefersnees Username (DOMAINVUSERNAME) [rxrismith | @
Speed Dial
. Password |uuuu |®
Function Keys
OC% Account Data
Save
Identity 1
Identity 2
Ld kit

3. From the navigation tree select Setup>ldentify

1 and in the right pane select the Login tab. The

Configuration Identity 1 view displays. Listed under Login Information is the Outbound Proxy:
ocs.vx.net;transport=tls, which shows it has been tested and found to be working.

[Fsnom 360 - Windows Internet Esplorer

@A < IO httpefi10.1,1,109/line_loginhtmz?l=1 ﬂ +r || % Google
J File Edit Miew Favorites Tools  Help
W €) snom 360 | | J{}-Dvva
- - - / =
Configuration Identity 1 snom OC3, \
= "/--
Dperation
Home Login SIF  MAT  RTP
Directory Login Infermation:
Setup Identity active: @ on © off @
Preferences Displayname: |James Smith |®
s d Dial
pesd bia Account: |]sm\th |®
Function Keys
Passward: [sess0sse |®
OCS Account Data @
Idefity 1 Reqgistrar: |vx‘net |
Identity 2 Qutbound Proxy: |ch.vx.nat;transpurt=tcp |q
Identity 3 Failover Identity: [identity 2 =] @
Identity 4 Authentication Username: |vx\jsmith | @
Identity 5 Mailbox; |s|p:_|srn|th@vx‘net;opaqua=apd @
Tdentity & Ringtone: IRinger'] j @
Identity 7 Custamn Melody URL: | |®
Identity &
o I ¥ Display text for idle screen: |James Zmith | @
Identity @ a @
Identity 10 xrﬂu e Screen URL: [ |
Identity 11 Ring After Delay (sech: | |®
Identity 12 Record Missed Calls: ®on © off @
Action URL Settings Record Dialed Calls: ® an © off
advanced Record Received Calls: & an Coff @
Trusted Certificates - -
Software Update Save Re-Register Play Ringer
Status .
- Remove Identit
Systern Information Y —
L Remove All Identities
09
SIP Trace
TP
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4. Inthe right pane, select the SIP tab to display the SIP configuration settings for Identity 1. This configures the
phone to login as a communicator to OCS.

Zf"'snom 360 - Windows Internet Explorer
@A o v | hitpig10.1.1. 109lne _sip. htmzi=L =] [ #2|| x| |5o0gle
J File Edit View Favorites Tools Help
T e ) snom 360 | |
— ’/--.

Operation
Horne Login ~ SIP  NAT  RTP
Directory SIP Identity Settings:

Setup Music on hold server: [ | @
Preferences Alert Info URL: \ | @
Speed Dial X =

. User picture URL: ‘ | L
Function Keys i i m
OCS Account Data Dial-Plan String: ‘ | £
Tdentity 1 ENUM Support: Con & oif @

Identity 2 Countrycode: ‘ |®
Identity 3 Areacode: ‘ |®
Identity 4 Proxy Require: ‘ | 2
Identity S Additional supported headers: |
Identity & Q-Value: 1 Dj @
Ident!ty 7 Proposed Expiry: ‘3600 | I
I:ent!ty & Auto Answer: Can @ off @
Identity 9
1d t'ty 10 Long SIP-Contact {(RFC3840): an % off @
entity .
. Support broken Registrar: ® on  off @
Identity 11 i
X Shared Line: Can @ off @
Identity 12 ) @ a @
Action URL Settings Publish Presence on bootup: * oan off £
advanced DTMF via SIP INFO: off ~|®@
Trusted Certificates Send display name on INVITE: on % off @
Software Update Extension Monitoring Call Pickup List: Coan * off @

Status Extension Monitoring Call Pickup List URI: ‘ |®

Systern Information Contact List: Eon Coff @
Log Contact List URT; Jsmithi@vx.net | @
SIP Trace Server Type Support: Qcs j ®
DNS Cache S .
T Rernove all bindings on unregister: Coan ™ aff (2
Subscriptions " @
FCAP Trace Subscription Expiry (s): ‘120 - | £
Memaory Enable hook flash: an @ off (2
" 7
Settings Report Maching State: ®oan O off (2
Manual Report Phone State: i an O off 12
Save
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5. Configure Identity 2 as a backup in case of OCS failure. From the navigation tree, select Identity 2 and the
Login tab.

{ snom 360 - Windows Internet Explorer

@A - I() htkp:fi10.1.1.109fline_login.htmzl=2 j 2| X IGoogIe
J File Edit ‘iew Favortes Tools  Help
W I\() snom 360 | |
&3
o =
Operation
Home Login  SIF  NAT  RTP
Directory Login Information:
Setup Identity active: & on  off @
Preferences Displayname: |trop |®
SDEE‘_j pial Account: |®
Function Keys
4 Password: |®
QCS Account Data
Idontity 1 Registrar: [toa17s | @
Identity 2 Cutbound Proxy: |1D.1.1‘75 |®
Identity 3 Failower Identity: INgng j @
Identity 4 Authentication Username: | | @
Identity 5 Mailbox: |@
Identity & Blimafiames Ringer 1 -®
Identity 7 Custom Melady URL: | |®
Identity & . .
K ¥ Display text for idle screen: | | @
Identity 9 a @
Identity 10 ¥ML Idle Screen URL: [ |
Identity 11 Ring After Delay (sec): | |®
Identity 12 Record Missed Calls: ©an Coff @
Action URL Settings Record Dialed Calls: ©an Coff @
Advanced Record Received Calls: & on O off @
Trusted Certificates - -
Softwars Update Save Re-Register Play Ringer
Status .
Remaove Identit
Systemn Information t
Log Remove &l Identities
SIP Trace
cun L
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6. Inthe right pane, select the SIP tab to display the SIP configuration settings for Identity 2. This configures
backup for the phone to login as a communicator to OCS.

Zr'snom 360 - Windows Internet Explorer

@A = O hetpiy10.1.1.109fine_sip.hemzl=2 =1 [#2 | % | [ocqi
J File Edt ‘iew Favaorites Tools Help
ﬁ '1'.4;? ‘) snom 360 | |
= -'/--.
Operation
Home Login  SIP  NAT  RTP
Directary SIP Identity Settings:
Setup Music on hold server: | | @
Pref
e e;e”_cels alert Info LIRL: [ | @
Speed Dia
User picture URL: [ | @
Function Keys i i 5
OCS Account Data Dial-Plan String: | - | Z
" 7
Identity 1 EMUM Suppaort: oon & off (2
Identity 2 Countrycode: | |®
Identity 3 Areacode: [ |®
Identity 4 Proxy Reguire: | | @
Identity 5 Additional supported headers: | 2z
Identity & Q-Value: 1.Dj @
Tdentity 7 Proposed Expiry: |3600 | =
Identity &
den Y Auto Answer: Con & off @
Identity 9
1 tty 10 Long SIP-Caontact (RFC3840): an 0ff®
enti
¥ Support broken Registrar: & on O off (2
Identity 11 ] 1 o & -
= Line: L
Identity 12 srec Hine on f* off _
Action URL Settings Publish Presence on bootup: i on T off 2
fdvanced DTMF via SIP [NFO: off -|®
Trusted Certificates Send display name on INVITE: on 7 off @
Software Update Extension Maonitoring Call Pickup List: on % off @
Status Extension Manitoring Call Pickup List URT: | | ®
Systemn Information Contact List: Con @ off @
Log Contact List URI: | @
SIP Trace Server Type Support: Default j @
DNS Cache . .
K Rernove all bindings on unregister: oon & off (2
Subscriptions L .
PCAP Trace Subscription Expiry (s): |36DD | ®
Mermory Enable hook flash: Con @ o @
; . 7
Settings Report Machine State: & on O off 12
Manual Report Phone State: & on O off @
Save
-
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7. Inthe navigation tree, select Advanced and the Advanced Settings dialog displays.

ﬁ'snnm 360 - Windows Internet Explorer

@:—-: - I() hitkpe 10,11, 109 advanced_network, himn j 2| X IGoogIe
J File Edt “iew Favorites Tools  Help
ﬁ*{ﬁ? ()snomSED | | J@-D-va
/-- -k‘-";x_
Advanced Settings T snomOCS.
g ediion
- _—*"/---
Operation
Home Network Behavior Audio SIP/RTR QoS/Security Update
Directory Metwork:
Setup DHiCP: Coon ® aff&
Preferances IP address: [to.1.t.109 | ®
= d Dial
peed bis Netmask: [z55.255.255.0 | @
Function Keys
Host Mame: | |®
OCS Account Data @
Identity 1 IP Gateway: [to.1150 |
Identity 2
Identity 3 DNS:
=n I v Domain: [vx.net |
Identity 4
DNS Server 1: [to114 | @
Identity & @
Identity & DNS Server 2: [ |
Identity 7 )
Identity 8 Time:
L NTP Time Server: [to114 | @
Identity 9 .
Identity 10 MNTP Refresh Time {sec): |3600 | @
entity - —
Identity 11 R |-8 United States - Pacific Time j
Identity 12 @
Action URL Settings
Advanced UL
. HTTP Proxy: | | @
Trusted Certificates
HTTP port: [5o | ®
Software Update
Status HTTPS part: [a43 | ®
Systern Information Webserver connection type: Ihttp aor https j @
Log Auto Logout {min): | | @
SIP Trace
e L inan
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8. View System Information to confirm your settings.

e e e e —
@A = [C) https//10.1.1.109info htm =l |42/ %] Jaoogle

J Fle Edit ‘Wiew Favorites Tools  Help

ﬂ? '{ﬁ? ‘) snom 360 | |

System Information

Function Keys
OCS Account Data

Trusted Certificates

Lag
SIP Trace

AT,

Firmware-URL:

Production Information:

Ethernet Status:

Dperation

H

.nme System Information:

Directary Phone Type: snom360-SIP
Setup MAC-Address: 000413204EDB

Ereferences IP-Address: 10,1.1.,109

. . snom360-5IP
Speed Dial A= SR snapshat_branch_8_2_2009_06_08_22_00_03_snaom 18991

http://provisioning . snom.com/tmp/snom360-0CS-
snapshot_branch_8_2_2009_06_06_22_00_03_snom-SIP-f.bin

Mac: 00041 3294EDB; Version: Standard;Hardware :snom3s0 {H;
R24,PO:2007-10091);Date; 17/12/07; Copyright{C) snom

Identity 1 technology AG
Identity 2 Uptime: 0 days, 1 hours, 26 minutes
Identity 3 Memfree: . 1145 K
e Bootloader-Version: 1.1.3-5
Identity 4
Identity 5 SIP Identity Status:
Tdentity & Identity 1 Status: Jsmith@vx.net: OK
Identity Z Status: 1235@10.1.1.75: Success
Identity 7 Identity 3 Status:
Identity & Identity 4 Status:
Identity 5 Status:
Tdentity 9 Identity 6 Status:
Identity 10 Identity 7 Status:
Identity 8 Status:
Identity 11 Identity 9 Status:
Identity 12 Identity 10 Status:
. . Identity 11 Status:
Action URL Settings Identity 12 Status:
Advanced

Met Port: Connection Type: 10 Mbit Half Duplex
Software Update Status: connected
Status
Systemn Information PC Port: Cannection Type:

Status: not connected

9. Your snom phone is now ready to use.

Ready

Your usemname is: 140834

i’

caﬂﬁ'ﬁfémm
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10. On VXbuilder, you can view the Trunk Groups and Calls from the snom MOC/OCS/Mediation to eyeBeam.

B ucdemo - ¥xbuilder 4.4.4v59 [H[=] E3 I

File Edit Conmect Help

Y Receive | {}Iransmitl {rﬁRegtartI L Import | [ Export | o verify | Harljwarel Rgn'.l.'izardl [zlManage Files |

i eccess Control List | I Trunk Groups
. DNS - "
él--TeIephony Item | (o] - | DesT F | Route’l - | MediaClass | Medla:
: . 1 Trunkiaroup #1 sip tls fror 10,1,1.7 - #1 TofFrom Exchange UM &ny Passthr
EI"Chi‘:z;::?f";;:‘j:scns Eam z TrunkGroup #2 from Exchange #1 To/From Exchange UM #1 G711 mu-law | Passthr
3 TrunkGroup #3 #1 Tof/From Exchange UM Any Passthr
Profile #2 Default ISDN 4 Trunkiaroup #4 K323 #2 Incoming SIP calls Ay
Profile #3 Default CAS R2 e #2 Incoming SIP calls
Profile #4 Default ISUP ] #2 Incoming SIP calls
Profile #5 Default H.323 7 [ Trunk 7_Lh s #3 ]

11. Mediation via TCP Transport .

Edit TrunkGroup # 7 I

Genera 5P |mazs |ss7 |

~SIP Camman —5IP Mode
Sessian Expires ID Registrant Made INo j
Buowys| Py I Provey-Like Mode INo j
Reqistrar Address I Challenger Made INo j
Subscriber Table INone j
— Regiskrant
Reject non Subscribers IND j

Req-Error Retry I

Reqg-Timeout Rekry I o

Inker Register Time I
Music on Hold Filename I knt

Ringback udia Filename I ~Proxy-Like
=] Min Proxy Req Expiry |
-

Reliable Provisional

e |D|sabled

Backup Registrar Address |

Send Symmetric
Packetization Time IND j

Enablesle [T
Use kel: for Outgaing Inviee [ ;
Reetrieve Diversion from To header [ S SEaEy
Remate Certificate Mame
—SIP Transport

i~ Enable UDP [~ Enable Remate Certificate Mame Check [
Enable TLS [ Enable Mutual TLS [~ Allows STP URT in TLS v

Persistent TLS Connection for Registration r CATCP
Reuse TLS Conmection = Enable RTCR b
RTCP [+
—Challenger RTCP_ %R p

Realm Transmission Interval (secs) I S

ol 4 I Cancel |
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12. Call Route to Mediation from Eyebeam.

Edit Call Route # 2 B I

—iaeneral Parameters
Enabled [ Using Regular Expression | Dest I all 51IP calls ko mediation Priority |0
Caneel |

~Input ta Match
Match Rule | #1144} Makch Using AD Figld [Mone 'l

Match Exack Length v Expression Helper Numbering Type |Any - Mumbering Plan |any 'l
Advanced SIP Matching | CarrierSelectinfa any - Carrier Code

~Translate to Output

Translation Rule | il Translate Using AD Field |Mone 'l
Mumbering Type IUnknown 2 Mumbering Plan | Unknawn 'l
CarrierSelectInfo |LUntranslated 'I Cartier Code I Circuit Code [Untranslated 'I

~0On Match Parameters

signaling Diffsery |Best Effark 'I Media Diffsery IBest Effart pr CallingTransTable [Mone 'l
Media Class |any 'I Transfer Cap IUntransIated - Msg xlat Table |[Mone] 'l
Jitker Min Delay | 50 ms Jitker Optimnization I? i

— Destination BSP Link Requirements
B3P TrunkGroup I#? from ocs j
@ sipp
p o N Node 10 [[11/4] I Min Quality [0 %
PR R s SIP Praxy | mediationvx.net:5060
 Other Ping Limit |0 ms

" Call Route Table Pesr IP [ IF I[UHChaHQEd]
" [Unchanged] Call Route Mo. INnnE

L [«

Note: #1 is prepended to the called number by the VX AD integrated scripts. Calls routes without AD integration
do not require a prepend prefix.
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13. SIP Registrar Trunk Group.

Edit TrunkGroup & 5 E I

General P |Hazz |ss7 |

—SIP Common —5IP Mode
Session Expires | u]

Reqistrant Mode INc-

Outbound Prasy I Proxy-Like Mode IND

Registrar Address I

Lef Led Lo

Challenger Made IND

Subscriber Table INnne j

—PReqgistrant

Reject non Subscribers IND j

Reqg-Error Retry |1|jc|
Req-Timeout Retry |1UD

Inter Regisker Time I 100
Music on Hold Filename I knk

Ringback Audio Filename I Proxy-Like
Reliable Provisional IDisabIed j Min Proxy Reg Expiry I
Responses
Backup Registrar Add
Send Symmetic |N.3 j ackup Registrar Address |
Packetization Time Enablz sia [T

Use kel: For Gutgoing Invike [

Retriewve Diversion from To header [ [ EP Sty

Remoke Certificate Mame

—SIP Transport
Enable TCP [ Enable Remote Certificate Name Check [
Enabie TLS [~ Enable Mutual TLS Allows SIP URTin TLS [~
Persistent TLS Conmeckion for Registration I_ _RTCP
Reuse TLS Connection Enable RTCP [
e
—Challenger RTCRLR [T

Realm Transmission Inkerval {secs) I 5
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14. Call Route to SIP Registrar.

Edit Call Route # 5 [ x| I

- General Parameters
Enabled ¥ Using Regular Expression [ Desc | UC IDD ko Native SIP Priority |D
Cancel |

—Input ko Match

Match Rule | #21+{+} Match Using AL Field INUne vl

Match Exact Length v Expression Helper | Mumbering Type |any 'l Mumbeting Plan Inny 'I
dvanced SIP Matching [~ CarrierSelectInfo Any - Carrier Code I

i~ Translate to Output

Translation Rule I 1§ Translate Using AD Field INone 'l
Mumbering Type |Unknown 'I Mumbering Plan IUnknown 'I
CartierSelectInfo IUntransIated ‘I Carrier Cade Circuit Cade IUntrans\ated 'I

—n Makch Parameters

Signaling Diffsery IEest EFfart: vl Media Diffsery |Best EFfart 'I CallingTransTable INone 'l
Media Class IAny ‘l Transfer Cap |Untranslated 'l MMsq ¥lat Table I[None] 'I
Jitter Min Delay I a0 ms Jitker Crptimization |7 'I

—Destination ESP Link Requirements
RSP Trunkroup I[N,I’F\] j
" SIP Froxy Node 1D | [11/2] | Min Quaiity [0 o
% SIP Registrar Tahle
~ SIP Proxy I l_
Other Fing Limit |0 ms
£ ral Rouke Table Peet IF | IF I[Unchanged] j
(" [Unchanged] Call Routz Mo, [tlone [

Note: #2 is prepended to the called number by the AD integrated scripts. It may be removed for calls not
employing the scripted AD integration.
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Examples

VX Registrar

0.1.1.75 - PuTTY
TGH# &

10.1.1.75 - PuTTY

10.1.1.75 - PuTTY

uDp
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Configuring TLS on eyeBeam

eyeBeam with TLS is similar to other TLS clients. The most important task is to import to the PC the root certificate
from the Certificate Authority that signed the VX certificate.

About eyeBeam

00

PATH

eveBeam

Yersion 1.5.19.5 build 52345 %
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Step 1: eyeBeam SIP Account Configuration
1. Note the vxgw.vx.net address to the proxy. This entry must be the same as the Common Name of the
certificate installed on the VX.

Properties of Account 1 E

Accaunt I‘-;"Dicemaill Tu:npolu:ng_l,ll Presencel Storagel Sec:urit_l,ll .-’-'«cl\-'ancedl

—User Details
Display Mame | 14053459775
User name I 14033489775
Paszword I

Authotization user name I 14083455775

Dornain I wax.net

—Dormain Proxy

[V Register with domain and receive incoming calls

Send outbound via:

! .
LarraiT

% progy Address I wrge. v net

Dialing plan | #11a\a. T;match=1;prestrip=2;

0k I Cancel Spply

2. You can also display the certificate name by entering sho cert at the VX command prompt.
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Step 2: eyeBeam Security Settings

Properties of Account 1 I

.-’-'l.cccnuntl Uoicemaill Tu:npnlu:ng_l,ll Presencel Storage  Securty |Advanced|

Signalling Transport d

Encrypted or TLS musk be selected to enable media encryption,

—Media Encryption

{” Make and accept only encrypted calls
" Prefer to make and accept encrypted calls
* Make unencrypted calls, accept all calls

" Do not allow encrypted calls

0k I Cancel Apply
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Step 3: Importing the Root Certificate to the eyeBeam PC

1. Transfer to the PC the root certificate of the Certificate Authority that signed the vxgw.vx.net certificate.

2. On the Certificate view, General Tab, Double click Install Certificate to install the certificate using the following
instructions.

a. vxcais the root certificate from the Certificate Authority used to sign the vxgw.vx.net certificate.

ceete W]

General | Details | Certification Path |

F
Certificate Information

This certificate is intended for the following purpose(s):

* Al issuance palicies
+ Al application policies

Issued to: vxca

Issued by: wxca

valid from 1/17/2009 to 1/17/2014

Install CertiFicatlE. . | Issuer Statement: |
b

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: +44 (0)1245 808195 Fax: +44 (0)1245 808299



3. The Certificate Import Wizard>Welcome to the Certificate Import Wizard view displays. Read the
text and click Next to continue.

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lisks, and certificate revocation lisks from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains information
used to protect data or to establish secure network,
connections, & certificate store is the syskem area where
certificates are kept,

To continue, dick Mext,

< Back I Next}i I Cancel |

4. Browse the Certificate Store to select certificate storage location. Click Next to continue.

Certificate Import Wizard Ed I

Certificate Store

Certificate stores are swsktem areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location For

" automatically select the certificate store based on the type of certificate

Bru:uwse...[ I

% Place all certificates in the Following store

Certificate store:

< Back I Mesxt = I Cancel
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5. Select the Certificate Store and click OK.

Select Certificate Store K E I

| Select the certificate store you wank to use, |

{:l Personal -
& ification Authorities

-G Foterai
l?Iﬁ Trtermediake Carbificakinn nllrhnririnlc_lll
4 »

¥ Shows physical stares

oK [I Cancel |

6. Confirm the Certificate Store you have selected, which displays in the Certificate Store entry, and

click Next to continue.

Certificate Import Wizard

Certificate Store
Certificate stores are swskem areas where certificates are kept.

Windows can automatically select a certificate store, or wou can specify a location Far

" Automatically select the certificate store based on the bvpe of certificate

% Place all certificates in the following store

Certificate store:

Trusted Root Certification AuthoritiesiLocal Computer Browse. .. I

= Back Mext = N Cancel
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7. Confirm your completion of the Certificate Import Wizard by clicking Finish.

Certificate Import Wizard E3

Completing the Certificate Import

Wizard

ou have successfully completed the Certificate Import
wizard.

‘ou have specified the Following settings:

Certificate Store Selected by User  Trusted Rook Certific,
Conkent Certificate
| | i

< Back I Finish i I \ Cancel |

8. Acknowledge the import was successful by clicking OK.

Certificate Import Yizard I

L
\]:) The impart was successFul,

i

9. You must now REBOOT your PC to complete the process. This is a required step to complete the process.

Note: Failure to reboot your PC will invalidate the Certificate Import Wizard steps.
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Step 4: Verify Certificate Installation

After rebooting your PC, verify that the root certificate is properly installed. Use the Certificates Snap-in to verify
the certificate.

1. Atthe command prompt, enter mmc

ommand Prompt

C:“Documents and Settings“Administrator>mmc

2. Atthe Console 1 view, select Add/Remove Snap-In...

"fi Consolel M= & I
File Action View Favorites ‘Window  Help
Mew Ctri+u |
Open... Chrl+C
Save Chrl+5 =] 3

Mame I

There are no items ko show in this view,

L4
ol
]
-

AddjRemove Snap-i

Cption

1 CAWINDOWSY, , hcompmgmt . msc
2 CAWINDOWSY, , \certmgr.msc

3 CWINDOWSY, , \services, msc

4 CIWINDOWSE,, \Comicomexp.msc

Exit

|Enables wou ko add snap-ins ko of remove them From the snap-in console.
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3. From the Standalone Tab, select the Console Root folder from the Snap-ins added to field. Click Add and
then OK. The Add Standalone Snap-in view displays.

Add/Remove Snap-in

Skandalone | Extensions

Uze this page to add or remove a stand-alone snap-in From the console.

Snap-ins added Eo: Ia Consale Rook j

 Description

Add... Remoyve Sbout, ., |

o] 4 | Cancel
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4. Select the Certificates, and click Add. The Certificates snap-in view displays.

Add standalone Snap-in EE ||

Bvailable standalone snap-ins:

Snap-in | Yendor | -
f‘-i'i MET Framework. 1.1 Configuration  Microsoft Corparation
f‘-i'i MET Framewark, Configuration Microsoft Caorpaoration
ﬁ MockiseaniZomkral Microsoft Corporation
I_ Certificates Microsaft Corporation —
'@Cumpunent SErvVICes Microsaft Corporation
lgCDmputer Management Microsaft Corporation
Device Manager Microsaft Carparation
@Disk Defragrmenter Microsaft Carp, Execuk, .,
gDisk Management Microsoft and VERITAS, ..
Event Wigwer Microsoft Corporation j
— Descripkion
The Certificates snap-in allows you ko browse the contents of the
certificate skores For vourself, a service, or a computer,

add Close

5. Select the radio button for Computer account and click Next.

Certificates snap-in E I

Thiz zhap-in will akways manage certificates faor:

™ by uzer account

™ Semice account

= Computer account

< Back I Mesxt = & I Cancel
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6. Select the radio button for Local computer and click Finish.

Select Computer E3 I

Select the computer you want thiz shap-in to manage.

— This shap-in will always manage:

= Local computer; [the computer this console iz running on)

™ Anather computer: I Brawse,.. |

[ &llow the selected computer to be changad when launching from the command line. T hiz
only applies if you save the conzole.

< Back I Firnizh r I Cancel
X

7. From the Add Standalone Snap-in view, select Certificates and click Add.

Add Standalone Snap-in EE I

Available standalone snap-ins:

Snap-in | Yendor | -
2% MET Framework 1.1 Configuration  Microsoft Corporation
2% MET Framework Configuration Microsoft Corporation
ey , ) )
| SO EA OOl Microsofk CDFDDI’atIDI'I
|_ @Certificates Microsoft Corporation 1=
S O SETYITEE Micrasaft Corporation
QCDmputer Management Microsaft Corporation

Device Manager Microsaft Corporation

@Disk Defragmenter Microsaft Corp, Execut, ..

gDisk Management Microsoft and YERITAS, .,

Event Wigwer Microsoft Corporation LI
- Descripkion

The Certificates snap-in allows ywou to browse the contents of the
certificate stares For vourself, a service, ar a computer,

Add Close
Ls
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8. From the Standalone Tab, the Certificates (Local Computer) Snap-ins display as added. Click OK.

Add/Remove Snap-in [ 7] I

Standalone | Extensions I

Idse this page to add ar remove a stand-alone snap-in fram the consale.,

Snap-ins added to: Ia Console Root j

EP Certificates (Local Camputer)

~ Description

Add. .. Remoye abaut, |

(o4 R\J Cancel
1!
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9. You can also verify the vxca certificate has been added by viewing the Console Root>Trusted Root
Certifications Authorities>Certificates folder contents.

nsolel =] 3 I

File  Action View Favorites  Window  Help
e BO@E YR XER 2

«# Console Rooth Cettificates (1Local Computer)', Trusted Root Certification Authorities',Certificates

D Consale Roat Issued To # I Issued B l

E-E Certificates (Local Computer) E Thawte Persanal Premium CA Thawte Personal Premium C

(0 Personal E Thawte Premium Server CA
-0 Trusted Rook Certification Autharitiss

Thawte Premium Server CA

D Enterprise Trusk
(2 Intermediate Certification Autharities

Edthawte Primary Fook Ca
E Thawte server Ca

E Thawte Timestamping CA
Euth - paTaCarp 560

thawte Primary Foot CA
Thawte Server Ch
Thawte Timestamping CaA
UTH - DATACarp SGC

-1 Trdsted FUDIsher
(2 Untrusted Certificates
(2 Third-Party Root Certification Autharities

EUTH-USERFirst-Client Authenticati,.. UTH-USERFirst-Client Authe
EUTH-USERFirst-Hardware UTN-USERFirst-Hardware
[ Trusted People EUTh-USERFirst-Network Applications  UTN-USERFirst-Metwork Ap|
D Other Peaple UTN-USERFirst-Object UTN-USERFirst-Object

o = VeriSign Class 3 Public Primary Cer... WeriSign Class 3 Public Prime
VeriSign Commercial Software Pub,..  WeriSign Commercial Softwa
VeriSign Commercial Software Pub,..  WeriSign Commercial Softwa
|v'eriSign Individual Software Publis... YeriSign Individual Software
VeriSign Individual Software Publis... WeriSign Individual Software

VeriSign Trust Metwork, Werigign Trust Mekwork
VeriSign Trust Metwork WeriSign Trust Mebwork
VeriSign Trust Metwork WeriSign Trust Mebwork
VeriSign Trust Metwork WeriSign Trust Mebwork
VeriSign Trust Metwork WeriSign Trust Mebwork
VeriSign Trusk Metwork WeriSign Trust Mebwork
@.. iSigr-Frast 1 \eriSigr Frost-Mek I
VeriSign Trust Metwork. WeriSign Trust MNekwork

Trusted Root Certification Authorities store contains 115 certificates,
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10. Exit the console.

File Action View Favorites ‘Window  Help

Mew Chrl+M

Open... Chrl+Q f

Save Chrl+5 'Yy Trusted Root Certification Authorities',Certificates

Save As.. Issued To / Issued B

Add/Remave Snap-in. .. Chrlem =] thawte Persanal Premium CA Thawte Personal Premiurm C
Options. .. [E Thawte Premium Server Ca Thawte Premiumn Server Ch

1 CAWINDOWSY, , hcompmgmt . msc
2 CAWINDOWSY, , \certmgr.msc

P | LT B -3 ) (o =510 1
4 CIWINDOWSE,, \Comicomexp.msc

Elthawte Primary Rook Ca

ElThawte Server Ca

ElThawte Timestarmping CA

EUTH - DATACar 560
[EUTH-USERFirst-Client Authenticati, .
EUTH-USERFirst-Hardware
EUTH-USERFirst-Network Applications
UTN-USERFirst-Object

VeriSign Class 3 Public Primary Cer...
|v'eriSign Commercial Software Pub...
VeriSign Commercial Software Pub...
VeriSign Individual Software Publis, ..
VeriSign Individual Software Publis, ..
VeriSign Trusk Metwork

VeriSign Trusk Metwork,

VeriSign Trusk Metwork,

|v'eriSign Trusk Mebwoark

VeriSign Trusk Metwark

VeriSign Trusk Metwork,

VeriSign Trusk Metwork,

VeriSign Trusk Metwork,

Elxcert £z by DsT

K

thawte Primary Rook CA
Thawte Server CA

Thawte Timestamping CA&
UTM - DATACarp SGC
UTN-USERFirst-Client Authe
UTN-USERFirst-Hardware
UTN-USERFirst-hetwork Apj
UTN-USERFirst-Object
WeriSign Class 3 Public Prime
WeriSign Commercial Softwa
‘Werisign Commercial Softwa
WeriSign Individual Software
WeriSign Individual Software
‘Werisign Trust Mebwork,
WeriSign Trust Metwork,
WeriSign Trust Metwork,
WeriSign Trust Mebwork
‘WeriSign Trust Metwark,
WeriSign Trust Metwork,
WeriSign Trust Metwork,
‘Werisign Trust Mebwork,

¥cerk EZ by DST

|Quits the program and prompts ko save documents,

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: +44 (0)1245 808195 Fax: +44 (0)1245 808299




Step 5: VX Configuration
A TLS-configured Trunk Group.

Edit TrunkGroup # 1 [ x|

General 5P |h32s | 557 |

—SIP Camman - 5IP Mode
Session Expires [ 1 Registrant Mode |Ho
Qutbound Proxy I

Prosy-Like Mode IND

Reqistrar Address I

Lef Led Lol

Challenger Made INU

Subscriber Table INone j

—Reqgistrant

Reject non Subscribers IND j

Req-Errar Rekry I
Req-Timeouk Retry |U

Inker Reqisker Time I
Music on Hold Filename: I

Ringback Audio Filenarne I - Prozey-Like

; - Min Proxy Reg Expiry I

Relisble Provisional I
Supparted j
Responses
Backup Registrar Add

Sen;l Symmetric I\,res j ackup Registrar ress |

Packetization Time Enable sl [

Use kel: for Sutgoing Invite [

Retrieve Diversion from To header [ U Sizauilty

Remake Certificabe Marme

—SIP Transpark
Enable TCP [ Enable UDP [ Enable Remote Certificate Name Check [
Enable TLS ¥ Enable Mutual TS T~ Allow SIP URLin TLS [
Persistent TLS Connection for Reqistration |7 _ATCR
Reuse TLS Connection [ Enable RTCP W
RTCP [
—Challenger RTCP xR |

Realm Transmission Inkerval (secs) I S

[0]4 I Cancel |
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Step 6: VX General Menu
The vxgw.vx.net installed certificate.

General Settings E3 I

— Clock Source —Secure Relay

Primary Clock Slot I1 j' STU-IIT Scrambler{Descrambler [
Primary Clock Part IInternaI vi bC Fiter ™ Cancel

Secondary Clock Slok INone 'l Clack Rate Compensator [+
Secondary Clock Pork IInternaI "l Y,14 Auto Detection [

—Time Server —Misc

I™ Enabled  node D [0:0:0:0
Mid-call DTHF Digitleut-DF-band only 'I

Inkeral I 21600 SEC
T.38 Fax Redundancyl i}
Max Change | 7200 ser

1,38 CHG Detect

Community MName I public Fax/Modem bypass on PCM v

MIE-IT Suppart [ | [LLEM

— Certificate Skatus Update Interval I 2000 ms

Mo, of missed status

updates before LLEM is I 3

Require TLS for domain logon [ declared davn

i

— SMMP

Certificate Name

Allows untrusted roct certificate [

— ComFart Moise Primary [ Secondary [

Send CM RTP packets IEnabIed vl

Generate TOM CM on Media stream absence

"STI Clock suto-Fallback

Past-login Message of the Day —Pre-login Banner

Enahle - Edit MOTL: | | Edit Banner
Cormfort Noise Level | =2 -dBioy Radius
Media stream timeout I 100 ms Enable Accounting [~

VolPon www.voipon.co.uk sales@voipon.co.uk Tel: +44 (0)1245 808195 Fax: +44 (0)1245 808299



N.E.T.

Step 7: eyeBeam TLS to snom Calls

175 - PuTTY

ho 11

In Trunkg lled MWumber Inbound

Tra

ho call d

Trunkgro lled MNumber

Step 8: snom TLS Configuration

snom 360 - Windows Internet Explorer [_ O] x] I
& = 7 [0 bepijj10.1.1.103fine_Jogin hir=2 = #2 | x| eooge £-
J File Edit Wiew Favorites Tools  Help J ﬁ -

. »
S8 G ) snom 360 ‘ | J 0 - B - = - |k Page - (0 Todls -
= HTTP Password nhot set! &
Configuration Identity 2 snom OC3, N
Operation
Home Login  SIP  NAT  RTE
Directary Login Information:
Setup Identity active:
Preferences Displayname:
Bl d Di
peed Dial Account:
Function Keys
Password:
QCS Account Data ~
Identity 1 Reqgistrar: I
Identity 2 Outbound Proxy: xgw vy net;transport=tls @
Identity 3 Failover Identity: Mane ~| @& ||
Identity 4 Authentication Username: "27
Identity 5 Mailbos: ®
Identity & Ringtone: [Ringer1 =] @
ety 7 Custom el URL —
Identity &
Display text for idle screen:
Identity 9
Identity 10 ML Idle Sereen URL:
Identity 11 Ring after Delay (sec): @
Identity 12 Record Missed Calls: Foan o @
Action URL Settings Record Dialed Calls: Foan Coff @
advanced Record Received Calls: & on Coff @
Trusted Certificates .
Software Update Save Re-Register Play Ringer
Status -
Ciretarn Tnfarm atinn Remave Identity =l
[T T T [CJ6meemet H100% -

snom 360 Phone with VX for Branch Survivability
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