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Cyberoam NetGenie NG11EO Wireless Unified Threat
Management

Product Name: Cyberoam NetGenie NG11EO Wireless Unified Threat Management

Manufacturer: -

Model Number: NG11EO

Please Note: The Cyberoam NetGenie NG11EO has been discontinued. For an alternative,
please see Sophos.

Cyberoam NetGenie NG11EO Wireless Unified Threat Management
The Cyberoam NetGenie NG11EO is perfect if you have a Cable Internet and want to manage
your employees&rsquo; time on the Internet. The NetGenie NG11EO protects your employees
from harmful Internet content and devices from hackers and bots. Fully loaded with all other
NetGenie features, NG11EO appliances enhance office productivity and block online threats over
all office devices. Cyberoam NetGenie Features

ï¿½ 3G Ready
ï¿½ NetGenie&rsquo;s firewall with Stateful Packet Inspection and NAT capabilities 
ï¿½ Virtual Private Network (VPN)
ï¿½ Pre-Configured Wi-Fi Security
ï¿½ Web-based GUI

Cyberoam NG11EO - Technical Specifications
Interfaces

ï¿½ RJ-45 Connectors 1-WAN   
ï¿½ (10/100 Mbps Ethernet) 1-Switch (4-LAN)   
ï¿½ USB Ports 1

Wireless Performance

ï¿½ Wireless Standards IEEE 802.11 n/b/g   
ï¿½ Antenna 2 dBi (Detachable)   
ï¿½ Access Points 1 SSID

System Performance

ï¿½ Wireless Standards IEEE 802.11 n/b/g   
ï¿½ Antenna 2 dBi (Detachable)   
ï¿½ Access Points 1 SSID

Dimensions

ï¿½ H x W x D (inches) 1.64 x 4.64 x 7.2   H x W x D (cms) 4.4 x 15.3 x 23.2   
ï¿½ Weight 260gms, 0.573 lbs   
ï¿½ Range Indoor: up to 50 meters;
ï¿½ Outdoor: up to 300 meters

Power

ï¿½ Input Voltage 100-240 VAC   Consumption 2W (typical 1.8W)   
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ï¿½ Humidity 90% maximum non- condensing   
ï¿½ OperatingTemperature 0 to 40 &deg;C  
ï¿½  LEDs Power, Wireless/WPS, WAN and LAN, Wired   
ï¿½ Warranty 12 Months

Network Protocols

ï¿½ Static IP   
ï¿½ Network Address Translation (NAT)   
ï¿½ Port Forwarding   
ï¿½ NAT Application Level Gateway for popular applications   
ï¿½ DHCP Server /client   
ï¿½ DNS Relay Agent   
ï¿½ DDNS support   
ï¿½ UPnP (Universal Plug and Play)   
ï¿½ PPP Auto Reconnect   
ï¿½ ALG for SIP, FTP, TFTP, H323, IRC, PPTP and RTSP 

Compliance

ï¿½ CE  
ï¿½ FCC

Security Features

ï¿½ Firewall with SPI (Stateful Packet Inspection)   
ï¿½ IP Sharing Method - Network Address Translation (NAT)   
ï¿½ Anti-Virus/Spyware   
ï¿½ Intrusion Prevention

Management

ï¿½ User-friendly Web Interface   
ï¿½ Password Protected System Management   
ï¿½ Automatic/manual system clock synchronization with NTP server   
ï¿½ Configuration backup and restoration   
ï¿½ Software upgrade via HTTP   
ï¿½ NetGenie DDNS 

Reports

ï¿½ Monitor web and application activity of each office user over Internet   
ï¿½ Websites visited, Applications used

Compliance

ï¿½ FCC, CE, ROHS

Security Features

ï¿½ Localized to country of sale
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VPN (Virtual Private Network)

ï¿½ External Power adapter 100 - 240 VAC   
ï¿½ Humidity 10 ~ 90% (non-condensing)   
ï¿½ Operating temperature 0&deg;C~40&deg;C   
ï¿½ LEDs PWR, LAN1, LAN2, LAN3, LAN4, WLAN, DSL, INET

Internet Controls

ï¿½ Website Filtering &amp; Application Filtering   
ï¿½ Identity Based Internet Access   
ï¿½ Block harmful &amp; unproductive websites and applications   
ï¿½ Web and Application Control - Provide scheduled access to websites and applications   
ï¿½ Customize usage with Internet controls - Customize the access privileges for each office user
based on business needs   
ï¿½ MAC address white list

Internet Connectivity

ï¿½ Wireless WAN - USB Port 3G support   
ï¿½ PPPoE   
ï¿½ Ethernet

Other Features

ï¿½ Network Protocols   
ï¿½ DHCP server   
ï¿½ Port Forwarding   
ï¿½ DynamicDNS   
ï¿½ TCP/IP support   
ï¿½ MAC Cloning   
ï¿½ UPnP support 

Wireless Features

ï¿½ Secure Wi-Fi Internet Surfing  - WPA / WPA2 PSK, WEP encryption
ï¿½ Wireless SSID hide option 

Management

ï¿½ User-friendly Web Interface   
ï¿½ Password Protected System Management   
ï¿½ Automatic/Manual system clock synchronization with NTPserver   
ï¿½ Automatic/Manual Anti-Virus Signature Updates

Reports

ï¿½ Monitor web and application activity of each office user over Internet   
ï¿½ Websites visited, Applications used   
ï¿½ Traffic and Protocol Anomaly reports   
ï¿½ Anti-Virus reports - HTTP, FTP, IMAP4, SMTP, POP, TCP Stream
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Please Enquire
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